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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The planned deliverable for this Work Item is to create a Management Object definition and any required behaviors to facilitate provisioning of a “Smart Card” Application to a mobile terminal incorporating a Secure Element.  The Secure Element includes but is not limited to the SIM Card, R-UIM, an embedded smart card, or other secure removable media.  It is expected that the Management Object be used along with the OMA Device Management Enabler, utilizing the layered architecture devised by the Device Management Working Group. 
The Smart Card Application would be an application used in traditional smart card form factors. One example of a Smart Card Application would be a payment application that allows the user of an enabled mobile terminal to pay for goods and services in the same environment that contactless smart cards are used.  Other examples of a Smart Card Application would be a transit application or loyalty application that could be used in place of a contactless card. Still another example of a Smart Card Application could be an authentication application (for example, One Time Password) that allows the use of a mobile terminal in place of an authentication token. This Work Item allows the smart card application to be provisioned over the air in a standardized way, reducing costs and improving the user experience.
Most smart card applications consist of two logical components being the application itself and personalization data, to be provisioned to a secure element within the device.  Personalization data is sensitive and may include such items as user account information and application cryptographic keys.  The smart card application can exist on a Secure Element with or without personalization data.  
The Management Object definition will allow provisioning for both the full Smart Card Application and the personalization data only.  It provides an interface to an application residing on the device that is able to interact with and provision a secure element on the device.
A direct connection between the Device Management server and the Secure Element is out of the scope of this enabler.  Additionally, this Work Item does not cover storing Management Objects on the smart card. That work is being defined within the OMA Smart Card Enabler, WID 126.
Existing Specifications or Documents Affected:

None
Linked Work Items:

None
Linked Affected OMA Groups and External For a

OMA Device Management Working Group

OMA Requirements Working Group

OMA Architecture Working Group
OMA Security Working Group
3GPP
3GPP2
ETSI
Other groups as needed

2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.
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White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
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Other – Describe:_______________________________________________________________
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Service Impacts:

The outcome of this Work Item will enhance the Device Management Enabler by allowing a Smart Card Application to be provisioned.  Terminal and server support is required to support this new Management Object.  
The proposed Work Item does not overlap or interfere with the Smart Card Enabler currently being created by the Device Management working group.
Architecture Impacts:

This Work Item will not change the current Architecture for Device Management or other enablers, but will instead leverage the layered architecture model for Device Management by introducing a new Management Object and utilizing the Device Management enablers.
Charging/Billing Impacts:

No new charging / billing impacts will be introduced by this work item.
Security Impacts:

Provisioning of the Smart Card Application, specifically the personalization data, must be secure.  The personalization data is encrypted outside of the transfer mechanism between the Device Management Server and Device. This Work Item will rely on the security model used in the Device Management Enabler specifications to provide a secure transport of the encrypted data.    
Privacy Impacts:

Provisioning of the Smart Card Application, specifically the personalization data, must protect user privacy.  This Work Item will rely on the security model used in the Device Management Enabler specifications.

IOT Impacts:

IOT testing will be needed to ensure server and client interoperability with the Management Object and required behaviors defined within the Technical Specification.  Test documents will be drafted for testing to occur.
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