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1 Reason for Contribution

It was agreed during London meeting that DM WG would start DM 1.3 work. This contribution proposes use cases and requirements for the RD.

2 Summary of Contribution

This contribution proposes a use case to allow a client to select the most appropriate version of DM protocol when communicating with a server. It is worth noting that currently there is no safe way for a client to use a ‘trial and error’ approach to determine the server’s supported DM version, and no way for the server to indicate this information to the client.
3 Detailed Proposal

5.1 Multi-version client communication
5.1.1  ASK  \* MERGEFORMAT Short Description

Dolly has a mobile Device owned by her employer. While her work-related applications and services are managed by the IT department at her work, she wants her personal applications to be managed by a different service provider (e.g. her mobile network operator). The IT department at her work owns a DM 1.1.2 server, whereas her operator owns a DM 1.3 server. Dolly’s Device can support both versions and she wants the management sessions work seamlessly, so that she has no need to configure the DM Client, or even know anything about it.

5.1.2 Actors

Dolly (User)

Service Provider (Management Authority A)

Enterprise IT Department (Management Authority B)
5.1.2.1 Actor Specific Issues

Dolly (User) – wants her Device being seamlessly managed without errors or manual configurations 

Service Provider (Management Authority A) – wants managed Devices to connect using DM version 1.3

Enterprise IT Department (Management Authority B) – wants managed Devices to connect using DM version 1.1.2
5.1.2.2 Actor Specific Benefits

Dolly (User) – free from errors or manual configurations

Service Provider (Management Authority A) – free from errors or advanced Devices connecting using legacy protocol versions

Enterprise IT Department (Management Authority B) – free from errors or advanced Devices connecting using unsupported protocol versions
5.1.3 Pre-conditions

Dolly’s Device has been successfully boostrapped with all necessary credentials by both Managament Authorities.

5.1.4 Post-conditions

When Dolly’s Device connects to the DM 1.1.2 Server it uses protocol version 1.1.2.

When Dolly’s Device connects to the DM 1.3 Server it uses protocol version 1.3.

5.1.5 Normal Flow – Device initiated session

1. Dolly’s Work Application needs to be managed by its managing authority.

2. The DM Client on Dolly’s Device uses a selection mechanism to determine which DM protocol version should be used when connecting to the DM Server of the IT department.

3. A DM session is successfully created 

4. The Work Application is successfully managed by the DM Server.

5.1.6 Alternative Flow I – Server initiated session

1. The DM Server of the IT department uses a notification message to invites Dolly’s Device to connect.

2. The notification message includes a hint about the highest version of DM protocol that the server wishes to accept.

3. When the DM Client on Dolly’s Device responds to the invitation, it uses the version hint provided in the notification as input for the version selection mechanism.

5.1.7 Alternative Flow II – Server responds with recommended version

1. In this case the DM Client on Dolly’s Device is initiating a connection to MA A’s Server using protocol version 1.2.

2. The DM Server of MA A includes in its response an indication to the fact that the Server supports protocol version 1.3 (higher than the one used).

3. The DM Client on Dolly’s Device can use this information in subsequent sessions.
5.1.8 Alternative Flow III – Future compatibility
1. In this case the DM client on Dolly’s Device is initiating a connection to MA A’s Server using protocol version 2.0.

2. The DM Server of MA A fails to recognize this protocol version (since its highest supported version  is 1.2).

3. The DM Server responds with an appropriate error message, containing the recommended version (for example: “Error – unsupported DM protocol version. Recommended version is 1.2).

5.1.9 Operational and Quality of Experience Requirements

· The selection mechanism requires no user interaction.

· The user is not aware of the underlying plumbing involved in the selection of DM protocol version.
6. Requirements
(Normative)

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	Server-1 
	The DM notification (package 0) SHALL provide information about the DM protocol version which is recommended for the session
	DM 1.3

	Client-1
	When connecting to the DM Server the DM Client SHOULD prefer the DM protocol version that was recommended in the DM notification message.
	DM 1.3

	Client-2
	When connecting to the DM Server the DM Client MAY use a lower DM protocol version than that which was recommended in the DM notification message
	DM 1.3

	Client-3
	When connecting to the DM Server the DM Client SHOULD NOT use a higher DM protocol version than that which was recommended in the DM notification message
	DM 1.3

	Tree-1
	DM Account information SHALL provide details about the highest protocol version supported by the server
	DM 1.3

	Client-4
	When a DM Client initiates a session (with no server invitation or notification), the client SHOULD use the DM version indicated in the server’s version information stored in the DM Account
	DM 1.3

	Server-2
	A DM server MAY provide information about the recommended DM protocol version to be used for communication in responses to DM connection initiated by a client using a non-recommended protocol version
	DM 1.3

	Server-3
	A DM server SHALL respond with an error message when receiving a DM connection initiated with unsupported or unrecognized DM protocol version 
	DM 1.3


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM WG is recommended to consider this proposal.
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