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1 Reason for Change

This CR is adding overview of security consideration section. CR includes general security consideration proposed by DM 1.3 OMA-AD-DM-V1_3_20080922-D.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Detailed Change Proposal

Change 1:  Section 5.5, Security Considerations – add text
5.5 Security Considerations
5.5.1 Authentication

It MUST identify devices and service/processes acting on device, as a prerequisite to allowing access to DM server system.

5.5.2 Authorization

It MUST checks that the server(or device) has been granted permission to use that device(or server) resource. It has to define permissions such as an access control list or a capability, on the basis of the principle of least privilege.

5.5.3 Data Integrity

It MUST guard against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity. It is ensured by use of a number referred to as a Message Integrity Code (MIC) or Message Authentication Code (MAC).

5.5.4 Confidentiality

It MUST preserving authorized restrictions on DM information access and disclosure, including means for protecting DM resource's privacy and proprietary information

5.5.5 Non-repudiation

It MUST provide proof of the integrity and origin of data. Proof of data integrity is typically the easiest of these requirements to accomplish. A data hash or checksum, such as MD5 or CRC, is usually sufficient to establish that the likelihood of data being undetectably changed is extremely low

5 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

6 Recommendation

The OMA DM WG should evaluate this CR for into the OMA-AD-DM-V1_3_20080922-D.
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