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1 Overview
The OMA DM Working Group would like to thank ETSI TC SCP for their reply LS on Lightweight M2M (LWM2M) SMS security.

ETSI SCP asked for more details on the usage of session keys. The LWM2M TS currently states in clause 7.2.1.1:
“The ciphering and integrity keys and associated counter values SHOULD be held in a smart card or other tamper-resistant secure storage environment (e.g. embedded secure element)….… If the keys and associated counter values are not stored in the above recommended way, they SHALL be treated as session keys with a lifetime no greater than the duration of the Registration Lifetime (Section 5.2.1). 

If the keys were provisioned from a Smart Card then the LWM2M Client SHALL discard the key material on each “Register” or “Update” operation (Section 5.2.1 or 5.2.2), load fresh key material from the Smart Card, and reset the counters. The Smart Card is responsible for generating the relevant session keys (in a way known by the LWM2M Server) and storing them in the provisioning file EF  LWM2M_Bootstrap. 

If the keys were provisioned via the UDP binding, then they SHALL be updated over the UDP binding. 

As for Section 7.1 (UDP Security), where a session persists across sleep cycles, encrypted and integrity-protected storage SHOULD be used for the session keys and counters”
For reasons of clarity OMA DM might add to the above text the default value for the Registration Lifetime which is 86400s (i.e. 24 hours). 
Please note that the session key generation mechanism on the Smart Card is currently unspecified – it is something to be agreed between the Smart Card and the LWM2M Server (as is the value of any underlying key used to generate session keys). OMA DM will further work and communicate with ETSI SCP on this topic. 
Furthermore, OMA DM took notice of the advice from ETSI TC SCP about re-using ETSI 102 225 for a device based security solution and OMA DM will start investigations on how to address these concerns. OMA DM will communicate with ETSI SCP as this work evolves.
2 Requested Actions
None.
3 Conclusion
OMA DM WG thanks ETSI SCP and ETSI SCP TEC for their cooperation.
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