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1 Reason for Contribution

One of the stated goals for Download OTA v2 is to converge the protocol with other download protocols where practical and desirable.  The Download OTA protocol currently leverages some of the characteristics of the JavaTM MIDP Over-The-Air Recommended Practices.  As noted in the Download OTA v1 specifications, not all the MIDP OTA functionality is incorporated making OMA DL OTA, by itself, impractical for downloading JavaTM MIDlets.

The use cases proposed in this input will bring OMA DL OTA into alignment with MIDP so that it may be used to download JavaTM MIDlets as well as other types of media objects.

2 Summary of Contribution

This input proposes three new use cases for Download OTA v2 and the associated new requirements:

· Enable the device to authenticate the Download Server

· Enable Download Servers to update media objects and applications already resident on a device

· Enable the device to notify the Download Server when media objects are removed

3 Detailed Proposal

· Note: heading numbers below are meant to conform with the current DL OTA v2 requirements specification.

5.3 Server Authentication

For some types of media objects, the Download Agent will need to authenticate that the media object is coming from a trusted Download Server.  For instance, the media object being downloaded might be software that affects the functioning of the device, it might be an application that needs special access to device or user information such as the phonebook or calendar, or it might be static content that needs to be stored in a secure or access-controlled location.  In all these cases, the device behaviour may be dependent upon the trust relationship between the device and the Download Server.
5.3.1 Actors

	Download Server
	Server component that participates in DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction


5.2.1.1 Actor Specific Issues

Download Server (DS) creates the Download Descriptor.  The DS may need device specific information (eg as provided via UAProf or HTTP request headers) to accomplish this.

The Download Agent will need to validate the Server credentials in order to authenticate it, eg using pre-provisioned certificates.

5.2.1.2 Actor Specific Benefits

The device is able to restrict the functioning of the downloaded media objects based upon the trust associated with the Download Server.

5.3.2 Pre-conditions

The Download Descriptor must exist and must be available to the Download Agent, e.g. by browsing to a website, pushed to the device, etc.   The Download Server must attach its credentials before delivering the Download Descriptor to the Download Agent.

5.3.3 Post-conditions

The media object is available on the device.

The Download Server has optionally received an installation notification indicating the download was a success or failure.

5.3.4 Normal Flow

1 User downloads a media object as described in the “Basic” or “Combined” use cases.

2 Download Agent uses information in the Download Descriptor to ensure the downloaded media object was not manipulated or replaced and to ensure that the media object comes from a trusted source.
3 The Download Agent performs specific actions, e.g. during installation, based upon the trust relationship between the device and the Download Server (these actions are outside the scope of the specifications).

5.3.5 Alternative Flow

2a.
The Download Agent does not trust the server or the media object appears to be tampered with.  The Download Agent posts a failure installation notification to the Download Server.  Use case stops.
5.4 Updating media objects

This use case describes updating a media object that is already resident on the device.

5.4.1 Actors

	Download Server
	Server component that participates in DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction


5.2.1.3 Actor Specific Issues

Download Server (DS) needs to create the Download Descriptor.  The DS may need device specific information (eg as provided via UAProf or HTTP request headers) to accomplish this.  The media objects must have unique identifiers maintained by the DS in order to accurately identify the media object to be updated.

5.2.1.4 Actor Specific Benefits

The Download Server is able to replace media objects that are resident on the device, allowing the Download Server to keep the device up to date with the latest content (eg in a entertainment subscription service) or deliver application upgrades or patches.
5.4.2 Pre-conditions

The Download Descriptor must exist and must be available to the Download Agent, eg by browsing to a website, pushed to the device, etc.

5.4.3 Post-conditions

The media object is updated on the device.

The Download Server has optionally received an installation notification indicating the download was a success or failure.

5.4.4 Normal Flow

4 User downloads a Download Descriptor from the Download Server using the browser.

5 The Download Agent analyses the Download Descriptor and informs the User that the media object is newer, older or the same as the version of the existing media object.   The Download Agent ensures the new media object comes from the same source as the existing media object, e.g. by comparing digital signatures, domain names, etc.
6 The User chooses to initiate the media object update.

7 The media object is downloaded to the device.

8 The media object is “installed” on the device (e.g. saved in the filesystem), replacing the former media object.  If the media object is an application, any persistent data associated with the application are preserved.
9 The Download Agent notifies the Download Server that the download was a success.

10 The media object is made available to the User.

5.4.5 Alternative Flow

2a.
The new media object does not come from the same source as the existing media object.  The Download Agent informs the user and posts a failure installation notification.  Use case stops.

3a.
User chooses not to initiate the media object update.  Use case stops.

3b. 
 Download server uses combined delivery of the Download Descriptor and media object.  Step 4 is skipped.

5a.
The download fails or is aborted by the user.  The Download Agent notifies the Download Server that the download failed with a specific error code indicating the source of the failure.  Use case stops.

5b.
The Download Server informs the Download Agent not to send an installation notification so this step is skipped.  

5.4.6 Operational and Quality of Experience Requirements

Even if the Download Agent is not able to send the installation notification to the Download Server, the media object is still made available to the User.

5.5 Removing media objects

This use case describes removing a media object that was previously downloaded.

5.5.1 Actors

	Download Server
	Server component that participates in DLOTA transaction

	Download Agent
	Device component that participates in DLOTA transaction

	User
	Interacts with the Download Agent during the DLOTA transaction


5.2.1.5 Actor Specific Issues

The Download Agent may prompt the user that removing a given media object may have unwanted side effects. In some cases, other installed media objects may have dependencies on the media object to be removed.

5.2.1.6 Actor Specific Benefits

Download Server is notified when media objects are removed to enable an improved user experience, e.g. in a rental or subscription service the service provider may only allow a specific number of downloaded objects to be resident on the device at a given time.

Download Agent and User are able to make informed decisions before removing the media object (eg if other media objects depend on the media object under consideration for removal).  
5.5.2 Pre-conditions

The media object and Download Descriptor must be resident on the device.

5.5.3 Post-conditions

The media object and Download Descriptor are no longer resident on the device.

The Download Server has optionally received a notification indicating the removal was a success or failure.

5.5.4 Normal Flow

11 User chooses to remove media object.

12 User is informed of any dependency on this media object by other media objects, provided the dependencies are identified in the Download Descriptor.

13 The User confirms removal and the media object is “uninstalled” on the device (e.g. removed from the filesystem).

14 The Download Agent notifies the Download Server that the removal was a success.

15 The media object is no longer available to the User.

5.5.5 Alternative Flow

3a.
User chooses not to confirm the removal.  Use case stops (Download Server is not notified).

4a.
The removal fails.  The Download Agent notifies the Download Server that the removal failed with a specific error code indicating the source of the failure.  Use case stops.

4b.
The Download Server does not include a removal notification URL in the Download Descriptor so step 4 is skipped.  

5.5.6 Operational and Quality of Experience Requirements

Even if the Download Agent is not able to send the removal notification to the Download Server, the media object is still removed and is no longer available to the User.

4 Intellectual Property Rights Considerations

The submitters are not aware of IPR related to this contribution.
5 Recommendation

BAC DLDRM incorporate these uses cases into DL OTA v2 requirements specification.
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