1. Domains

1.1 Overview

A domain is a set of devices that are able to share the same DCF and RO. A user can define a domain of its personal devices and share content and licenses among these.

The sharing of domain ROs in a domain is made possible by devices in a domain sharing a secret domain key, generated by the RI during definition of a domain.

The OMA DRM domain concept is network centric, i.e. the RI defines the domains, manages the domain keys, controls which devices are included and excluded from the domain and updates the domain after revocation.

A domain has a unique domain identifier, and corresponds in general to one domain key. However, one domain may have several domain keys and associated to it as a result of previous revocations of this domain, but at most one of those keys are not revoked.

Multiple domains are allowed with the same RI or with different RIs.

1.1.1 Terminology

Domain
A set of devices that are able to share a domain RO. Devices in a domain share a domain key. Defined by the RI.

Domain Identifier
Unique identifier of the domain
Domain Key
128 bit key to symmetric cipher 
Domain Generation
Counter of the number of times the domain has been revoked. Part of the domain identifier.

Device Rights Object
An RO dedicated for a particular device by means of the device public key

Domain Rights Object 
An RO that is dedicated to devices in a particular domain by means of a domain key

Join Domain
The process of an RI including a device in a domain

Leave (De-join) Domain
The process of an RI excluding a non-revoked device from a domain.

Device revocation
The process of an RI indicating that a device is no longer trusted to to acquire ROs.

Domain revocation
The process of an RI indicating that a domain key is not trusted for protection of Domain ROs.

1.2 Device joins domain

A device joining a domain is the process of an RI authorizing a particular device to be able to use all ROs for this domain. When a device joins a domain it receives one or more domain keys and corresponding domain key identifiers and (optional) domain lifetimes.

A device executes the Join Domain protocol (see ROAP protocol suite) to join a domain. 

A device MAY join multiple domains with the same RI or with different RIs.

Domain join is triggered by the ROAP trigger following a browsing session.

If a device joins a revoked domain, the RI SHOULD give the device access to all previous domain keys of this domain, to allow use of all ROs for this domain.

If a device receives an RO for a domain that the device is not joined to, or which the device is joined to but protected with a domain key, which the device does not have access to (indicated by the domain generation) the device MUST notify the user and SHOULD after user confirmation initiate a browsing session to the domain URL in the domain RO. 

1.3 Domain RO Acquisition

No particular protocol for domain RO acquisition is specified. Domain ROs will be delivered to devices as a result of a browsing session, see below.

[Ed’s note:  RO Request/Response cannot be used for domain RO acquisition with the current proposal. This is an open issue.]
1.4 Domain RO processing rules (Normative)

[Ed’s note: This chapter defines device behaviour based on which the RI/CI can set up their services accordingly so includes both RO acquisition from RI and sharing btw devices. Not much specific SCR requirements for CI/RI as there is no Domain-ROAP protocol.]
1.4.1 Description (Informative)

As a general principle, the processing rules for inbound Domain ROs are agnostic to the origin of the Domain RO i.e. it does not matter whether the Domain RO was delivered OTA from a RI or copied from another device using removable media. There is no binding to a specific transport mechanism or protocol.

Domain ROs may be delivered to the device either inside a DCF file or as a separate standalone object with a specific MIME type of its own. If the Domain RO is delivered separately the receiving device must, in order to facilitate content sharing in a domain, attempt to store a copy of the Domain RO inside the associated DCF. This is defined in chapter 1.4.2.2.

The device must make a number of checks for all Domain ROs that are to be used by the device, including integrity and authenticity checks and replay attack related checks.

1.4.2 Inbound Domain RO

The device MUST support receiving a Domain RO as a separate object. 

The device MUST support receiving a Domain RO inside a DCF.

Before installing and using a Domain RO to render the media objects inside the associated DCF the device MUST process the Domain RO as defined in chapter 1.4.2.1. After the Domain RO has been successfully installed the device MUST attempt to add the Domain RO inside the associated DCF as defined in chapter .

1.4.2.1 Installing a Domain RO
The device MUST belong to the domain identified by the Domain Identifier inside the Domain RO. If that is not the case the device MAY attempt to join the domain using the mechanism defined in chapter 1.2. The device MUST NOT attempt to join the domain without user’s consent [ed’s note: may be an explicit question in local UI or a device configuration parameter with white-list].

The device MUST successfully verify the signature of the Domain RO using the RI’s public key obtained from the RI certificate when joining the domain (cf. chapter 1.2).

The device MUST successfully perform the replay protection related checks defined in chapter 2.

1.4.2.2 Postprocessing after installing the Domain RO

[Ed’s note: This is the only 1 Domain RO inside the DCF case. This was an open issue]
These processing rules apply for Domain ROs that were not received inside a DCF i.e. the Domain RO was received separately from the DCF.

The device MAY skip further postprocessing if it concludes, using an algorithm not defined in this specification, that sending the installed Domain RO to other devices does not add value for the end user. One such case could be that the NotAfter time of the installed Domain RO has already passed.

The device MUST attempt to find the DCF associated with the installed Domain RO. If that fails the device MUST discontinue postprocessing for the time being but SHOULD continue the postprocessing if it finds the associated DCF later on e.g. when rendering the DCF or sending it out from the device.

If the device finds multiple DCF instances associated to the installed Domain RO it SHOULD apply the processing rules defined below for each one of them.

If there is no Domain RO already stored inside the associated DCF the device MUST insert a copy of the installed Domain RO into the DCF [DCF reference].

If the associated DCF already contains another Domain RO the device SHOULD replace it with the installed Domain RO. However, the device is also allowed not to replace the other Domain RO if it concludes, using an algorithm not defined in this specification, that replacing does not add value for the end user.

1.4.3 Outbound DCF

For outbound DCFs the device SHOULD continue a possily discontinued postprocessing as defined in chapter 1.4.2.2 before sending the DCF from the device.

1.5 Device leaves domain

A device leaving a domain is the process of an RI trusting that a particular device in a particular domain has deleted information about the domain such that it is not anymore able to use any ROs for this domain. When leaving a domain a device does not need to remove the corresponding domain ROs. 

A device MUST execute the Leave Domain protocol (see ROAP protocol suite) to leave a domain.

Prior to sending Leave Domain Request, the device MUST delete the corresponding domain key(s).

1.6 Domain revocation

The basic objective of revocation is to exclude devices from being able to use new ROs. Already issued content and ROs are considered beyond control from the point of view of the DRM system.

Domain revocation (or, more precisely, domain key revocation) is the process of an RI indicating that a previously non-revoked domain key is not trusted for future protection of domain ROs. This may be e.g. due to a domain key being compromised or a device in the domain being revoked. Domain revocation as well as device revocation will probably be rare events, but may be necessary as a last resort to stop clear text content from leaking out of the system.

Domain revocation does not result in any domain information being deleted in any device. After domain revocation, domain ROs issued before the revocation are still possible to use and share, this applies both to revoked devices previously in the domain and new devices included in the domain after revocation.

The Domain Generation is a counter of the number of times a particular domain has been revoked (or, more precisely, the number of times domain keys has been revoked in a particular domain). Domain Generations MAY be used by an RI. Domain Generations provide means to distinguish the same domain before and after a revocation. 

To avoid storage of multiple keys per domain in the Device and in the RI (for the purpose of using old and new domain ROs after domain revocation) it is possible to have a relation between the domain keys using hash chains, an example is given below. The device MAY support hash chains and the RI MAY support hash chains. 

After a domain has been revoked, the RI MUST change Domain key and increase the Domain Generation by one.If the Domain Generation reaches 99 the RI MUST NOT issue ROs for this domain and MUST NOT allow new devices to join the domain.

Domain identifier is a string is where two last characters are numbers and shall be interpreted as a number between 00 and 99 which form the domain generation.

Example1. Without hash chains
When generating a new domain, the RI generates

· a unique domain identifier DI, the domain generation is set to 00. 

· a random secret domain key DK0

At domain revocation the domain generation is increased by 1, which is reflected by the domain identifier, a new domain key DK1 is generated. The old domain key(s) must be stored in RI and device to allow use of ROs issued before revocation. When devices join a domain, all domain keys of this domain are sent in the Protected Domain Info of Join Domain Response (see ROAP Suite).

Example 2. With hash chains (optional)

When generating a new domain, the RI 

· generates a unique domain identifier DI, the domain generation is set to 00.

· generates a secret random number R

· defines a sequence of domain keys using R and applying the efficient hash function SHA1 iteratively

· DK99 = R

corresponding to DI with domain generation 99

· DK98 = SHA1(DK99)
corresponding to DI with domain generation 98

· etc. until 

· DK0 = SHA1(DK1)
corresponding to DI with domain generation 0

Since old domain keys (with low generation value) are possible to efficiently derive from new domain keys (with higher generation value), it is only necessary to store the newest domain key in the device (and corresponding domain identifier so the domain generation is known). For the RI it is sufficient to store DK99 (=R).




