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1 Reason for Contribution

As noted by Panasonic, Section 7.3 of OMA-DRM-DRM-V2_0-20040621-d is underspecified.

2 Summary of Contribution

This contribution suggests a clarification of the text in Section 7.3 and also a related clarification in Section 7.1.2, as pointed out by Vodafone.

3 Detailed Proposal

Section 7.1.2, replace:

"… where hLen is the length of the hash function output"

with :

"… where hLen is the length of the hash function output in octets"

Section 7.3, replace:

"The RI then hashes (using SHA-1) KM at least as many times n as the RI believes there will be generations of the Domain. The result, KD1 = hashn(KM) = sha1(sha1(…(sha1(KM))) is then distributed as described in section Error! Reference source not found. as the first key (generation number 0) for Domain D. When a Device in a Domain has been revoked, or the RI otherwise decides to create a new Domain generation (shift Domain key), the RI computes and distributes KD2 = hashn-1(KM). Devices supporting this mechanism therefore only need to store KDi, for the latest received Domain generation i, since for any earlier generation j (j < i), KDj = hashi-j(KDi)."
With:

"The RI then applies KDF on KM at least as many times n as the RI believes there will be generations of the Domain:

DKn = KM
DKn-1 = KDF(DKn, NULL, kekLen) 

DKn-2 = KDF(DKn-1, NULL, kekLen) 

…

DK0 = KDF(DK1, NULL, kekLen) 

where kekLen = 16 and DKj represents the domain key with generation number j.

The result, DK0, is then distributed as described in section 5.4.4.2 as the first key (generation number 0) for Domain D. When a Device in a Domain has been revoked, or the RI otherwise decides to create a new Domain generation (shift Domain key), the RI computes and distributes DK1. Devices supporting this mechanism therefore only need to store DKi, for the latest received Domain generation i, since for any earlier generation j (j < i), DKj can be computed as:

DKi-1 = KDF(DKi, NULL, 16)

DKi-2 = KDF(DKi-1, NULL, 16)

… (i – j applications of KDF)

DKj = KDF(DKj+1, NULL, 16)"

4 Intellectual Property Rights Considerations

This clarification shall not affect the status of any existing IPR.

5 Recommendation

The DLDRM group is recommended to consider this contribution for inclusion in the OMA DRM v2.0 specification.
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