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1 Reason for Change

In the DRM specification, "|" is commonly used to indicate concatenation of elements, but nowhere is this explicitly mentioned. Furthermore, in Section 7.1.2, "||" is used to indicate concatenation, which may be confusing. Also, in Section 7.1.2, the syntax "(x(" is introduced without explanation. This CR addresses these three issues.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

None

5 Recommendation

DLDRM WG to approve this CR.

6 Detailed Change Proposal

Replace the end of Section 7.1.1 and the whole of Section 7.1.2 as follows:

The scheme output is C = C1 | C2 (C1 concatenated with C2) which is transmitted to the recipient. The decryption operation follows straightforwardly: the recipient recovers Z from C1 using the recipient’s private key, converts Z to KEK, and then unwraps C2 to recover K.
7.1.2 KDF

KDF is equivalent to the key derivation function KDF2 defined in [X9.44] (and KDF in [X9.42], [X9.63]). It is defined as a simple key derivation function based on a hash function. For the purposes of this specification, the hash function shall be SHA-1.

KDF takes three parameters: the shared secret value Z: an octet string of (essentially) arbitrary length, otherInfo: other information for key derivation, an octet string of (essentially) arbitrary length (may be the empty string), and kLen: intended length in octets of the keying material. kLen shall be an integer, at most (232 – 1)hLen where hLen is the length of the hash function output in octets. The output from KDF is the key material K, an octet string of length kLen. The operation of KDF is as follows ("(n(" denotes the smallest integer larger than, or equal to, n):

1) Let T be the empty string.

2) For counter from 1 to ( kLen / hLen (, do the following:

Let D = 4-byte, unsigned big-endian representation of counter

Let T = T | Hash (Z | D | otherInfo).

3) Output the first kLen octets of T as the derived key K.










� Example: If counter = 946, D will be 00 00 03 b2
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