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1 Reason for Change

This CR is introduced to fix an identified interoperability issue affecting the free space box in the DCF. The change does not add of remove functionality.

As noted in the recent LS from MPEG (OMA-TP-2004-0351R01), there may be issues with interoperability with non-DRM aware devices when it comes to esp. PDCF, which looks and functions like a regular ISO media file. Non-DRM aware devices may not treat the trailing free space as it is meant to in the DCF specification, which may result in resizing the box, deleting or filling the box with arbitrary data. To address these issues, a change in the 4CC identifier for the so-called free space box in the end of the DCF format is proposed, in conjunction with renaming the box. This change makes the trailing box explicitly a mutable OMA DRM information box and ISO compliant, non-OMA DRM aware parsers will ignore it without altering it.

Further, a clarification on the number of possible mutable OMA DRM information boxes is made. In the Candidate specification, it is implied that at maximum there can be only one such box, but this CR makes that explicit.

2 Impact on Backward Compatibility

Existing implementations need to identify the new allocated 4CC code (32 bits) of the trailing (free space) box. 

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

N/A.

5 Recommendation

It is recommended that BAC DLDRM approve the proposed changes to the DCF specification. No functionality is added or removed by these changes.

6 Detailed Change Proposal

5.2.4 Mutable DRM Information Box

The MutableDRMInformation box MAY appear in both DCF and PDCF. In the OMA DRM system, the MutableDRMInformationbox is used to include information editable by the Device, and thus is not protected for integrity. A Device MUST ignore the MutableDRMInformation box when calculating the DCF hash. 

The MutableDRMInformation box MUST be located at the top level of the box hierarchy and there MUST NOT be more than one instance of the box per DCF or PDCF. The MutableDRMInformation box MAY include free space boxes to pre-allocate space for editing. A MutableDRMInformation box MUST NOT appear in the beginning of the file, but MAY appear after the last OMADRMContainer (see Error! Reference source not found.) in DCF and after the movie box in PDCF. Having the MutableDRMInformation box as the last box in the file is RECOMMENDED.

A Device MAY modify, extend, truncate, delete or add the MutableDRMInformationbox. The contents of the box MUST be interpreted as an array of Boxes, continuing until the end of the parent box. 
 aligned(8) MutableDRMInformation extends Box(‘mdri’) {


Box 
data[];


// array of any boxes and free space

}

5.3 DCF Hash Calculation

Content Objects MAY be protected for integrity by including a DCF hash into a Rights Object or ROAP request. Since (P)DCF MAY include structures editable by the Device, these structures are excluded from hash calculation. The DCF hash MUST be calculated from the beginning of the DCF to the end of the last OMADRMContainer, ignoring the MutableDRMInformation box. PDCF hash MUST be calculated from the beginning of the PDCF, skipping the MutableDRMInformation box after the movie box, or end of file in case there is no MutableDRMInformation box present.

6.3 Overall structure

The high-level overview of the DCF format is depicted in the Figure 1. The mandatory parts of the format include the file header with Brand number and Version fields, immediately followed by an OMA DRM Container box. The OMA DRM Container box MUST include a DCF headers box and a Protected Content box.

The design principles for the format include that the DCF headers box is located at a fixed offset from the beginning of the file, and thus, the OMA DRM Container box MUST be the first box after the file header of eight octets and the DCF headers box MUST be the first box in the OMA DRM Container.

Figure 1: DCF structure
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The table below outlines the mandatory boxes and their order. Additional boxes MAY be added after the mandatory boxes have first appeared. Table 1 shows the nesting order of the mandatory boxes, on the left is the parent and on the right, the child. The first column indicates which fields and boxes MUST be present in DCF (marked as ‘M’) and which boxes MAY appear in the DCF (marked as ‘O’). Note that in the table, the second OMA DRM Container box MUST include all the mandatory nested boxes as well.

Table 1: Logical DCF box structure diagram

	Present in DCF
	Data type/value
	
	
	Nesting level
	Offset from beginning of file
	Field purpose

	M
	‘odcf’
	
	
	0
	0
	File header (4 bytes)

	M
	0x00020000
	
	
	0
	4
	File version (2 bytes major, 2 bytes minor)

	M
	Box(‘odrm’)
	
	
	0
	8
	OMA DRM Container box

	M
	
	Box(‘odhe’)
	
	1
	28
	Discrete Media headers box

	M
	
	
	Box(‘ohdr’)
	2
	41 + ContentTypeLength 
	OMA DRM Common Headers box

	O
	
	
	Box(‘udta’)
	2
	41 + ContentTypeLength + Box(‘ohdr’)
	ISO User Data box (optional)

	M
	
	Box(‘odda’)
	
	1
	28 + Box(‘odhe’)
	Content Object box

	O
	Box(‘odrm’)
	
	
	0
	
	If multipart DCF, additional OMA DRM Container box

	O
	Box(‘mdri’)
	
	
	0
	
	Mutable DRM information box

	O
	
	Box(‘odtt’)
	
	1
	
	Transaction tracking box

	O
	
	Box(‘odrb’)
	
	1
	
	Rights Object container box

	O
	
	Box(‘skip’)
	
	1
	
	Additional free space


Appendix A. Static Conformance Requirements
(Normative)

· Client Conformance Requirements 

	Item
	Function
	Reference
	Status
	Requirement

	Error! Style not defined.-CLI-1
	DCF support
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-2
	PDCF support
	Error! Reference source not found.
	O
	Error! Style not defined.-CLI-23 OR

Error! Style not defined.-CLI-24

	Error! Style not defined.-CLI-3
	AES128CBC encryption algorithm
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-4
	AES128CTR mode encryption algorithm
	Error! Reference source not found.
	O
	

	Error! Style not defined.-CLI-5
	Ignore unsupported boxes 
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-6
	Common headers
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-7
	Textual headers
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-8
	GroupID
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-9
	MutableDRMInformation box
	0
	M
	

	Error! Style not defined.-CLI-10
	Transaction Tracking box
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-11
	Rights Object box
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-12
	ISO format constraints
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-13
	FullBox version
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-14
	DCF header
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-15
	OMA DRM container box
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-16
	Discrete headers box
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-17
	User-Data box
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-18
	Content Object box
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-19
	Multipart DCF
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-20
	Extension boxes
	Error! Reference source not found.
	O
	

	Error! Style not defined.-CLI-21
	UTF-8 character encoding for 3GPP asset information
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-22
	UTF-16 character encoding for 3GPP asset information
	Error! Reference source not found.
	O
	


Client Conformance Requirements For The PDCF Format

	Item
	Function
	Reference
	Status
	Requirement

	Error! Style not defined.-CLI-23
	3GPP conformance
	Error! Reference source not found.
	O
	Conform to [TS26.244] 

	Error! Style not defined.-CLI-24
	3GPP2 conformance
	Error! Reference source not found.
	O
	Conform to [C.S0050] 

	Error! Style not defined.-CLI-25
	OMA DRM key management
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-26
	OMA DRM scheme
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-27
	Common headers
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-28
	AES128CTR mode encryption algorithm
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-29
	Textual headers
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-30
	GroupID
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-31
	MutableDRMInformation box
	0
	M
	

	Error! Style not defined.-CLI-32
	Transaction Tracking box
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-33
	Rights Object box
	Error! Reference source not found.
	M
	

	Error! Style not defined.-CLI-34
	OMA DRM access unit format
	Error! Reference source not found.
	M
	


Appendix B. Reserved Numbers 
(Informative)

This Appendix lists common 4CC constants used in DCF and PDCF formats. The tables list only 4CC constants specified by OMA.

Table 2: Reserved identifier constants in the DCF format

	4CC
	Reference
	Purpose

	‘ohdr’
	Error! Reference source not found.
	Common headers box

	‘mdri’
	
	Mutable DRM Information box

	‘grpi’
	Error! Reference source not found.
	Group ID box

	‘odtt’
	Error! Reference source not found.
	Transaction Tracking box

	‘odrb’
	Error! Reference source not found.
	Rights Object box

	‘odcf’
	Error! Reference source not found.
	File brand

	‘odrm’
	Error! Reference source not found.
	OMA DRM Container box

	‘odhe’
	Error! Reference source not found.
	Headers box for the Discrete Media profile box

	‘icnu’
	Error! Reference source not found.
	Icon URI

	‘infu’
	Error! Reference source not found.
	Info URL

	‘odda’
	Error! Reference source not found.
	Content Object box


Table 3: Reserved OMA DRM specific identifier constants in the PDCF format

	4CC
	Reference
	Purpose

	‘mdri’
	
	Mutable DRM Information box

	‘grpi’
	Error! Reference source not found.
	Group ID box

	‘odtt’
	Error! Reference source not found.
	Transaction Tracking box

	‘odrb’
	Error! Reference source not found.
	Rights Object box

	‘odkm’
	Error! Reference source not found., Error! Reference source not found.
	OMA DRM scheme type, OMA DRM scheme information box identifier

	‘ohdr’
	Error! Reference source not found.
	Common headers box
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