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1 Reason for Change

Currently DRM TS mandates using of exclusive XML canonicalization version 1.0 [XC14N] as XML canonicalization algorithm. And there is two algorithm identifiers within [XC14N] as described below.
Identifier: 

http://www.w3.org/2001/10/xml-exc-c14n#    (exclusive canonicalization without comments)
http://www.w3.org/2001/10/xml-exc-c14n#WithComments    (exclusive canonicalization with comments)
Generally the term of “exclusive XML canonicalization” means that xml document will be canonicalized without comments, but there still is an ambiguity of choice. Moreover,  because ROAP, except ROPayload, does not provide mechanism to specify which exclusive canonicalization algorithm is used, interoperability problem between RI and device can be occurred. So it is recommended to clarify which algorithm is used and to note it’s algorithm identifier for this specification.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that members of BAC-DLDRM approve and incorporate the changes to the DRM technical specification
6 Detailed Change Proposal

5.3.3 Canonicalization & Digital Signatures

This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one (see 5.4.2.1). The input to the digital signature operations and the MAC operations SHALL be the canonical form of XML data in accordance with [XC14N]. The canonicalization algorithm SHALL be exclusive canonicalization method without comments (http://www.w3.org/2001/10/xml-exc-c14n#). DRM Agents and RIs MUST send integrity-protected information in canonicalized form and MUST NOT employ any subsequent transformations or modifications to such content. Despite this, DRM Agents SHOULD, and RIs MUST, canonicalize received and integrity protected information before verifying digital signatures and MACs calculated on the information.

Note that all ROAP XML PDUs are XML 1.0 data.
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