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Limitations in test cases

1.1 Security related tests rules

The OMA DRM V2.0 spec contains many mandatory (MUST, SHALL) or optional (SHOULD, MAY) conformance rules. The optional rules will not be covered by the conformance tests listed in this document.

The mandatory conformance rules are related to security or interoperability. Only the security related rules will be covered by the conformance tests listed in this document. 

The interoperability related mandatory rules (that are not covered by the tests listed in this document have been listed in section 17.

1.2 Excluded values of parameters

The test cases described in this document do not cover all aspects of the OMA-DRM-V2.0 spec. Specifically excluded are:

· Using other cryptographic algorithms that the default ones.

· Other versions than 1.0

· Other identifiers than the (SHA1) hash of the public key info as it appears in the certificate.

· Unconnected devices.

1.3 Not Yet covered

This section gives a list of rules and data structures that are not yet covered by the tests in this document.

Triggers with signature

Triggers with Proxy

Extensions in certificates.

[DRMDRM] 5.4.2.4.1

The Device SHALL have at most one RI Context with each RI. An existing RI Context SHALL be replaced with a newly established RI Context after successful re-registration with the same RI.

 [DRMDRM] 5.4.2.4.1
Domain Name Whitelist: This extension allows an RI to specify a list of fully qualified domain names (as defined in [RFC 2396]) that are to be regarded as trusted for the purposes of Silent and Preview headers. The Device MUST store the domain names along in the RI Context for this RI.  The Device MUST be able to use these domain names for processing DCFs containing the Silent header or a Preview header with method “preview-rights” and a specified preview URL, as defined in section 5.2.2 of this document. The Device MUST treat each domain name received in the Domain Name Whitelist as if it were a fully qualified domain name that had been extracted from an RI URL according to the conditions defined in section 5.2.2 of this document. The Device MUST be capable of storing a minimum of 5 fully qualified domain names for each RI Context supported on the Device.

 [DRMDRM] 5.4.2.4

The Device MAY store RI certificate verification data indicating that an RI certificate chain has been verified. The purpose of this is to avoid repeated verification of the same certificate chain. The RI certificate verification data stored in this way MUST uniquely identify the RI certificate and MUST be integrity protected. The Device SHOULD check if the RI certificate chain received in this parameter corresponds to the stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the Device can determine (in the case of Connected Devices and Unconnected Devices that support DRM Time) that the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good (see [OCSP-MP]) then the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time. 

However, if the Device does store RI certificate verification data in this way, it MUST store the expiry time of the RI's certificate (as indicated by the notAfter field within the certificate) in the RI Context and MUST compare the Device's current DRM Time with the stored RI certificate expiry time whenever verifying the signature on signed messages from the RI. If the Device's current DRM Time is after the stored RI certificate expiry time, then the Device MUST abandon processing the RI message and MUST initiate the registration protocol.
General conformance tests

In this section a number of tests will be described in a general form. In the rest of the document references will be made to these general form descriptions.

1.4 Nonce in Roap Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Nonce in ROAP trigger

	Specification Reference
	 [DRMDRM] 5.3.4

The triggerNonce attribute MUST be present in a ROAP request if and only if a ROAP trigger containing a <nonce> element initiated the ROAP request. In this case, the value of the triggerNonce attribute MUST be the same as the value of the ROAP trigger's <nonce> element. 

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· DRM Agent receives a ROAP Trigger which includes a nonce element.

· DRM Agent responds with a corresponding ROAP request.

	Pass-Criteria
	· The DRM agent responds with a ROAP request with a nonce attribute.

· The value of the triggerNonce attribute is the same as the value of the ROAP trigger's <nonce> element.


1.5 Domain ID Roap Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Domain ID in  RO Acquisition trigger

	Specification Reference
	[DRMDRM] 5.2.1

The <domainID> element MAY be included in certain ROAP triggers.  If included, the Device MUST incorporate the <domainID> in the ROAP PDU that is sent in response to the trigger.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a ROAP Trigger which includes a Domain ID element.

· DRM Agent responds with a corresponding ROAP Request.

	Pass-Criteria
	· DRM Agent responds with a ROAP Request with Domain ID element.

· The DRM Agent incorporate the <domainID> in the ROAP PDU that is sent in response to the trigger.


1.6 riID in Roap Trigger



	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	riID in ROAP trigger

	Specification Reference
	[DRMDRM] 5.1.6

The <riID> element MUST uniquely identify the Rights Issuer. For triggers besides the <registrationRequest>, the DRM Agent MUST use this value to verify that it has a valid RI Context with the Rights Issuer.  If the DRM Agent does not have a valid RI Context with the identified Rights Issuer then the DRM Agent MUST initiate the Registration Protocol before initiating the protocol indicated in the <roapTrigger> element.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a ROAP Trigger. The DRM agent does not have a RI context for the riID mentioned in the trigger.

	Pass-Criteria
	· DRM Agent starts registration protocol.


ROAP trigger With expired RI context

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	ROAP trigger with expired RI Context

	Specification Reference
	[DRMDRM] 5.4.2.4.1

If the RI Context has expired, the Device MUST NOT execute any other protocol than the 4-pass Registration protocol with this RI, and upon detection of RI Context expiry the Device SHOULD initiate the Registration protocol using the riURL stored in the RI Context. 

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent and RI Server have established an RI Context that has expired.

	Test Procedure
	1. The DRM Agent receives a ROAP trigger.

2. The DRM Agent asks the user whether she would like to register with the RI.

	Pass-Criteria
	1. Upon reception of the ROAP trigger, the DRM Agent prompts for user consent for registration.


‘USER’ trigger With expired RI context

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	‘USER’ trigger with expired RI Context

	Specification Reference
	[DRMDRM] 5.4.2.4.1

If the RI Context has expired, the Device MUST NOT execute any other protocol than the 4-pass Registration protocol with this RI, and upon detection of RI Context expiry the Device SHOULD initiate the Registration protocol using the riURL stored in the RI Context. 

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent and RI Server have established an RI Context that has expired.

	Test Procedure
	· User initiates ROAP protoco
l other than registration.

	Pass-Criteria
	· The DRM Agent prompts for user consent for registration.


1.7 Invalid signature in certificate chain of ROAP requests

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in certificate chain of ROAP request

	Specification Reference
	[DRMDRM] 6.1
For each request signed by the Device that requires the RI to perform substantial or security-related processing, the RI MUST check the signature, expiry date (validity), and the revocation status of the Device certificate.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· RI server does not have validation data for the certificate chain.

	Test Procedure
	· Necessary steps to prepare the following step.
· RI server receives a ROAP request with a certificate chain with two certificates (one for the device and one for an intermediate CA). The Certificate for the intermediate CA has an invalid signature.

	Pass-Criteria
	· RI sends  a Response with Status = ”InvalidCertificateChain”.


1.8 cert. chain of ROAP requests – UTC time - NotBefore

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of ROAP Request. Condition for Validity/NotBefore not met. Time is expressed in UTC.

	Specification Reference
	[DRMDRM] 6.1
For each request signed by the Device that requires the RI to perform substantial or security-related processing, the RI MUST check the signature, expiry date (validity), and the revocation status of the Device certificate.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· RI server does not have validation data for the certificate chain.

	Test Procedure
	· Necessary steps to prepare the following step.
· RI server receives a ROAP request with a certificate chain with two certificates (one for the device and one for an intermediate CA). The Certificate for the intermediate CA has a Validity ‘NotBefore’ condition that is not met. Time is expressed in UTC.

	Pass-Criteria
	· RI sends  a Response with Status = ”InvalidCertificateChain”.


1.9 cert. chain of ROAP requests – Gen. time - NotAfter

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of ROAP Request. Condition for Validity/NotAfter not met. Time is expressed in Generalised time.

	Specification Reference
	[DRMDRM] 6.1
For each request signed by the Device that requires the RI to perform substantial or security-related processing, the RI MUST check the signature, expiry date (validity), and the revocation status of the Device certificate.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· RI server does not have validation data for the certificate chain.

	Test Procedure
	· Necessary steps to prepare the following step.
· RI server receives a ROAP request with a certificate chain with two certificates (one for the device and one for an intermediate CA). The Certificate for the intermediate CA has a Validity ‘NotAfter’ condition that is not met. Time is expressed in Generalised time.

	Pass-Criteria
	· RI sends  a Response with Status = ”InvalidCertificateChain”.


Revoked Device certificate in ROAP requests

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Revoked Device Certificate in  ROAP request

	Specification Reference
	[DRMDRM] 6.1
For each request signed by the Device that requires the RI to perform substantial or security-related processing, the RI MUST check the signature, expiry date (validity), and the revocation status of the Device certificate.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· RI server does not have validation data for the certificate chain.

	Test Procedure
	· Necessary steps to prepare the following step.
· RI server receives a ROAP request with a certificate chain with two certificates (one for the device and one for an intermediate CA). The Device Certificate has been revoked.

	Pass-Criteria
	· RI sends  a Response with Status = ”InvalidCertificateChain”.


Revoked CA certificate
 in ROAP requests

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Revoked Device Certificate in  ROAP request

	Specification Reference
	[DRMDRM] 6.1
For each request signed by the Device that requires the RI to perform substantial or security-related processing, the RI MUST check the signature, expiry date (validity), and the revocation status of the Device certificate.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· RI server does not have validation data for the certificate chain.

	Test Procedure
	· Necessary steps to prepare the following step.
· RI server receives a ROAP request with a certificate chain with two certificates (one for the device and one for an intermediate CA). The CA Certificate has been revoked.

	Pass-Criteria
	· RI sends  a Response with Status = ”InvalidCertificateChain”.


1.10 Invalid signature in certificate chain of ROAP response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid signature in certificate chain of ROAP response

	Specification Reference
	[DRMDRM] 6.2
A Device MUST verify signed RI responses and ROs. The signature verification MUST include a check of the validity and status of the RI certificate and any other revocable certificates in the RI certificate chain. 

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent does not have validation data for the certificate chain.

	Test Procedure
	· Necessary steps to prepare the following step.
· DRM Agent receives a ROAP request with a certificate chain with two certificates (one for the device and one for an intermediate CA). The Certificate for the intermediate CA has an invalid signature.

	Pass-Criteria
	· The DRM Agent aborts the ROAP protocol


cert. chain of ROAP response – UTC time - NotBefore

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Certificate chain of ROAP Response. Condition for Validity/NotBefore not met. Time is expressed in UTC.

	Specification Reference
	[DRMDRM] 6.2
A Device MUST verify signed RI responses and ROs. The signature verification MUST include a check of the validity and status of the RI certificate and any other revocable certificates in the RI certificate chain. 

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent does not have validation data for the certificate chain.

	Test Procedure
	· Necessary steps to prepare the following step.
· DRM Agent receives a ROAP response with a certificate chain with two certificates (one for the device and one for an intermediate CA). The Certificate for the intermediate CA has a Validity ‘NotBefore’ condition that is not met. Time is expressed in UTC.

	Pass-Criteria
	· The DRM Agent aborts the ROAP protocol


cert. chain of ROAP response – Gen. time - NotAfter

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Certificate chain of ROAP Response. Condition for Validity/NotAfter not met. Time is expressed in Generalised time.

	Specification Reference
	[DRMDRM] 6.2
A Device MUST verify signed RI responses and ROs. The signature verification MUST include a check of the validity and status of the RI certificate and any other revocable certificates in the RI certificate chain. 

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent does not have validation data for the certificate chain.

	Test Procedure
	· Necessary steps to prepare the following step.
· DRM Agent receives a ROAP response with a certificate chain with two certificates (one for the device and one for an intermediate CA). The Certificate for the intermediate CA has a Validity ‘NotAfter’ condition that is not met. Time is expressed in Generalised time.

	Pass-Criteria
	· The DRM Agent aborts the ROAP protocol


Invalid signature in OCSP response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid signature in OCSP response

	Specification Reference
	[OCSP-MP] 5.4.1
A Device MUST the signature on a fresh response.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent does not have cached OCSP responses

	Test Procedure
	· Necessary steps to prepare the following step.
· DRM Agent receives a ROAP response with two OCSP responses (one for the device and one for an intermediate CA). The signature of the second OCSP response (related to the intermediate CA) has an invalid signature.

	Pass-Criteria
	· The DRM Agent aborts the ROAP protocol


Invalid Nonce in OCSP response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid Nonce in OCSP response

	Specification Reference
	[DRMDRM] 6.2
Devices MUST be able to match a nonce sent for OCSP purposes in the ROAP protocol with a nonce in the received OCSP response. 

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent does not have cached OCSP responses

	Test Procedure
	· Necessary steps to prepare the following step.
· DRM Agent receives a ROAP response with two OCSP responses (one for the device and one for an intermediate CA). The nonce of the second OCSP response (related to the intermediate CA) is not equal to the Device Nonce send in the corresponding request.

	Pass-Criteria
	· The DRM Agent aborts the ROAP protocol


valid Nonce in OCSP response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Valid Nonce in OCSP response

	Specification Reference
	[DRMDRM] 6.3
A Device, which receives a ROAP-RegistrationResponse message containing a nonce-based OCSP response where the nonce in the OCSP response matches the nonce sent in the Device's ROAP-RegistrationRequest, MUST adjust its time to match the time in the producedAt component of the OCSP response, assuming the Registration protocol exchange otherwise was successful. Barring network latency and response times, the procedure described here will synchronize the Device’s DRM Time with the OCSP responder's.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent does not have cached OCSP responses

· DRM Agent supports DRM Time

	Test Procedure
	· Necessary steps to prepare the following step.
· DRM Agent receives a ROAP response with a nonce based OCSP response.

	Pass-Criteria
	· The DRM Agent updates the DRM Time.


Not fresh OCSP response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Not Fresh OCSP response

	Specification Reference
	[OMA-OCSP-MP] 5.4.1
To ensure freshness of OCSP Clients MUST NOT accept a response that is out dated.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent does not have cached OCSP responses

· DRM Agent supports DRM Time

	Test Procedure
	· Necessary steps to prepare the following step.
· DRM Agent receives a ROAP response with two OCSP responses (one for the device and one for an intermediate CA). The ‘producedAt’ time of the second OCSP response (related to the intermediate CA) is too old (tbd).

	Pass-Criteria
	· The DRM Agent aborts the ROAP protocol


Status OCSP response = ‘revoked’

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Status of OCSP response = ‘revoked’

	Specification Reference
	[DRMDRM] 6.2
The Device MUST verify that the OCSP-provided status of all revocable certificates in the RI certificate chain is good.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent does not have cached OCSP responses

	Test Procedure
	· Necessary steps to prepare the following step.
· DRM Agent receives a ROAP response with two OCSP responses (one for the device and one for an intermediate CA). The status of the second OCSP response (related to the intermediate CA) is ‘revoked’.

	Pass-Criteria
	· The DRM Agent aborts the ROAP protocol


Status OCSP response = ‘Unknown’

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Status of OCSP response = ‘Unknown’

	Specification Reference
	[DRMDRM] 6.2
The Device MUST verify that the OCSP-provided status of all revocable certificates in the RI certificate chain is good.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent does not have cached OCSP responses

	Test Procedure
	· Necessary steps to prepare the following step.
· DRM Agent receives a ROAP response with two OCSP responses (one for the device and one for an intermediate CA). The status of the second OCSP response (related to the intermediate CA) is ‘Unknown’.

	Pass-Criteria
	· The DRM Agent aborts the ROAP protocol


2 ROAP Trigger Processi
ng

2.1 Nonce in registration Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Nonce in Registration trigger

	
	See section 2.1


2.2 Nonce in rO Acquisition Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Nonce in RO Acquisition trigger

	
	See section 2.1


2.3 Nonce in Join Domain Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Nonce in Join Domain trigger

	
	See section 2.1


2.4 Nonce in Leave Domain Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Nonce in Leave domain trigger

	
	See section 2.1


2.5 riID in RO acquisition Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	riID in RO acquisition trigger

	
	See section 2.3


2.6 riID in Join Domain Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	riID in Join Domain trigger

	
	See section 2.3


2.7 riID in Leave Domain Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	riID in Leave Domain trigger

	
	See section 2.3


2.8 Domain ID RO Acquisition Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Domain ID in  RO Acquisition trigger

	
	See section 2.2


2.9 Domain ID Join Domain Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Domain ID in  Join Domain trigger

	
	See section 2.2


2.10 Domain ID Leave Domain Trigger

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Domain ID in  Leave Domain trigger

	
	See section 2.2


RO acquisition Trigger with expired RI Context

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	RO acquisition trigger with expired RI Context

	
	See section 2.4


2.11 Join Domain Trigger with expired RI Context

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Join Domain trigger with expired RI Context

	
	See section 2.4


2.12 Leave Domain Trigger with expired RI Context

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Leave Domain trigger with expired RI Context

	
	See section 2.4


‘User’ Trigger processing

2.13 
RO acquisition ‘USER’ Trigger with expired RI Context

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	RO acquisition ‘USER’ trigger with expired RI Context

	
	See section 2.5


2.14 Join Domain ‘USER’ Trigger with expired RI Context

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Join Domain‘USER’  trigger with expired RI Context

	
	See section 2.5


2.15 Leave Domain ‘USER’ Trigger with expired RI Context

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Leave Domain ‘USER’ trigger with expired RI Context

	
	See section 2.5


3 DeviceHello Processing

3.1 More than one roots of trust

[DRMDRM] 5.34.2.1.1
Device ID identifies the Device to the RI. The only identifier currently defined is the hash of the Device's public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Device's certificate). 

How to handle this if the device has more than one roots of trust and thus more than one certificate?

4 RIHello Processing

4.1 Missing Status attribute



	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	RIHello has  no status attribute

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a RIHello without status attribute

	Pass-Criteria
	· DRM Agent asks user permission 
for a new Registration protocol.

· DRM agent sends DeviceHello.


Status ≠ Success

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	RIHello has status ≠ success

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a RIHello with status ≠ success

	Pass-Criteria
	· DRM Agent asks user permission for a new Registration protocol.

· DRM agent sends DeviceHello
.


More than one roots of trust

[DRMDRM] 5.4.2.2
RI ID identifies the RI to the Device. The only identifier currently defined is the hash of the Rights Issuer’s public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Rights Issuer’s certificate).

How to handle this if the RI server has more than one roots of trust and thus more than one certificate?


5 Registration Request Processing

5.1 Missing Signature in Registration Request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Missing signature in Registration Request

	Specification Reference
	[DRMDRM] 5.4.2.3.1
The RI MUST verify the signature on the ROAP-RegistrationRequest message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI receives a Registration Request that does not contain a signature.

	Pass-Criteria
	· The RI detects the absence of the signature and aborts the protocol.



Invalid signature in registration request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in Registration Request

	Specification Reference
	[DRMDRM] 5.4.2.3.1
The RI MUST verify the signature on the ROAP-RegistrationRequest message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI receives a Registration Request that contains an invalid  signature.

	Pass-Criteria
	· The RI detects the invalid signature and aborts the protocol.


Missing Session ID

	Test Case Id
	

	Test Object
	RI Server

	Test Case Description
	Missing Session ID in registration request

	Specification Reference
	[DRMDRM] 5.4.2.3.1

Session ID SHALL be identical to the Session ID parameter of the preceding ROAP-RIHello message, otherwise the RI SHALL terminate the Registration protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI server receives a Registration request message without session ID.

	Pass-Criteria
	· RI terminates the registration protocol 



5.2 Invalid Session ID

	Test Case Id
	

	Test Object
	RI Server

	Test Case Description
	Invalid Session ID

	Specification Reference
	[DRMDRM] 5.4.2.3.1

Session ID SHALL be identical to the Session ID parameter of the preceding ROAP-RIHello message, otherwise the RI SHALL terminate the Registration protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI Server receives a Registration request message with invalid session id.

	Pass-Criteria
	· The RI server terminates the registration protocol.


Invalid signature in cert. chain of Registration request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in certificate chain of  Registration request

	
	See section 2.6


5.3 cert. chain of Reg. request – UTC time - NotBefore

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of Registration request. Condition for Validity/NotBefore not met. Time is expressed in UTC.

	
	See Section 2.7


5.4 cert. chain of reg. request – Gen. time - NotAfter

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of Registration request. Condition for Validity/NotAfter not met. Time is expressed in Generalised time.

	
	See Section 2.8


Revoked Device certificate in Reg. request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Revoked Device Certificate in  Registration request

	
	See section 2.9


5.5 Revoked CA certificate in Reg requests

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Revoked CA Certificate in  Registration request

	
	See Section 2.10


5.6 Inaccurate DRM TIme in Registration request

	
Test Case Id
	

	Test Object
	RI Server

	Test Case Description
	Inaccurate DRM Time in Registration Request

	Specification Reference
	[DRMDRM] 6.3
An RI, which receives a ROAP-RegistrationRequest, and detects that the Device's time as specified in the request is inaccurate, MUST send an OCSP request to its responder, and include the nonce sent by the Device in the OCSP request. The nonce-based OCSP response returned from the OCSP responder MUST be included in the RegistrationResponse message sent back to the Device.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· Necessary steps to prepare the following step.
· RI Server receives a Registration request with inaccurate DRM Time.

	Pass-Criteria
	· Ri server sends a Registration Response with nonce-based OCSP response(s).


6 Registration Response Processing

6.1 Missing Signature in Registration Response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Missing signature in Registration Response

	Specification Reference
	[DRMDRM] 5.4.2.4.1
The Device MUST verify the signature on the Registration Response message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Registration Response that does not contain a signature.

	Pass-Criteria
	· The DRM Agent detects the absence of the signature and aborts the protocol.


Invalid signature in registration response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid signature in Registration Response

	Specification Reference
	[DRMDRM] 5.4.2.4.1
The Device MUST verify the signature on the Registration Response message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Registration Response that contains an invalid  signature.

	Pass-Criteria
	· The DRM Agent detects the invalid signature and aborts the protocol.


Missing Status Attribute

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Registration Response without status attribute

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Registration Response without status attribute.

	Pass-Criteria
	· DRM agent asks user consent to start a new Registration protocol.

· DRM agent sends Device Hello message.


Status ≠ Success - 1

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Registration Response has status ≠ success

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Registration Response with status ≠ success

	Pass-Criteria
	· DRM agent asks user consent to start a new Registration protocol.

· DRM agent sends Device Hello message.


Status ≠ Success - 2

	Test Case Id
	

	Test Object
	RI Server

	Test Case Description
	Registration Response has status ≠ success

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· RI server sends a Registration Response with status ≠ success
· DRM agent sends a new registration request.

	Pass-Criteria
	· RI server refuses the registration request because it expects a Device Hello message.



Missing Session ID

	Test Case Id
	

	Test Object
	DRM agent

	Test Case Description
	Missing  Session ID

	Specification Reference
	[DRMDRM] 5.4.2.4.1

Session ID SHALL be identical to the Session ID of the preceding ROAP-RegistrationRequest (and ROAP-RIHello) message. If the Session ID of the ROAP-RegistrationResponse does not equal the Session ID of the corresponding ROAP-RIHello, the Device MUST terminate the protocol. The Session ID can be present only if the Rights Issuer could detect the session identifier in the registration request.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM agent receives a Registration response message without session ID.

	Pass-Criteria
	· DRM agent terminates the registration protocol 


6.2 Invalid Session ID

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid Session ID

	Specification Reference
	[DRMDRM] 5.4.2.4.1

Session ID SHALL be identical to the Session ID of the preceding ROAP-RegistrationRequest (and ROAP-RIHello) message. If the Session ID of the ROAP-RegistrationResponse does not equal the Session ID of the corresponding ROAP-RIHello, the Device MUST terminate the protocol. The Session ID can be present only if the Rights Issuer could detect the session identifier in the registration request.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM agent receives a Registration request message with invalid session id.

	Pass-Criteria
	· The DRM agent terminates the registration protocol.


Missing OCSP response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Missing OCSP Response in Registration Response.

	Specification Reference
	[DRMDRM] 5.4.2.4.1

Device which did not send the No OCSP Response extension in its ROAP-RegistrationRequest message, MUST check that an OCSP response is present in the received ROAP-RegistrationResponse message. If no OCSP response is present, then the Device MUST abort the Registration protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· DRM Agent and RI Server do not have established an RI Context.

· The DRM Agent does not have stored a complete set of valid OCSP Responses for the RI.

	Test Procedure
	1. DRM agent receives a Registration Request trigger

2. DRM Agent sends DeviceHello.

3. DRM Agent receives RIHello.

4. DRM Agent responds with RegistrationRequest.

5. DRM Agent receives a RegistrationResponse, without including a valid OCSP Response.

	Pass-Criteria
	1. DRM Agent responds with DeviceHello to the RegistrationRequest trigger.

2. DRM Agent receives RI Hello.

3. DRM Agent sends RegistrationRequest, not including the NoOCSPResponse extension.

4. DRM Agent receives a RegistrationResponse message without a valid OCSP response.

5. DRM Agent aborts the Registration protocol.


Invalid signature in cert. chain of Reg. response

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in certificate chain of  Registration response.

	
	See section 2.9


6.3 cert. chain of Reg. response – UTC time - NotBefore

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of Registration response. Condition for Validity/NotBefore not met. Time is expressed in UTC.

	
	See Section 2.10


6.4 cert. chain of reg. response – Gen. time - NotAfter

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of Registration response. Condition for Validity/NotAfter not met. Time is expressed in Generalised time.

	
	See Section 2.11


6.5 Invalid signature in OCSP response in reg. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid signature in OCSP response in registration response

	
	See section 2.14


6.6 Invalid Nonce in OCSP response in reg. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid Nonce in OCSP response in registration response

	
	See section 2.15


6.7 valid Nonce in OCSP response in reg. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Valid Nonce in OCSP response in Registration Response

	
	See section 2.16


6.8 Not fresh OCSP response in Reg. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Not Fresh OCSP response in Registration Response

	
	See section 2.17


6.9 Status OCSP response = ‘revoked’ in Reg. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Status of OCSP response = ‘revoked’ in Registration Response

	
	See section 2.18


6.10 Status OCSP response = ‘Unknown’ in Reg. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Status of OCSP response = ‘Unknown’ in Registration Response

	
	See section 2.19


7 RO Request Processing

7.1 Missing Signature in RO Request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Missing signature in RO Request

	Specification Reference
	

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI receives a RO Request that does not contain a signature.

	Pass-Criteria
	· The RI detects the absence of the signature and aborts the protocol.


7.2 Invalid signature in ro request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in RO Request

	Specification Reference
	[DRMDRM] 5.4.3.1.2
The RI MUST verify the signature on the ROAP-RO Request message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI receives a RO Request that contains an invalid  signature.

	Pass-Criteria
	· The RI detects the invalid signature and aborts the protocol.


Invalid signature in cert. chain of RO request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in certificate chain of  RO request

	
	See section 2.6


7.3 cert. chain of RO. request – UTC time - NotBefore

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of RO request. Condition for Validity/NotBefore not met. Time is expressed in UTC.

	
	See Section 2.7


7.4 cert. chain of rO. request – Gen. time - NotAfter

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of RO request. Condition for Validity/NotAfter not met. Time is expressed in Generalised time.

	
	See Section 2.8


Revoked Device certificate in RO. request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Revoked Device Certificate in  RO request

	
	See section 2.9


7.5 Revoked CA certificate in RO requests

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Revoked CA Certificate in  RO request

	
	See Section 2.10


Inaccurate DRM Time in ro request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Inaccurate DRM Time in RO Request

	Specification Reference
	[DRMDRM] 6.3

An RI, which receives a ROAP-RORequest or a ROAP-JoinDomainRequest, and detects that the Device's DRM Time as specified in the request is inaccurate, SHALL respond with the status code DeviceTimeError.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· necessary steps before the following step
· The RI receives a RO Request that contains an invalid  DRM Time.

	Pass-Criteria
	· The RI detects the invalid DRM Time and responds with status code DeviceTime Error.


8  RO Response Processing

8.1 Missing Signature in RO Response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Missing signature in RO Response

	Specification Reference
	[DRMDRM] 5.4.3.2
The Device MUST verify the signature on the RO Response message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a RO Response that does not contain a signature.

	Pass-Criteria
	· The DRM Agent detects the absence of the signature and aborts the protocol.


8.2 Invalid signature in rO response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid signature in RO Response

	Specification Reference
	[DRMDRM] 5.4.3.2
The Device MUST verify the signature on the RO Response message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a RO Response that contains an invalid  signature.

	Pass-Criteria
	· The DRM Agent detects the invalid signature and aborts the protocol.


Missing Status Attribute

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	RO Response without status attribute

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receies a RO response without status attribute

	Pass-Criteria
	· DRM Agent  asks user consent for a new RO request message

· DRM agent sends a new RO request message.


8.3 Status ≠ Success

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	RO Response has status ≠ success

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receies a RO response with status ≠ success

	Pass-Criteria
	· DRM Agent  asks user consent for a new RO request message

· DRM agent sends a new RO request message.


Invalid signature in cert. chain of RO. response

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in certificate chain of  RO response.

	
	See section 2.9


8.4 cert. chain of RO response – UTC time - NotBefore

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of RO response. Condition for Validity/NotBefore not met. Time is expressed in UTC.

	
	See Section 2.10


8.5 cert. chain of rO response – Gen. time - NotAfter

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of RO response. Condition for Validity/NotAfter not met. Time is expressed in Generalised time.

	
	See Section 2.11


8.6 Invalid signature in OCSP response in rO. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid signature in OCSP response in RO response

	
	See section 2.14


8.7 Invalid Nonce in OCSP response in rO. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid Nonce in OCSP response in RO response

	
	See section 2.15


8.8 valid Nonce in OCSP response in rO response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Valid Nonce in OCSP response in RO Response

	
	See section 2.16


8.9 Not fresh OCSP response in RO. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Not Fresh OCSP response in RO Response

	
	See section 2.17


8.10 Status OCSP response = ‘revoked’ in RO. response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Status of OCSP response = ‘revoked’ in RO Response

	
	See section 2.18


8.11 Status OCSP response = ‘Unknown’ in RO response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Status of OCSP response = ‘Unknown’ in RO Response

	
	See section 2.19


9  Join Domain request Processing

9.1 Missing Signature in Join Domain Request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Missing signature in Join Domain Request

	Specification Reference
	[DRMDRM] 5.4.4.1
The RI MUST verify the signature on the ROAP-Join Domain Request message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI receives a Join Domain Request that does not contain a signature.

	Pass-Criteria
	· The RI detects the absence of the signature and aborts the protocol.


Invalid signature in Join Domain request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in Join Domain Request

	Specification Reference
	[DRMDRM] 5.4.4.1
The RI MUST verify the signature on the ROAP-Join Domain Request message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI receives a Join Domain Request that contains an invalid  signature.

	Pass-Criteria
	· The RI detects the invalid signature and aborts the protocol.


Invalid signature in cert. chain of join domain request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in certificate chain of  Join Domain request

	
	See section 2.6


9.2 cert. chain of join domain request – UTC time - NotBefore

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of Join Domain request. Condition for Validity/NotBefore not met. Time is expressed in UTC.

	
	See Section 2.7


9.3 cert. chain of join domain request – Gen. time - NotAfter

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of Join Domain request. Condition for Validity/NotAfter not met. Time is expressed in Generalised time.

	
	See Section 2.8


Invalid DRM Time in Join Domain request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Inaccurate DRM Time in Join Domain Request

	Specification Reference
	[DRMDRM] 6.3

An RI, which receives a ROAP-Request or a ROAP-JoinDomainRequest, and detects that the Device's DRM Time as specified in the request is inaccurate, SHALL respond with the status code DeviceTimeError.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· necessary steps before the following step
· The RI receives a Join Domain Request that contains an invalid  DRM Time.

	Pass-Criteria
	· The RI detects the invalid DRM Time and responds with status code DeviceTime Error.


Revoked Device certificate in join domain. request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Revoked Device Certificate in  Join Domain request

	
	See section 2.9


9.4 Revoked CA certificate in join domain requests

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Revoked CA Certificate in  Join Domain request

	
	See Section 2.10


10  Join Domain response Processing

10.1 Missing Signature in Join Domain Response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Missing signature in Join Domain Response

	Specification Reference
	[DRMDRM] 5.4.4.2.1
The Device MUST verify the signature on the Join Domain Response message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Join Domain Response that does not contain a signature.

	Pass-Criteria
	· The DRM Agent detects the absence of the signature and aborts the protocol.


Invalid signature in Join Domain response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid signature in Join Domain Response

	Specification Reference
	[DRMDRM] 5.4.4.2.1
The Device MUST verify the signature on the Join Domain Response message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Join Domain Response that contains an invalid  signature.

	Pass-Criteria
	· The DRM Agent detects the invalid signature and aborts the protocol.


Missing Status attribute

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Join Domain Response without status attribute

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Join Domain without attribute

	Pass-Criteria
	· DRM Agent asks user consent for a new Join Domain request

· DRM Agent sends a new Join Domain request.


10.2 Status ≠ Success

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Join Domain Response has status ≠ success

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Join Domain with status ≠ success

	Pass-Criteria
	· DRM Agent asks user consent for a new Join Domain request

· DRM Agent sends a new Join Domain request.


Invalid signature in cert. chain of join domain response

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in certificate chain of  Join Domain response.

	
	See section 2.9


10.3 cert. chain of join domain response – UTC time - NotBefore

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of Join Domain response. Condition for Validity/NotBefore not met. Time is expressed in UTC.

	
	See Section 2.10


10.4 cert. chain of join domain response – Gen. time - NotAfter

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Certificate chain of Join Domain response. Condition for Validity/NotAfter not met. Time is expressed in Generalised time.

	
	See Section 2.11


10.5 Invalid signature in OCSP response in Join domain response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid signature in OCSP response in Join Domain response

	
	See section 2.14


10.6 Invalid Nonce in OCSP response in Join Domain response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid Nonce in OCSP response in Join Domain response

	
	See section 2.15


10.7 valid Nonce in OCSP response in Join Domain response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Valid Nonce in OCSP response in Join Domain Response

	
	See section 2.16


10.8 Not fresh OCSP response in Join domain response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Not Fresh OCSP response in Join Domain Response

	
	See section 2.17


10.9 Status OCSP response = ‘revoked’ in Join domain response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Status of OCSP response = ‘revoked’ in Join Domain Response

	
	See section 2.18


10.10 Status OCSP response = ‘Unknown’ in Join domain response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Status of OCSP response = ‘Unknown’ in Join Domain Response

	
	See section 2.19


11  Leave Domain request Processing

11.1 Missing Signature in Leave Domain Request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Missing signature in Leave Domain Request

	Specification Reference
	[DRMDRM] 5.4.4.3
The RI MUST verify the signature on the ROAP-Leave Domain Request message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI receives a Leave Domain Request that does not contain a signature.

	Pass-Criteria
	· The RI detects the absence of the signature and aborts the protocol.


Invalid signature in Leave Domain request

	Test Case Id
	

	Test Object
	RI server

	Test Case Description
	Invalid signature in Leave Domain Request

	Specification Reference
	[DRMDRM] 5.4.4.3
The RI MUST verify the signature on the ROAP-Leave Domain Request message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI receives a Leave Domain Request that contains an invalid  signature.

	Pass-Criteria
	· The RI detects the invalid signature and aborts the protocol.


12  Leave Domain response Processing

12.1 Missing Signature in Leave Domain Response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Missing signature in Leave Domain Response

	Specification Reference
	[DRMDRM] 5.4.4.3.1
The Device MUST verify the signature on the Leave Domain Response message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Leave Domain Response that does not contain a signature.

	Pass-Criteria
	· The DRM Agent detects the absence of the signature and aborts the protocol.


Invalid signature in Leave Domain response

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Invalid signature in Leave Domain Response

	Specification Reference
	[DRMDRM] 5.4.4.3.1
The Device MUST verify the signature on the Leave Domain Response message.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent receives a Leave Domain Response that contains an invalid  signature.

	Pass-Criteria
	· The DRM Agent detects the invalid signature and aborts the protocol.


Missing Status attribute

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Leave Domain Response without status attribute

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent a Leave Domain without attribute

	Pass-Criteria
	· DRM Agent asks user consent for a new Leave Domain request

· DRM Agent sends a new Leave Domain request.


Status ≠ Success

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Leave Domain Response has status ≠ success

	Specification Reference
	[DRMDRM] 5.3.6

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM Agent a Leave Domain with status ≠ success

	Pass-Criteria
	· DRM Agent asks user consent for a new Leave Domain request

· DRM Agent sends a new Leave Domain request.


13  Nonce generation

13.1 Random Nonce generation without system shutdown

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Random Nonce Generation without system shutdown

	Specification Reference
	[DRMDRM] 5.3.10

For each ROAP message that requires a nonce element to be sent, a fresh nonce SHALL be generated randomly each time.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM agent sends a Registration request with Device Nonce. This is repeated 5 times.

	Pass-Criteria
	· The nonces generated by the device are all different
.


	Test Case Id
	

	Test Object
	RI Server

	Test Case Description
	Random Nonce Generation without system shutdown

	Specification Reference
	[DRMDRM] 5.3.10

For each ROAP message that requires a nonce element to be sent, a fresh nonce SHALL be generated randomly each time.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI Server sends a RIHello with RI Nonce. This is repeated 5 times.

	Pass-Criteria
	· The nonces generated by the RI Server are all different.


Random Nonce generation with system shutdown

	Test Case Id
	

	Test Object
	DRM Agent

	Test Case Description
	Random Nonce Generation with system shutdown

	Specification Reference
	[DRMDRM] 5.3.10

For each ROAP message that requires a nonce element to be sent, a fresh nonce SHALL be generated randomly each time.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The DRM agent is shut down and powered up.

· The DRM agent sends a Registration request with Device Nonce.

 The last two steps are repeated 5 times.

	Pass-Criteria
	· The nonces generated by the device are all different.


	Test Case Id
	

	Test Object
	RI Server

	Test Case Description
	Random Nonce Generation with system shutdown

	Specification Reference
	[DRMDRM] 5.3.10

For each ROAP message that requires a nonce element to be sent, a fresh nonce SHALL be generated randomly each time.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI Server is shut down and powered up.

· The RI Server sends a RIHello with RI Nonce.

 The last two steps are repeated 5 times.

	Pass-Criteria
	· The nonces generated by the RI Server are all different.


Session ID generation

13.2 Session ID generation 

	Test Case Id
	

	Test Object
	RI Server

	Test Case Description
	Session ID Generation

	Specification Reference
	[DRMDRM] 5.4.2.2.1

Session ID is a protocol session identifier set by the RI. This allows for several, concurrent, RI-Device sessions.

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· State:

· 

	Test Procedure
	· The RI Server receives a Device Hello  messages and responds with a RI Hello message with a Session ID.

This is repeated 5 times.

	Pass-Criteria
	· The Session ID’s generated by the RI server are all different.


 Copied from Daniel Thull

The following tests have been copied from a draft document from Daniel Thull and have not yet been reviewed.

13.3 Replay

	Test Case Id
	

	Test Object
	

	Test Case Description
	replay attack with stateful RO

	Specification Reference
	

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· DRM Agent

· RI Server

· HTTP Relay Server

· State:

· DRM Agent and RI Server have established a valid RI Context.

· DCF already resides on the terminal.

	Test Procedure
	1. RI sends ROAcquisition trigger to the DRM Agent.

2. DRM Agent responds with RORequest message.

3. RI sends an ROResponse message, including an RO with the <display
> permission and the <count> constraint set to 3.

4. HTTP Relay server forwards the ROResponse message to the DRM Agent and stores a copy.

5. DRM Agent installs the stateful RO.

6. User consumes associated content three times.

7. User tries to access the content a fourth time.

8. HTTP Relay server sends the ROResponse message it has stored earlier.

	Pass-Criteria
	1. DRM Agent responds with an RORequest message to the ROAcquisition trigger.

2. RI sends an ROResponse message after having received the RORequest message.

3. User accesses the content three times.

4. DRM Agent does not grant the fourth access.

5. DRM Agent does not install the stateful RO after receiving the ROResponse message another time.


13.4 Removal of Leave Domain Response

	Test Case Id
	

	Test Object
	

	Test Case Description
	Removal of the LeaveDomainResponse message.

	Specification Reference
	[DRMDRM] 16.4.2.1

	SCR Reference
	

	Tool
	

	Test code
	

	Preconditions
	· Equipment:

· DRM Agent

· RI Server

· HTTP Relay Server

· State:

· DRM Agent and RI have established a valid RI Context.

· DRM Agent and RI have established a valid Domain Context.

· There is at least one DCF installed on the terminal.

· The user has acquired at least one Domain RO for the installed DCF.

	Test Procedure
	1. RI sends a LeaveDomain trigger to the DRM Agent.

2. DRM Agent verifies the signature and deletes the DomainContext prior to responding with a LeaveDomainRequest.

3. RI responds with a LeaveDomainResponse.

4. Man-in-the-middle intercepts the LeaveDomainResponse so that it never reaches the DRM Agent.

5. User tries to access content she had acquired a DomainRO for.

	Pass-Criteria
	1. DRM Agent responds with a LeaveDomainRequest to the LeaveDomain trigger.

2. The RI responds with a LeaveDomainResponse.

3. Although the LeaveDomainResponse message never reaches the DRM Agent, it does not grant access to Domain content anymore.


 Not covered mandatory conformance rules

This section gives a list of Mandatory rules in the OMA DRM spec that are not covered by the tests of this document.

[DRMDRM] 5.3.2

In particular, ROAP implementations MUST NOT depend on case-insensitive string comparisons, normalization or trimming of white space, or conversion of locale-specific formats such as numbers.

[DRMDRM] 5.3.2

The ROAP specification does not define a collation or sorting order for attributes or element values. ROAP implementations MUST NOT depend on specific sorting orders for values.

[DRMDRM] 5.3.2

Devices MUST support at least 256 byte long values for attributes or elements of type anyURI in the schemas specified in this specification. Rights Issuers are RECOMMENDED to use values that are less than 256 bytes in length for such elements or attributes.

[DRMDRM] 5.3.3

This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one (see 5.4.2.1). The input to the digital signature operations and the MAC operations SHALL be the canonical form of XML data in accordance with [XC14N]. DRM Agents and RIs MUST send integrity-protected information in canonicalized form and MUST NOT employ any subsequent transformations or modifications to such content. Despite this, DRM Agents SHOULD, and RIs MUST, canonicalize received and integrity protected information before verifying digital signatures and MACs calculated on the information.

[DRMDRM] 5.4.2.1.1
Certificate Caching: The presence of this extension indicates to the RI that the Device has a capability to store information in the RI context whether an RI has stored Device certificate information or not. (Note: This is not about whether the Device has stored RI certificate information or not. For this, the Peer Key Identifier extension is used - see the ROAP-RegistrationRequest, ROAP-RORequest, and ROAP-JoinDomainRequest messages.) If the Device has this capability, then the Device MUST include the Certificate Caching extension.

[DRMDRM] 5.4.2.2.1

Selected Algorithms specifies the cryptographic algorithms (hash algorithm, signature algorithm, MAC algorithm and key transport algorithm) to use in subsequent ROAP interactions. If the Device indicated support of only mandatory algorithms (i.e. left out the <supportedAlgorithms> element), or the RI only supports the mandatory algorithms, then the RI need not send this field. Otherwise, the RI MUST provide this parameter and MUST identify one algorithm of each type. This information is part of the RI context.
[DRMDRM] 5.4.2.2.1

Server Info contains server-specific information that the Device must return unmodified, in the ROAP-RegistrationRequest. The Device must not attempt to interpret the value of this parameter. Devices MUST support the Server Info element being of length 512 bytes and MAY support Server Info elements of length greater than 512 bytes. RIs SHOULD keep Server Info length to 512 bytes or less.
[DRMDRM] 5.4.2.2.1

Peer Key Identifier: An identifier for a Device public key stored by the RI. If the extension is empty or if the identifier matches the Device's current public key, it means the RI has already stored the Device ID and the corresponding Device certificate chain, and the Device need not send its certificate chain in a later request message. Keys are identified in the same way as Devices are (a hash of the DER-encoded subjectPublicKeyInfo component of the Device's certificate). If the RI has stored the Device public key the RI MUST use this extension in the ROAP-RIHello. This extension also informs the Device that the RI has the capability to store information about Device certificates.

[DRMDRM] 5.4.2.2.1

Device Details: By including this extension, the RI requests the Device to return Device-specific information such as manufacturer and model in a subsequent ROAP-RegistrationRequest message. When present, the DeviceDetails extension SHALL be empty (i.e. <extension xsi:type="roap:DeviceDetails"/>)".

[DRMDRM] 5.4.2.2.1

If the Certificate Caching extension was present in the ROAP-DeviceHello message and the RI has capabilities to store Device certificates, then the RI MUST send either the Peer Key Identifier or the Certificate Caching extension in its ROAP-RIHello message. If the Certificate Caching extension was not present in the ROAP-DeviceHello message, then the RI need not send the Certificate Caching extension in its ROAP-RIHello. If the ROAP-RIHello contains a Peer Key Identifier extension, it SHOULD NOT contain a Certificate Caching extension. 

[DRMDRM] 5.4.2.2.1

The Device SHOULD note in the RI Context whether the RI has a correct public key for the Device stored and/or whether the RI has the capability to store information about the Device’s certificate.

[DRMDRM] 5.4.2.3.1

Certificate Chain: This parameter MUST be present unless the preceding ROAP-RIHello message contained the Peer Key Identifier extension and its value identified the key in the Device's current certificate. When present, the value of a Certificate Chain parameter shall be a certificate chain including the Device's certificate. The chain SHALL not include the root certificate. The Device certificate must come first in the list. Each following certificate must directly certify the one preceding it. If the RI indicated trust anchor preferences in the previous ROAP-RIHello message, the Device MUST select a Device certificate and chain which chains back to one of the trust anchors indicated by the RI. This mimics the features of [RFC3546]. The RI may need to update this information based on the received Certificate Chain.
[DRMDRM] 5.4.2.3.1

Server Info: As discussed above, this parameter will only be present if a Server Info parameter was present in the preceding ROAP-RIHello message. In that case, the Server Info parameter MUST be present and MUST be identical to the Server Info parameter received in the preceding ROAP-RIHello message.
[DRMDRM] 5.4.2.3.1

Device Details: This extension defines three fields: manufacturer, model and version. The manufacturer field identifies the Device’ manufacturer, the model field identifies the Device's model and the version field identifies the Device's version as defined by its manufacturer. This extension MUST be supported and MUST be sent by a Device that receives an empty Device Details extension in a ROAP-RIHello message.

[DRMDRM] 5.4.2.3.1

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key. 

[DRMDRM] 5.4.2.3.1

The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. 

[DRMDRM] 5.4.2.3.1

The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI.

[DRMDRM] 5.4.2.4.1

RI URL: if the ROAP-RegistrationRequest message was successful (Status=Success) then the RI URL parameter indicates the URL that SHOULD be stored in the RI Context. This URL SHOULD be used by the Device in later interactions with the RI to send ROAP requests. The value of the parameter MUST be a URL according to [RFC2396], and MUST be an absolute identifier.
[DRMDRM] 5.4.2.4.1

Certificate chain: This parameter MUST be present unless the preceding ROAP-RegistrationRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be a certificate chain including the RI's certificate. The chain MUST NOT include the root certificate. The RI certificate must come first in the list. Each following certificate must directly certify the one preceding it. If the Device indicated trust anchor preferences in its ROAP-RegistrationRequest message, the RI SHOULD select a certificate and chain which chains back to one of the trust anchors in the Device's list. This mimics the features of [RFC3546].

[DRMDRM] 5.4.2.4.1

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-RegistrationRequest (and the RI did not ignore that extension). An exception to this is when the RI deems that the Device's DRM Time is inaccurate.

[DRMDRM] 5.4.2.4.1

The stored RI Context SHALL at a minimum contain: riURL, RI ID, Selected Version, Selected Algorithms, and a Certificate Caching indication if the RI has stored the Device certificate or not (all this information is carried in the ROAP-RIHello message). The RI Context MAY also contain RI certificate validation data, OCSP responder key and the current set of OCSP responses. 





































�IMHO 2.3 and 2.4 can be put together. Otherwise the usage of riID as a identifier for an RICOntext would have to be checked. How would one do this? The test as it is does not assert this...


�I agree with Kimmo here - we should not get too deep into the UI behavior. A DRM Agent might not even grant the user the possibility to initiate any other protocol than registration at this point.


�Note that the device certificate chain does not have to be included in the request if a valid RI Context exists. Is this CMLA territory?


�should the behavior be different than in the case of a revoked device certificate?


�could we delete this section?


�could we delete this section?


�the RI sends the ids of its trust anchors in RIHello. i don't understand what is to be tested here


�this could be tested for any response message


�is this behavior defined somewhere? I have found the following: " When possible, the Device SHOULD present an appropriate error message to the user."


�is this behavior defined somewhere? I have found the following: " When possible, the Device SHOULD present an appropriate error message to the user."





�again: i don't understand the issue.


�we once said that this should be done "gracefully" by sending a response with an error message. i just don't find the reference.


�we once said that this should be done "gracefully" by sending a response with an error message. i just don't find the reference.


�IMHO this is covered by test case 6.3 in the ETS.


�IMHO this could be deleted because there might be the case that the RI does not expect anything from this particular device...


�this does not assert much... the nonces might still be weak.


�arbitrary choice. Might as well be a different permission/constraint pairing.
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