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1 Reason for Change

In general, xml signing and especially exclusive xml canonicalization (XC14N) in the context of ROAP is not a trivial task. From our current vendor-to-vendor IOP testing experience the most obvious initial error code is a SignatureError due to incorrect/different XC14N implementation and application.
Additionally to CR 0009R02 which explicitly clarifies that the XC14N algorithm should be the one without comments and CR 0041 which handles the attribute namespace prefix issue, we would like to point out the following issue.
We believe that the rules for canonicalization are overly complex and in the current draft even contradicting. Because we can’t abandon canonicalization (it’s a XML-sec requirement) we should at least make the rules easier to understand and to implement (both for device and server implementers).
Basically we suggest to always canonicalize all ROAP messages at the transmitter end and remove the requirement to canonicalize messages at the receiver end.
Here are the relevant quotes from section 5.3.3
“The input to the digital signature operations and the MAC operations SHALL be the canonical form of XML data in accordance with [XC14N].”

“DRM Agents and RIs MUST send integrity-protected information in canonicalized form and MUST NOT employ any subsequent transformations or modifications to such content.”

These two quotes say basically the same: Before hashing and signing something, you need canonicalize the input and the keep it that way (for example in case of embedding that part as child to some other XML element).
They don’t specify any requirements for the XML-sec elements stuffed around the integrity-protected information though. You might think that these elements need not to be canonicalized. However, because all ROAP requests and responses with the exception of leaveDomainResponse are directly or indirectly signed, they (in our opinion) qualify as integrity-protected and must be in canonicalized form. Strictly speaking, the <signature> element itself need not be in canonicalized form, but you actually need to try hard to break that form by adding this element to the canonicalized message.
So while section 5.3.3 at the first look implies that devices can get around without canonicalization, this is indeed (with the exception of the leaveDomainResponse) not an option.

Therefore, we suggest the simple rule that all ROAP messages sent MUST be canonicalized.

The spec continues with:
“Despite this, DRM Agents SHOULD, and RIs MUST, canonicalize received and integrity protected information before verifying digital signatures and MACs calculated on the information.”
In our opinion, this is kind of a contradiction. You MUST canonicalize before signing but just in case, somebody didn’t follow that rule, then we now SHALL canonicalize (at least) the integrity-protected part before signature verification. 

Regardless of whether the producer uses some kind of DOM serializer or will directly emit the byte string, it is possible to guarantee canonicalization without much effort. You need to follow the XC14N algorithm, of course. If we can assume that messages are always canonicalized, we can drop the requirement to canonicalize received integrity-protected parts.
The requirement for canonicalization also includes all ROAP trigger messages.

2 Impact on Backward Compatibility

Existing implementations have to be adapted regarding ROAP xml signing and canonicalization.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the group review this CR and include it within an updated version of the DRM specification.
6 Detailed Change Proposal

5.3 ROAP XML Schema Basics
5.3.3 Canonicalization & Digital Signatures

This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one (see 5.4.2.1). The input to the digital signature operations and the MAC operations SHALL be the canonical form of XML data in accordance with [XC14N]. DRM Agents and RIs MUST send all ROAP messages (including triggers) in canonicalized form and MUST NOT employ any subsequent transformations or modifications to such content.
Note that all ROAP XML PDUs are XML 1.0 data.
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