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1 Reason for Change

Regarding <KeyInfo> and <EncryptedKey> element, there is inconsistency between DTD, semantics and examples. The examples are compliant to DTD, however they are not compliant to semantics.
<KeyInfo> element semantics defines that it can not contain both of <EncryptedKey> and <RetrievalMethod> at same time. However, almost examples show that <KeyInfo> contains both of them.

On the other hand, <EncryptedKey> element DTD and semantics defines it can contain optional <KeyInfo>. However, there is no example of it, because other <KeyInfo>, which is parent element of <EncryptedKey>, already contains <RetrievalMethod>.
That is, current examples in OMA DRM REL spec are as following;

...

  <o-ex:asset>

   ...
   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="REKReference"/>

   </ds:KeyInfo>

  </o-ex:asset>

...

Examples which are compliant to current DTD and semantics are as following;

...

  <o-ex:asset>

   ...
   <ds:KeyInfo>

    <xenc:EncryptedKey>

   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

...
This CR suggests modification of REL examples.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BAC DLDRM to consider and approve this CR.

Detailed Change Proposal 

Appendix C. Examples
(Informative)

This appendix contains a number of examples to illustrate the use of Rights Objects.

C.1  Unlimited Play

The rights depicted in this example grant unconstrained permission to play the corresponding DRM Content.

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>


   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:play/>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Note that the CEK inside the <CipherValue> element is base64 encoded.

C.2  Preview

The rights depicted in this example grant the right to display the corresponding Content once, thus implementing the functionality to test-drive, i.e., preview, Content.
Note that in this example preview functionality is implemented as displaying the Content once. It is possible to implement any kind of preview through the use of appropriate constraints, e.g., limiting the time range during which Content can be displayed through the use of the <datetime> or <interval> constraints (sections 5.5.4 and 5.5.5).

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>
   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>


   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:display>

    <o-ex:constraint>

     <o-dd:count>1</o-dd:count>

    </o-ex:constraint>

   </o-dd:display>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Note that the CEK inside the <CipherValue> element is base64 encoded.

C.3  Multiple permissions for a Multipart DCF

This example describes an example of multiple permissions within a single Rights Object for a multipart DCF where each Media Object is assigned an individual Content-ID. The Rights Object contains two permissions. The first one is an 
unconstrained permission to display both Media Objects in the DCF, and the second one is an unconstrained permission to print the Media Object. The Rights Object refers to each of the two Media Objects in the multipart DCF by their Content-IDs.

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"  

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"  

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset o-ex:id="Asset-1">

   <o-ex:context>

    <o-dd:uid>ContentID1</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>
   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>


   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:asset o-ex:id="Asset-2">

   <o-ex:context>

    <o-dd:uid>ContentID2</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>


   </ds:KeyInfo>

  </o-ex:asset>
  <o-ex:permission>

   <o-ex:asset o-ex:idref="Asset-1"/>

   <o-ex:asset o-ex:idref="Asset-2"/>

   <o-dd:display/>

  </o-ex:permission>

  <o-ex:permission>

   <o-ex:asset o-ex:idref="Asset-2"/>

   <o-dd:print/>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

C.4  Subscription Scenario

The example shown below illustrates the use of a parent and child Rights Object to implement a subscription scenario by which a Rights Issuer can extend the validity of a number of Rights Objects and corresponding DRM Content through issuing a single new Rights Object rather than having to re-issue all Rights Objects.

The parent Rights Object specifies the <play> Permission with a <datetime> constraint that ends on April 30. The child Rights Object specifies that the Permissions and Constraints should be inherited from the identified <asset> referencing the parent Rights Object. Once the subscribed DRM Content is about to expire, the Rights Issuer can efficiently extend the subscription by issuing a single, new parent Rights Object with the same subscription URN and an updated <datetime> Constraint, this time set to, e.g., October 31. No change is required to the child Rights Object; it will inherit the <play> Permission with the updated end date.
<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>SubscriptionGUID</o-dd:uid>

   </o-ex:context>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:end>2004-04-30T23:59:59Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>
   </o-dd:play>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:inherit>

    <o-ex:context>

     <o-dd:uid>SubscriptionGUID</o-dd:uid>

    </o-ex:context>

   </o-ex:inherit>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>
   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>


   </ds:KeyInfo>

  </o-ex:asset>

 </o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Object

C.5  Exporting OMA DRM Content

The examples in this section describe export permission for DRM Content and Rights Object in different scenarios.

C.5.1  Move

<o-ex:rights

xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>
   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>


   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>

   <o-dd:display/>

   <o-dd:print/>

   <oma-dd:export oma-dd:mode="move">

    <o-ex:constraint>

     <oma-dd:system>

      <o-ex:context>

       <o-dd:version>1.0</o-dd:version>

       <o-dd:uid>XYZ</o-dd:uid>

      </o-ex:context>

     </oma-dd:system>

    </o-ex:constraint>

   </oma-dd:export>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>
C.5.2  Multiple Permissions for Multiple Content Objects

<o-ex:rights

xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset o-ex:id="Asset-1">

   <o-ex:context>

    <o-dd:uid>ContentID1</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>
   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>


   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:asset o-ex:id="Asset-2">

   <o-ex:context>

    <o-dd:uid>ContentID2</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>


   </ds:KeyInfo>

  </o-ex:asset>
  <o-ex:permission>

   <oma-dd:export oma-dd:mode="copy">

    <o-ex:constraint>

     <o-dd:count>1</o-dd:count>

     <o-dd:datetime>

      <o-dd:start>2004-01-01T00:00:00Z</o-dd:start>

      <o-dd:end>2004-12-31T23:59:59Z</o-dd:end>

     </o-dd:datetime>

     <oma-dd:system>

      <o-ex:context>

       <o-dd:version>1.0</o-dd:version>

       <o-dd:uid>XYZ</o-dd:uid>

      </o-ex:context>

     </oma-dd:system>

    </o-ex:constraint>

   </oma-dd:export>

  </o-ex:permission>

  <o-ex:permission>

   <o-ex:asset o-ex:idref="Asset-1"/>

   <o-dd:play>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2004-01-01T00:00:00Z</o-dd:start>

      <o-dd:end>2004-12-31T23:59:59Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:play>

  </o-ex:permission>

  <o-ex:permission>

   <o-ex:asset o-ex:idref="Asset-2"/>

   <o-dd:print>

    <o-ex:constraint>

     <o-dd:datetime>

      <o-dd:start>2004-01-01T00:00:00Z</o-dd:start>

      <o-dd:end>2004-12-31T23:59:59Z</o-dd:end>

     </o-dd:datetime>

    </o-ex:constraint>

   </o-dd:print>

  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>
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