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1 Reason for Change

PDCF file format encryption is not defined yet. We propose to fix the description.

2 Impact on Backward Compatibility

<statement describing the scope and nature of compatibility with previous versions>

3 Impact on Other Specifications

<statement describing impacts on other specifications, this may relate to dependencies (either way), or on related requirements or technology material covered in other documents>

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR proposes to explain how to encrypt OMA DRM v2 content. This CR should be integrated in OMA-DRM-DCF-V2.0 specification.

6 Detailed Change Proposal

1 Continuous Media Profile (PDCF)

1.1 PDCF File format

1.1.1 Encryption

Encryption of PDCF file format should be based on AES-CTR in order to take into account a random access to an AU of variable length within the multimedia file as defined in ISMA [ISMA-EA]. That means that EncryptionMethod field should take 0x02 value. 
OMA DRM v2 is based on 128 bits AES blocksize and IVr size, which is defined below. The key length SHALL be 128 bits (but could be more). Given the IV, salt and key, the counter is formed using a 64-bit Counter and a 64-bit salting key, ks, which is left shifted 64 bits and right-padded with zeros. 
IV = (ks * 2^64) xor (Counter div 16)
The equation assumes "big-endian" order where the left-most bit or byte is the most significant. The multiply by 2^64 effectively shifts ks left by 64 bits. The "div" denotes truncated integer division that is effectively a logical right shift of n bits for "div 2^n" with zero bits moved into the shifted positions. The exclusive-or operation, designated by "xor", is bit-wise exclusive-or. The Counter and the CEK permit to compute AES keystream of 128xi bits
i = Size AU / 128
AES keystream = concatenation (AES[k,IV], AES[k,IV+1], …, AES[k,IV+i])
Ciphertext AU = AES keystream xor Plaintext AU
Plaintext AU = AES keystream xor Ciphertext AU
The keystream may be pre-computed prior to the processing of the cleartext (on the encryption side) or the encrypted text (at the decryption side).

· The data are encrypted in 128-bit blocks, which are cryptographically independent of each other; thus it is not necessary to have a previous or subsequent block of cleartext for encryption or ciphertext for decryption of a given block of data.

· There is zero expansion of the data: Each ciphertext byte is in 1:1 correspondence with the plaintext byte.
· From the preceding bullets, the keystream is "seekable" to any given byte (BSO) of clear or ciphertext, where the initial block and byte of the keystream for the packet-payload AU can be computed from the Counter as keystream-block = Counter div 16 and keystream-byte = Counter mod 16
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Figure xx: Locating a keystream byte within the packet payload

Whereas "Counter div 16" and "Counter mod 16" locate the first byte of keystream in a packet payload AU from the Counter, Figure xx shows how any byte within the payload can be matched to the corresponding byte of keystream that was used to encrypt it. Given the IV, the keystream is "seekable" to any given byte of cleartext or ciphertext in the OMA DRMv2 packet payload. The IV is formed from a Counter or vectors in the packet (one per non-interleaved packet or one per AU in an interleaved packet). In the diagram above, consider byte B which is at offset X after the periodically-supplied Counter. It is encrypted by exoring it with byte C, which is at offset N in a 128-bit AES keystream block. The IV value for that AES keystream block, and the offset N within that AES keystream block are given by:

IV = ks * 2^64 XOR ((Counter + X) div 16)

N = (Counter + X) mod 16

The AES-CTR mode decryption has the same structure as its encryption counterpart except that the key stream block is exored with the cipher text block in order to obtain the plain text.
Parameters describing packet fields that are an integral number of bytes are stated in bytes (octets) rather than bits. There are several fixed parameters for the OMA DRM v2 default encryption transform.

1. AES_CTR_128 is the AES-CTR encryption cipher and mode defined in this section with a 128-bit key, a 128-bit blocksize and a 64-bit salting key.

2. The Salt-Key length is 8 bytes. 
a. The salting key (ks) can optionally be added in the ProtectionSchemeInfoBox 'schi'. In that case, OMA DRM AU Header IV only stores the Counter value. 
b. Or the salting key (ks) can be stored directly in OMA DRM AU Header. In that case, OMA DRM AU Header IV is equal to the full IV. 
3. The AES block size is 16 bytes.

4. The AES key length is 16 bytes.
5. CounterLength defaults to 4 bytes but MAY be set to any value between 1 byte and 8 bytes.
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