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1 Reason for Contribution

The two XSD files OMA-DRM-ROAP-V2_0-20050420-C (updated since by OMA-DLDRM-2005-0149-Missing-REL-namespaces-in-ROAP-schema) and OMA-DRM-TRIGGER-V2_0-20050420-C are found valid by the W3C XML validator. But two errors are still detected by two well-known XML editors/validators.

This input is an Input Contribution and not a Change Request because it is questionable whether the appropriate corrections in the ROAP and ROAP triggers schemas are really needed :

· reason for not correcting : each error seems detected by one single validator and not by the others, and the error cause cannot be simply justified from the W3C XML schemas Recs ( so these errors may not be really due to XML schema design problems.

· reason for correcting : the two used XML validators are widely used on the market, so not having DRM-ROAP and DRM-TRIGGER schemas valid for these validators would exclude their usage for the next step which is validating ROAP and TRIGGER PDUs against their respective schema.

2 Summary of Contribution

The first error (detected by ‘XML validator 1’ only) is due to a discrepancy between the XMLENC schemaLocation values, in DRM-TRIGGER/DRM-ROAP on the one hand, and in ODRL-EX on the other hand. There is no reasonable explanation for this.

The second error (detected by ‘XML validator 2’ only) is due to the equivocal construction of the Identifier complex type definition, that violates the W3C Unique Particle Attribution rule. There is no simple explanation for this.

3 Detailed Proposal

Error 1 : XMLENC schemaLocation

Files : DRM-ROAP and DRM-TRIGGER

Error message : “This file is not valid: Another element with name “xenc:CipherData” does already exist in this or in one of included/imported schemas”

Cause : the XMLENC CipherData element is perfectly all right, but it just happens to be the first element defined in XMLENC. The problem rather looks like a namespace prefix redefinition, related to different XMLENC schemaLocation values in DRM-ROAP/DRM-TRIGGER and in ODRL-EX respectively :

In DRM-ROAP/DRM-TRIGGER :

<import namespace="http://www.w3.org/2001/04/xmlenc#"

        schemaLocation="http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/xenc-schema.xsd"/>

In ODRL-EX :

<xsd:import namespace="http://www.w3.org/2001/04/xmlenc#"

        schemaLocation="http://www.w3.org/TR/xmlenc-core/xenc-schema.xsd"/>

Note: these two W3C ‘xenc-schema.xsd’ files are strictly identical today.

W3C conformance violation : theoretically none, the schemaLocation attribute in the <import> element is just a hint for schema retrieval and plays not role in namespace identification (sufficiently achieved by the “namespace” attribute). Actually, this error detection may be an XML validator bug because : if we harmonize all the schemaLocation values to the unversioned folder (set /xmlenc-core/ in DRM-ROAP/DRM-TRIGGER), the error disappears, but if we harmonize all the schemaLocation values to the versioned folder (set /2002/REC-xmlenc-core-20021210/ in ODRL-EX), the error remains.

Resolution: this mysterious error can be solved by the following change in DRM-ROAP/DRM-TRIGGER: 

<import namespace="http://www.w3.org/2001/04/xmlenc#"

        schemaLocation="http://www.w3.org/TR/xmlenc-core/xenc-schema.xsd"/>

Benefit of the correction : remove the illusion that DRM-ROAP and DRM-TRIGGER target the 2002-versioned XMLENC namespace. This is illusory, because an XML validator will normally retrieve the XMLENC schema from the first import/schemaLocation encountered (the unversioned one in ODRL-EX) and will ignore the subsequent import/schemaLocation values (the 2002-versioned ones in DRM-ROAP/DRM-TRIGGER). That is to say, DRM-ROAP and DRM-TRIGGER are inevitably tied to the ‘xenc-schema.xsd’ imported in ODRL-EX, which is the “latest version of ‘http://www.w3.org/2001/04/xmlenc#’ namespace”. The correction in DRM-ROAP/DRM-TRIGGER would make this dependency more obvious.

Drawback of the correction : in case the unversioned ‘/xmlenc-core/xenc-schema.xsd’ file happens to change on the W3C website (while keeping the same targetNamespace value), the DRM-ROAP and DRM-TRIGGER schemas will have their XMLENC schema component changed also without notice.

Error 2 : ‘Identifier’ complex type definition

Files : DRM-ROAP

Error message : “Complex type 'Identifier' violates the Unique Particle Attribution rule in its components 'keyIdentifier' and '##other'”

Cause : the Identifier complex type (used for riID and deviceID) is defined as a choice between a ROAP element <keyIdentifier> and the wildcard element <any>. The <keyIdentifier> type is abstract, but this is not the issue because changing the <keyIdentifier> type to a well-defined type (like ‘xs:string’) does not remove the error. 

<complexType name="Identifier">

    <choice>

        <element name="keyIdentifier" type="roap:KeyIdentifier"/>

        <any namespace="##other" processContents="strict"/>

    </choice>

</complexType>

W3C conformance violation : the Schema Component Constraint “Unique Particle Attribution” (see [XML-Schema] Structures Section 3.8.6 and Appendix H) is violated especially if  two particles of a <choice> group overlap. But the overlap is here not so obvious since <keyIdentifier> belongs to the “roap:” namespace whereas <any> belongs to another namespace ("##other"), so <keyIdentifier> should normally never match the <any> wildcard as defined. This XML validator seems to be very touchy on this constraint, and it looks like according to it it is not possible to write a valid complex type containing one single child for which the namespace can vary :

<riID><keyIdentifier>xxx</keyIdentifier ></riID> and

<riID><ds:X509SerialNumber>yyy</ds:X509SerialNumber></riID>.

Resolution: there are many possible solutions, usually rather complex. The following one constructs the Identifier type as a choice between a key identifier and an extension identifier. The extension identifier is defined elsewhere as containing a wildcard:

 <complexType name="Identifier">

    <choice>

        <element name="keyIdentifier" type="roap:KeyIdentifier"/>


        <element name="extIdentifier" type="roap:ExtIdentifier"/>
    </choice>

</complexType>
<complexType name="ExtIdentifier">

    <sequence>

        <any namespace="##other" processContents="strict"/>

    </sequence>

</complexType>
Benefit of the correction : simple (which is not so obvious according to the literature) and backward-compatible with today’s constructions <riID><keyIdentifier>xxx></keyIdentifier></riID> .

Drawback of the correction : not backward-compatible with today’s implementations (if they exist) that have been using constructions like <riID><ds:X509SerialNumber>xxx></ds:X509SerialNumber></riID> (to be changed now to <riID><extIdentifier><ds:X509SerialNumber>xxx></ds:X509SerialNumber></extIdentifier></riID>).

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM to consider if the reported errors need to be corrected in DRM-ROAP and DRM-TRIGGER schemas, or if they are just artefacts of some XML validators specifics.
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