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1 Reason for Contribution

The pause and resume download use cases were agreed to be included in the DLOTAv2.0 RD, and a high level proposal was presented by Obigo at the OMA Singapore meeting (OMA-DRMDL-2005-0109-LATE-pause-resume-download).
This input contribution proposes actual texts for the DLOTAv2.0 technical specification (TS) to support the use case.
2 Summary of Contribution

· The input contribution proposes to add a new section 5.2.4.2 in the Object Retrieval section describing the procedures that apply for Pause and Resume Download.
· Adding a new Status Code to indicate that the Download was cancelled if the Media Object is updated.

· Rephrased that Media Object objects must not be discard due to network loss, if pause and resume is supported.

· Added new illustrative example.

3 Detailed Proposal
Add the following normative reference
2.1 Normative References

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”. R. Fielding, UC Irvine, J. Gettys, J. Mogul, H. Frystyk,  L. Masinter, P. Leach, Berners-Lee, June 1999, URL:http://www.ietf.org/rfc/rfc2616.txt


Add the following status code in section 5.2

5.2 Object Installation Process

	957
	Media Object Updated
	Indicates that the Download cancelled the Media Object Download due to the fact the Media Object has been updated.


Change the following section accordingly:

5.2.4 Step 5; Object retrieval
The retrieval of the media object is typically performed using HTTP (or HTTPS) but always according to the scheme in the ObjectURI attribute of the Download Descriptor. The Download Agent MUST support the HTTP scheme, and MAY support the HTTPS scheme. The Download Agent MUST at a minimum support either [W-HTTP] or [WSP], and MAY support either [WAPTLS] or [WTLS], as well as other optional protocols. For more details on specifics on the use of HTTP see section HTTP Specific Functionality. 

The request for the Media Object MUST be for exactly the URI specified in the descriptor, but the request MAY include additional headers created by the Download Agent. 
The mechanics of this action is explained more in detail in specifications covering [W-HTTP] and [WSP]. 
If the object does not exist then the Download Agent MUST post a “Loader Error” status report.

If the connection with the network is lost during the retrieval of the media object the Download Agent MUST post a “Loss of Service” status report unless the Download Agent and Download Server supports pause and resume Media Object retrieval as defined in section 5.2.4.2
. 
If the user aborts the retrieval of the media object then the Download Agent MUST post a “User Cancelled” status report.

Add the following section
5.2.4.2 Pause and Resume Object Retrieval

A Download Server SHOULD support the capability of pause and resume retrieval of Media Objects using the HTTP Range Retrieval mechanism as defined in [RFC2616]. If the Download Server supports the capability to pause and resume retrieval of Media Objects, this capability MUST be exposed by the Download Server in the Media Object response using the HTTP header Accept-Ranges with the range-unit value set to bytes as defined in [RFC2616]. In addition, if the Media Object have an ObjectId and an ObjectVersion attribute in the associated Download Descriptor, the ETag header in the Media Object response MUST have the following value:

“ETag” “:” objectID”/”objectVersion
objectID=<Syntax as defined in section [6.12.17] >

objectIVersion=< Syntax as defined in section [6.12.18]>
Media Object retrieval can be paused or interrupted by several reasons. The end user might decide to postpone the download, the network connectivity is lost, there is no memory available or the device gets of power. It is out of scope for this specification to define which events that can pause or interrupt an on going Media Object retrieval. 

If the Download Agent disconnects the transport connection or detects that the transport connection is lost for some reason, the Download Agent SHOULD NOT discard the received content range if the server has exposed the support for Range Retrieval with the Accept-Ranges header. The received content range shall be stored in device but it SHALL NOT be available until before the remaining parts of the content has been downloaded and the content has been successfully installed.
If the end user or Download Agent decides to cancel a paused Media Object Retrieval, the Download Agent MUST post a “User Cancelled” status report.

Media Object Retrieval can be resumed by several reasons. The user might resume the download manually or the network connectivity might be restored. It is out of scope for this specification to define the policy for which events that should resume a paused Media Object retrieval.
Media Object Retrieval is resumed by the Downloading Agent by sending a new GET request to the ObjectURI. The Range header MUST specify the remaining content range that has not been downloaded. The Download Agent MUST NOT retrieve more than one content range. The If-Match header MUST contain the value of the Etag header provided in the paused Media Object retrieval if the ETag value is available. 

If the Download Agent receives an HTTP Status Code, 412 Precondition failed. The Media Object has been updated since the Media Object retrieval was paused. The Download Agent MUST post a “Media Object Updated” status report and discard the saved content range. The Download Agent MUST then start a Media Update Object retrieval procedure, as defined in section [“Object retrieval of updated media object”] by downloading the new Download Descriptor from the updatedDDURI. 
If the Download Agent receives an HTTP Status Code 206 Partial Content, the client SHALL concatenate the saved content range with the received content range and continue with the installation process as defined in step 6 and 7.
A Download Agent MUST NOT resume Media Object retrieval, unless the Download Server has exposed this capability with the Accept-Ranges header.
Change the following section accordingly:

5.2.4 Step 7; Installation
The installation is a media type specific, and implementation specific, mechanism to prepare a media object for rendering/execution on the device.

The functionality of this step “Installation” depends on if the Installation Notification has been requested in the Download Descriptor or not. 

Installation Notification NOT requested

In case an Installation Notification has not been requested the download use case is terminated when the installation has completed. The media object can now be rendered or executed. 
Installation Notification requested

In case an Installation Notification has been requested in the Download Descriptor by means of the InstallNotifyURI attribute, then the installation process is split into two phases. 

· The first phase (covered as step 6 in this specification) consists of a pre-installation where the device prepares the media object for rendering/execution to the largest extent possible without actually allowing it to be used.

· The second phase is dependant on the success of the next step (covered as step 7 in this specification), the execution of the Installation Notification. Only if that step is regarded as successful the media object will be made available for execution/rendering.

These two phases are valid also in case the Download Descriptor and the Media Object are co-delivered to the device.
Installation is complete when the Media Object has been prepared for execution/rendering on the device, or an unrecoverable failure has occurred. In either case, the status MUST be reported (assuming the installation notification has been requested as indicated by the InstallNotifyURI) as described in the Section Status Report Functionality. 

· If the installation succeeded the device MUST generate the status code “Success” in the Status Report as described in Section 5.2.6  “Step 7, Sending Installation Notification”.

· If the user canceled the downloading and installation before the installation completed (the sending of the installation notification was done) the device MUST generate the status code “User Cancelled” in the Status Report.

· If the installation of the software failed due to lack of memory then the device MUST generate the status code “Insufficient Memory” in the Status Report.

· If the installation of the software failed due to some other reason, independent of the end user, than lack of memory then the device MUST generate the status code “Device Aborted”
· If the Downloading User Agent immediately rejected the Media Object because it had characteristics that made it impossible to execute or render on the device then the device MUST generate the status code “Non-Acceptable Content” in the Status Report.
· If the Downloading User Agent could not install the media object because the retrieved object conflicted in a non-recoverable way with the attributes defined in the Download Descriptor then the device MUST generate the status code “Attribute Mismatch”.
In all cases where a Status Report indicating an error is issued the Media Object MUST be discarded by the device except when the Download Agent and Download Server supports pause and resume Media Object retrieval as define section 5.2.4.2 and it is an temporary error (“Insufficient memory” or “Loss of Service”). The logic of OMA Download is such that a failure remains a failure even if the status report could not be sent successfully. That is, from the server perspective a missing status report equals an error status code.

Add the following example:

B.6 Pause and Resume Media Retrieval

When requesting the download of a Media Object file, the request might look as follows:

GET http://host.foo.bar/pic-dir/picture.gif

Host: host.foo.bar

Accept: image/gif, image/jpg
The response from server might look as follows:

HTTP/1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 25432

Content-Type: image/gif
Accept-Ranges: bytes

ETag: fasd987sadf98@example.com/1.1
… GIF picture…
1034 bytes has been downloaded but the connection is lost for some reason.
The Media Object Retrieval is resumed
GET http://host.foo.bar/pic-dir/picture.gif

Host: host.foo.bar

Accept: image/gif, image/jpg

Range: 1034-25431

If-Match: fasd987sadf98@example.com/1.1
The response from server might look as follows:

HTTP/1.1 206 Partial Content
Server: CoolServer/1.3.12

Content-range: bytes 1034-25431/25432
Content-Type: image/gif

Accept-Ranges: bytes

ETag: fasd987sadf98@example.com/1.1
… GIF picture…
4 Intellectual Property Rights Considerations

No IPR implications known.

5 Recommendation
DLDRM WG agrees to include the proposal into the latest draft of the OMA DLOTAv2.0 technical specification as a working assumption.


























































































�Must be updated when included into the specification.
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