Doc# OMA-DLDRM-2005-0229-authentication_(broadcast).doc[image: image20.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DLDRM-2005-0229-authentication_(broadcast).doc
Change Request



Change Request

	Title:
	authentication for broadcast
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-DLDRM

	Doc to Change:
	OMA-DRM-XBS-20050511-D

	Submission Date:
	July 14th 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Bjorn CW Kaag, bjorn.kaag@philips.com

	Replaces:
	 n/a


1 Reason for Change

This is a first contribution to the subject of an authentication mechanism for a registered broadcast device that is part of the Broadcast Extensions for OMA DRM.

This document describes a new small mechanism for authentication of messages in the context of the broadcast environment. This CR describes in general how the the authentication key is generated and more specifically how the seed is carried in the broadcast messages, how the seed is processed into a authentication key by an key generation function. 

2 Impact on Backward Compatibility

The intention is to define the broadcast extensions to OMA DRM 2.0 in a way that builds on the key concepts and mechanisms that have been carefully crafted.

The authentication mechanism is intended to be used in a situation with a broadcast channel but without interactivity channel, c.q. in a scenario not applicable to standard OMA DRM 2.0. This CR has therefore no impact on backwards compatibility.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The new text should be incorporated as a new section of XBS 20050511-D. Detailed instructions are incorporated into the text under the title “Note to the Editor”. For ease of referral cross links to other CRs and/or XBS sections are incorporated in the text under the title “Note to the Reader”. For sake of completeness: these yellow parts are not to be incorporated into XBS.

6 Detailed Change Proposal

6.1 General context 

(Note for the Editor: text between “start snip” and “stop snip” does NOT need to be incorporated into XBS and is more to elaborate to the reader why the precise mechanism is required.)
{start snip}

This CR relates to OMA-BCAST-308. In the context of the broadcast environment the TKM (refer to: find out TKM CR) signals the use of IPSec ESP authentication (or the absence of it...). 

Currently 160 bit TAK is transmitted in the TKM encrypted with AES: this requires totally 256 bits with additional padding (128 bit block length). This means that 96 bits are wasted in every TKM when IPSec ESP authentication is used. I would propose to use the following authentication key derivation function (outlined below) to derive TAK from TAS in TKM in case IPsec authentication is used. By transmitting only the 128 bit TAS (new) in stead of the 256 bit TAK (old proposal) no bits are wasted for padding. 

The general idea is simple: use of standard HMAC-SHA1-96 for authentication, with following rules:

· Use well researched and openly available HMAC-SHA1 according to references [FIPS 198] and [RFC 2104].
· Use maximum key length of 160 bits for HMAC-SHA1. However, do not transmit the complete 160 bits in a message: this would mean 256 bits because AES is used to encrypt the key. Instead use a 128 bit AES key and derive the 160 bits key material from it by using openly available standard [RFC 3566] for the AES-XCBC-MAC-PRF based key generation function. Using AES-XCBC for a PRF is common practice nowadays. (E.g. IKE v2)

· Truncate output of HMAC-SHA1-96 to 96 MSB according to Reference [RFC 3664]

Note to the reader: The proposed text in the next section will explain all abovementioned rules.
Benefits:

· The proposal saves bandwidth when using IPSec with ESP authentication.

· Simplified design: one authentication key derivation function for all of the layers in the rights model (i.c. TKM, BCRO, IPSec ESP plus the token delivery response messages as described in OMA-BCAST-DLDRM-CR0221).

· Enhanced security: a leak of a key from a message does not reveal the authentication key. In the proposed mechanism the message only carries a seed instead of the key like it was in the old proposal.

· Architectural decoupling (w.r.t. authentication): A change in one layer of the rights model (e.g. a change in a traffic layer) will not lead to a change in the layer below or above it. For example: when IPSec would require (in the future, for reasons not to be discussed here) a longer keylength for authentication, the TKM does not need to change at all. The PRF would generate more key material according to the standard.
{stop snip}

1.1 Theory of operation 

Note to the editor: this is a new section not incorporated in XBS 20050511-D. It is advised to put this text in an new section  with appendix numbering of own taste. The appendix numbering used here is just given as an example to align with other CRs and may be changed based on proceeding insight(s).
Following picture explains the authentication “hierarchy” of the system.
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Figure 1: Authentication hierarchy

Key: F-auth is authentication key generation function.

1.1.1.1 Authentication keys on traffic layer

When IPsec is used with authentication, the message SHALL be verifiable by the ESP integrity code. This SHALL be done by means of the BCRO Authentication Key (BAK) which is derived from the RI Authentication Key (RIAK) which is delivered during registration (see section (Note to Editor: to be defined).

1.1.1.2 Authentication keys on key stream layer

The KSM SHALL be authenticated and the integrity of the message SHALL be verified. This SHALL be done by means of the Program Authentication Key (PAK) and/or the service authentication key (SAK), which are derived from the Program Authentication Seed (PAS) and the Service Authentication Seed (SAS), which are delivered as part of the RO (see Annex (Note to Editor: to be defined)
1.1.1.3 Authentication keys on rights management layer (broadcast mode)

The BCRO SHALL be authenticated and the integrity of the message SHALL be verified. This SHALL be done by means of the BCRO Authentication Key (BAK), which is derived from the RI Authentication Key (RIAK), which is delivered during registration. (see section (Note to Editor: to be defined).

1.1.1.4 Authentication keys on registration layer (broadcast mode)

The RI Authentication Key (RIAK) is delivered during registration as part of the device_registration_response(). Refer to section (Note to Editor: to be defined) for details.

Appendix A Authentication

Note to the editor: this is a new section not incorporated in XBS 20050511-D. It is advised to put this text in an Appendix with appendix numbering of own taste. The appendix numbering used here is just as an example to align with other CRs and may be changed based on proceeding insight(s). The reason to use an appendix is that multiple sections will refer to it and it is felt that this fits better in a seperate Appendix.
A.9.1 Authentication for IPsec

IPsec can be used with authentication. In case of authentication with IPsec the authentication data will carry the TAS. The authentication mechanism will create the TAK from the TAS. 

To obtain the encrypted traffic key material from the KSM the encrypted traffic key material is decrypted with the SEK or PEK:


[image: image2.wmf])

_

_

}(

{

material

key

traffic

SEK

D

TAS

=


or


[image: image3.wmf])

_

_

}(

{

material

key

traffic

PEK

D

TAS

=


The authentication key is generated from the authentication seed:
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where:

CONSTANT_KSM 
= 0x040404040404040404040404040404 (120 bit)
Refer to A.9.4 for details on f-auth.

The TAK is used in the MAC generation / verification of the IPsec data. Refer to [RFC 2406] for details.

A.9.2 Authentication for KSMs

A key stream message can contain two MAC fields. The programme MAC field and the service MAC field. If only one MAC field would be used, the authentication key could only be renewed when both SEK and PEK change at the same time. Having two MAC fields and two authentication keys makes it possible to authenticate the message and check for its integrity while only having one key set. The service authentication key (SAK) and the programme authentication key (PAK) will be derived from the service authentication seed and the programme authentication seed respectively which are transmitted together with the encryption keys in the ROs (How this is carried in the BCRO and ICRO in explained in subsequent sections). A service RO will contain service encryption and authentication keys (SEAK) and a programme RO will contain programme encryption and authentication keys (PEAK). 

To obtain the PAS or TAS from the BCRO the SEAK/PEAK is decrypted with the DEK:
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The authentication key is generated from the authentication seed:
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where :

CONSTANT_SAK 
= 0x020202020202020202020202020202 (120 bit)

CONSTANT_PAK 
= 0x010101010101010101010101010101 (120 bit)

Refer to A.9.4 for details on f-auth.

The SAK or PAK is used in the MAC generation / verification of the KSM. The algorithm used to calculate the MAC field is HMAC-SHA1-96 according to [FIPS 198] and [RFC2104], using authentication keys of 160 bit in both cases. 

A.9.2.1 Transport of SEAK and PEAK in OMA DRM 2.0 Rights Objects

The encryption keys and authentication keys (SEAK and PEAK) are transported in a ICRO by concatenating the encryption key and the authentication seed and then protecting the resulting field with AES_wrap [AES_WRAP].

encrypted_service_encryption_authentication_key = 
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where SEK and SAS are both an AES key of 128 bits.

and encrypted_programme_encryption_authentication_key =
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where PEK and PAS are both an AES key of 128 bits.

A.9.2.2 Transport of SEAK and PEAK in BCROs

The encryption keys and authentication keys (SEAK and PEAK) are transported in a BCRO by concatenating the encryption key and the authentication seed and then protecting the resulting field with AES CBC.

encrypted_service_encryption_authentication_key = 
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where SEK and SAS are both an AES key of 128 bits.

and encrypted_programme_encryption_authentication_key =
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where PEK and PAS are both an AES key of 128 bits.

A.9.3 Authentication of BCROs

BCROs contain one MAC field which is used to authenticate the message and to protect the integrity of the message. 

The authentication key is generated from the RIAK:
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where:

CONSTANT_BCRO
= 0x030303030303030303030303030303 (120 bit)

Note: To obtain the RIAK the device needs to have been equipped with a valid keyset. Refer to (Note to the Editor: refer to XBS section on broadcast registration) for details.

Refer to A.9.4 for details on f-auth.

The BAK is used in the MAC generation / verification of the BCRO. The algorithm used to calculate the MAC field is HMAC-SHA1-96 according to [FIPS 198] and [RFC2104], using a authentication key of 160 bit.

A.9.4 General authentication mechanism

The function F-auth consists of several steps:

1. Denote by PRF{key}(text) as the AES-XCBC-MAC-PRF with output blocksize 128 bits as defined by IPsec WG in IETF. Please note:

· Refer to [RFC 3566] for the AES-XCBC-MAC-PRF based key generation function.

· Refer to [RFC 3664] for the requirement NOT to truncate the generated key material.

2. Apply the generated input key according to ideas of IKEv2 to generate authentication key. Define a key generator function f-kg{key}(constant). Keying material will always be derived as the output of the negotiated PRF algorithm.. PRF+ describes the function that outputs a pseudo-random stream of n blocks based on the inputs to a PRF as follows:
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where AS is the appropriate authentication seed (be it TAS, PAS, SAS or RIAK) and CONSTANT is the appropriate constant as described in preceding sections. The amount of blocks to derive is defined by the amount of key material needed, i.e. n is the amount of needed key bits divided by 128 and rounded up.

This means that if 160 bits were needed then PRF*() would be computed as:
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3. The 160 bit authentication key is taken from the generated key material as follows:
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The generated authentication key is applied as described in preceding sections.

A.9.5 Authentication of token delivery response messages

Note to the editor: this is a new section not incorporated in XBS 20050511-D. It is advised to put this text in an new section with section numbering of own taste. The section numbering used here is just as an example and may be changed based on proceeding insight(s). For your information: the CR OMA-BCAST-DLDRM-0221 already documents this section: the text in this section is an exact duplicate with CR0221. It is only incorporated for reasons of completeness. Of course it must be incorporated into XBS only once. 
Token delivery response messages contain one MAC field which is used to authenticate the message and to protect the integrity of the message. 

The authentication key is generated from the RIAK:
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where:

CONSTANT_TDRM
= 0x040404040404040404040404040404 (120 bit)

Note: To obtain the RIAK the device needs have been equipped with a valid keyset. Refer to (Note to the Editor: refer to XBS section on broadcast registration) for details.

Refer to A.9.4 for details on f-auth.

The TDRMAK is used in the MAC generation / verification of the token delivery response message. The algorithm used to calculate the MAC field is HMAC-SHA1-96 according to [FIPS 198] and [RFC2104], using a authentication key of 160 bit.

1.2 References

Note to the editor: this is a new section not incorporated in XBS 20050511-D. It is advised to put this text in an new section with section numbering of own taste. The section numbering used here is just as an example to align with other CRs and may be changed based on proceeding insight(s). Goal is to collect the references into one place in the document / in one section.
[FIPS 198]
The Keyed-Hash Message Authentication Code (HMAC), Information Technology Laboratory National Institute of Standards and Technology, Gaithersburg, MD 20899-8900, Issued March 6, 2002

[RFC 2104]
RFC 2104, HMAC: Keyed-Hashing for Message Authentication. H. Krawczyk, M. Bellare, R. Canetti. February 1997

[RFC 2406]
RFC 2406, IP Encapsulating Security Payload (ESP). S. Kent, R. Atkinson. November 1998

[RFC 3566]
RFC 3566, The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec, S. Frankel (NIST) H. Herbert (Intel), September 2003

[RFC 3664]
RFC 3664, The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE), P. Hoffman VPN Consortium, January 2004
1.3 Symbols

Note to the editor: this is a new section not incorporated in XBS 20050511-D. It is advised to put this text in an new section with section numbering of own taste. The section numbering used here is just as an example to align with other CRs and may be changed based on proceeding insight(s).
For the purposes of the present document, the following symbols apply:

E{K}(M) 
Encryption of message ‘M’ using key ‘K’

D{K}(M)
Decryption of message ‘M’ using key ‘K’

A || B
Concatenation of A and B

LSBm(X)
The bit string consisting of the m least significant bits of the bit string X.

MSBm(X)
The bit string consisting of the m most significant bits of the bit string X.

1.4 Abbreviations

Note to the editor: this may be added to the section with abbrevs in XBS 20050511-D. The section numbering used here is just as an example to align with other CRs and may be changed based on proceeding insight(s).
For the purposes of the present document, the following abbreviations apply:

AES
Advanced Encryption Standard

BAK
BCRO Authentication Key

BCRO
Broadcast Rights Object

ESP
Encapsulating Security Payload

HMAC
Hashed Message Authentication Code

IPsec
IP Security

MAC
Message Authentication Code

PAK
Programme Authentication Key 

PAS
Programme Authentication Seed
PEAK
Programme Encryption / Authentication Key

PRF
Pseudo Random Function

RIAK
Right Issuer Authentication Key

RO
Rights Object

SAK
Service Authentication Key 

SAS
Service Authentication Seed
SEAK
Service Encryption / Authentication Key
SHA-1
Secure Hash Algorithm

TAK
Traffic Authentication Key

TAS
Traffic Authentication Seed
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