Doc# OMA-DLDRM-2005-XXXX-Stateful-RO-Export-CR-for-RELv2TS.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DLDRM-2005-XXXX-Stateful-RO-Export-CR-for-RELv2TS.doc
Change Request



Change Request

	Title:
	semantics of export  CR for DRMRELv2TS
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DLDRM

	Doc to Change:
	OMA-TS-DRM-REL-V2_0-20050712-C

	Submission Date:
	11 Aug 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Pei Dang, dpei@huawei.com Huawei Technologies Co., Ltd.

	Replaces:
	n/a


1 Reason for Change

1.In the section of 5.4.6.1 Attribute “mode”, the spec says that when exporting a stateful RO with copy mode, the DRM agent MUST export the original RO excluding <export> element without state information.
Maybe “without state information” is not clear enough, because it might be interpreted by someone as without any state information, just like a stateless RO. 

So more  clear discription  would  be “without current state information, but with original state information” or the like.
2.Also in this section, the spec says that when exporting a stateful RO with copy mode ,the <constraint> element within the <export> element MAY have the <count> element,MAY have the <datetime> element ,MAY have the <interval> element.
That's to say that the constraint state information within the <export> element is not mandatory to a stateful RO. This maybe results in using a stateful RO illimitably by export.For example, one user has bought a RO with the count=3 within the play permission and at the same time the RO also has a export permission ,but no constraint within the export permission, then the user can export the RO to another device B and he can play the content for three times in the device B. After he had played for three times in the device B,he can export the RO again because there is no constraint within the export permission in the original RO. So the user can play the content illimitably in the device B by exporting RO. 

So a note should be added in the spec to indicate the risk.
This change request is to try getting more clear description on the issues mentioned above.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes.

6 Detailed Change Proposal
5.4.6.1 Attribute “mode”
	Attribute
	<!ATTLIST oma-dd:export oma-dd:mode (move | copy) #REQUIRED>

	Semantics
	move:

When the mode attribute is equal to “move”, the <constraint> element within the <export> element MAY have the <datetime> element, MUST NOT have the <interval> element, MUST NOT have the <count> element, MUST NOT have the <accumulated> element, and MUST NOT have <individual> element.
When exporting the Rights Object and the mode attribute is equal to “move”, the DRM agent MUST export the original Rights Object excluding <export> element with current state information if it is a stateful Rights Object, and MUST make the original Rights Object including the <export> permission permanently unusable on the original device, after exporting is conducted.
copy:

When the mode attribute is equal to “copy”, the <constraint> element within the <export> element MAY have the <count> element, MAY have the <datetime> element, MAY have the <interval> element, MUST NOT have the <accumulated> element, and MUST NOT have <individual> element.
Note that if the <count> element is not specified for an <export> permission whose mode attribute is set to “copy”, the corresponding Rights Object would grant unlimited export to other DRM systems without removing the original Rights Object from the exporting device and if the original Rights Object is a stateful RO, this will result in consuming the content illimitably.To avoid the risk, the <constraint> element within the <export> element in a statful RO MUST have the <count> element, or the <datetime> element, or the <interval> element..

When the mode attribute is equal to “copy”, the DRM agent MUST export the original Rights Object excluding <export> element with original state information instead of  current state information, if it is a stateful Rights Object, and MUST leave the original Rights Object including the <export> permission unchanged on the original device, after exporting is conducted. Note that, of course, the state needs to be updated on the device from which it is exported.
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