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1 Reason for Change

This CR has the following purposes for the SRM Profile RD (OMA-RD-SRMProfile-V1_3-20051215-D);

· To decide the definition of a few terms

· To remove inconsistency of use case description

· To combine use cases processing same functionalities

· To combine actors

At first, the SRM Profile RD uses a few terms that have similar meaning such as secure removable media, removable media, removable device and so on. It causes confusion during reading the document. This CR proposes the new definition of a few terms that are used in the SRM Profile RD.

At second, the use case overview of the scenario 2 in chapter 5.1 has inconsistency with the description in chapter 5.3. 

At third, the use case 1 and 4 describe different user experiences, however the pre/post conditions and the flow descriptions are identical. Therefore the two use cases can be combined into the one. The use case 3 has two cases; consuming rights after transferring from the SRM to the device and consuming rights as stored in the SRM. The first case is also duplicated with the use case 1 and 4. In conclusion, the case 1 can be removed.

Finally, the use case 2, 6 and 7 uses an actor “smart card agent”. However the actor has the same definition of the SRM agent. The SRM agent already includes its role not only in the memory card but also in the smart card. In conclusion, the SRM agent can replace the “smart card agent”.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM group members to agree the proposed modification

6 Detailed Change Proposal

Change 1:  Definitions

Definitions

	Removable Media
	A portable storage used for storing data (e.g. MMC, SD )

	SRM Agent
	A trusted entity embodied in Secure Removable Media. This entity is responsible for storing and removing Rights Objects in Secure Removable Media, for delivering Rights Objects from/to a DRM Agent in a secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights. The SRM agent can be implemented in a Secure Memory Card or in a Smart Card.

	Secure Removable Media
	A tamper resistant removable media with an SRM Agent and secure storage area (e.g. secure memory card, smart card). Secure removable media may also include a non-secure storage area. The SRM agent accesses and uses the secure storage area.

	Secure Memory Card
	A portable tamper resistant device with an embedded microprocessor chip and a secure storage area. A secure memory card is used for securely storing data (e.g. contents, rights etc.) and for performing security related operations like encryption and authentication. 

	Smart Card
	A portable tamper resistant device with an embedded microprocessor chip and a secure storage area. A smart card is used for storing data (e.g. access codes, user subscription information, secret keys, contents, rights etc.) and performing security related operations like encryption and authentication. A smart card may contain one or more network authentication applications like the SIM, USIM, R-UIM.

	Secure Storage Area
	A portion of storage in secure removable media that is integrity-protected and confidentiality-protected against unauthorized reading, writing and against external attacks. 


This CR proposes to delete “Removable Device” and “Smart Card Agent” from the SRM Profile RD.
Change 2:  Use Case Overview (Chapter 5.1) Modification
Change 3:  Combining Use Case 1, 3 and 4
Change 4:  Combining Actors (SRM Agent and Smart Card Agent)
5.2 Use Cases overview

Alice is an active teenager in 2006. She is an active user of mobile devices and enjoys the multimedia services on her mobile phone and also at her home entertainment systems such as home theatre and PC. She uses Secure Removable Media in her mobile phone since the embedded memory at her mobile phone is not large enough to store all of her multimedia Contents and Rights Objects. Secure Removable Media is her number 1 choice to carry the data since Secure Removable Media provides easy and secure data transfer and storage.

Scenario 1: Transferring Contents among devices by using SRM
Alice has acquired content on her PC and would like to transfer it to her phone by using a secure removable media (secure memory card, smart card).
Scenario 2: Easy Transfer of existing Rights Objects by using smart card

Alice upgrades her mobile phone that does not have a secure memory card. She would like to transfer her rights from her old phone to the new one using her smart card.

Scenario 3: Sharing Contents among friends by using SRM

Bob would like to borrow some mp3 files from Alice for his party on Saturday.


Scenario 4: Rendering Contents by using SRM

Deborah would like to view an OMA DRM protected movie that’s stored on her secure removable media on her friend’s big plasma-screen.
Scenario 5: Backup of smart card Rights Objects

Alice will be allowed to select which licenses to keep in the smart card and which to extract, while doing the backup, in order to free some space for new licenses.

Scenario 6: Pre-loaded Right Objects into the smart card

A mobile network operator is using the Smart Card to pre-load Right Objects that will be bound to exclusive DRM Protected Contents (ringtones, games, wallpapers …) when a user is subscribing to new services and got a new smart card.

5.2.1 Actors

The following entities will be introduced:
· SRM Agent

See definition in the Definitions section.
· DRM Agent (from [DRMv2])

A DRM Agent embodies a trusted entity in a device. This entity is responsible for enforcing permissions and constraints associated with Protected Contents, controlling access to Protected Contents, etc. In this specification, the DRM Agent is also responsible for enforcing permissions and constraints of Rights Objects in Secure Removable Media by interfacing with SRM Agent.
· Rights Issuer (from [DRMv2])

The rights issuer is an entity that assigns permissions and constraints to Protected Contents, and generates Rights Objects. A Rights Object is an XML document expressing permissions and constraints associated with a piece of Protected Contents. Rights Objects govern how Protected Contents may be used – Protected Content cannot be used without an associated Rights Object, and may only be used as specified by the Rights Object. The Rights Object can also govern how the Rights Object itself is moved from a DRM Agent to a SRM Agent and vice versa.
· Content Issuer (from [DRMv2])

The content issuer is an entity that delivers Protected Content. OMA DRM defines the format of Protected Content delivered to DRM Agents, and the way Protected Content can be transported from a content issuer to a DRM Agent using different transport mechanisms. The content issuer may do the actual packaging of Protected Content itself, or it may receive pre-packaged content form other source. The Protected Content can be delivered to Secure Removable Media also.
· User (from [DRMv2])

A user is the human user of Protected Content. Users can only access Protected Content though a DRM Agent. Users can choose Secure Removable Media as a secondary storage of their devices and enable the flexibility of moving and consuming of Protected Content or Rights Objects in other devices.
5.3 Scenario 1: Transfer Contents and Rights Objects among OMA Compliant Devices by using the Secure Removable Media
5.3.1  ASK  \* MERGEFORMAT Short Description

Alice has acquired OMA DRM Protected Contents and Rights Objects on her PC and would like to transfer them to her mobile phone by using the secure removable media.

5.3.2 Actors

	DRM Agent
	See Actors above

	SRM Agent
	See Actors above

	User
	See Actors above 


5.2.1.1 Actor Specific Issues
DRM Agent and SRM Agent interact to each other to transfer OMA DRM Protected Contents and Rights Objects.

5.2.1.2 Actor Specific Benefits
It makes possible for user to share previously purchased OMA DRM Protected Contents and Rights Objects among OMA compliant devices by simply using the secure removable media. 
5.3.3 Pre-conditions
User has bought various OMA DRM Protected Contents and Rights Objects, and stored OMA DRM Protected Contents and Rights Objects at a User’s PC.

User’s mobile phone and PC support the secure removable media and both devices are OMA DRM compliant..

5.3.4 Post-conditions
OMA DRM Protected Contents can be shared among OMA compliant devices..

5.3.5 Normal Flow  
1. User has purchased and downloaded OMA DRM Protected Contents and Rights Objects on User’s PC which supports the secure removable media.

2. 
3. OMA DRM Protected Contents are transferred from the User’s PC to the secure removable media.
4. DRM Agent on the user’s PC transfers Rights Objects to the secure removable media only after the successful mutual authentication between DRM Agent and SRM Agent.
5. OMA DRM Protected Contents are transferred from the secure removable media to the User’s mobile phone.
6. SRM Agent transfers Rights Objects to the user’s mobile phone only after the successful mutual authentication between DRM Agent and SRM Agent.
7. User can play transferred OMA DRM Protected Contents according to the specified rights on Rights Objects which are stored at the User’s mobile phone.
5.3.6 Alternate flow

If there are no remaining rights or rights are expired for the transferred Protected Content, User can not play OMA DRM Protected Content which was transferred from the user’s PC.
If the mutual authentication is failed, transfer of Rights Objects SHALL BE prevented.

5.4 Scenario 2: Provisioning of OMA DRM Rights Object in the smart card
5.4.1  ASK  \* MERGEFORMAT Short Description

Alice owns a state of the art mobile phone and is a faithful subscriber enjoying the multitude of services that her operator offers. Alice wants to use the advanced features of her mobile phone but is reluctant to learn complicated technical topics. She wants a service that allows her to download music, and the associated usage rights, in a seamless manner. In fact, Alice does not know what Rights Objects are and does not want to know how to “move” these “Rights Objects”. She wants to surf to her operator’s portal, choose the music that she likes, download it, pay for the transaction and then just use it with the minimum of ease. 

Alice accepts that her smart card, which includes all her telecom account details, is required in order to enable the music license permissions. Alice acquires a new phone and wants to have her permissions transferred to the new phone along with her account details. She just want to be able to plug her smart card in her phone, or any new phone in the future, and immediately be able to get permissions to play the music for which she acquired licenses.

5.4.2 Actors
	DRM Agent
	See Actors above

	SRM Agent
	See Actors above

	User
	See Actors above


5.2.1.3 Actor Specific Issues
DRM Agent and SRM Agent interact with each other to communicate OMA DRM Rights Objects.

5.2.1.4 Actor Specific Benefits
User can purchase OMA DRM Protected Content, along with the needed Rights Objects, and know that she can use this content as long as her smart card is plugged in her phone. When she wants to change a phone she just needs to plug her smart card in the new device and have her Rights Objects with her.

5.4.3 Pre-conditions
User has bought various OMA DRM Protected Contents and Rights Objects using her mobile phone. 
5.4.4 Post-conditions
OMA DRM Protected Contents is delivered to the OMA compliant handset while the Rights Objects are directly delivered to her smart card that is plugged in the handset.

5.4.5 Normal Flow  
1. User has purchased and downloaded OMA DRM Protected Content using her mobile phone that contains a smart card (e.g. SIM) 
2. The downloaded Rights Objects are installed directly in the user’s smart card or are seamlessly transferred by the mobile phone DRM Agent, after successful mutual authentication between DRM Agent and SRM Agent, to the Smart Card.
3. User can play the acquired OMA DRM Protected Content according to the specified rights in the Rights Objects in her smart card.
5.4.6 Alternate flow

If there are no remaining rights or rights are expired for the OMA DRM Protected Content on the smart card, User cannot play the corresponding OMA DRM Protected Content.

If mutual authentication has failed the usage of OMA DRM Protected Contents SHALL BE prevented.
5.5 Scenario 3: Using Contents in Multiple Devices by using the Secure Removable Media
5.5.1  ASK  \* MERGEFORMAT Short Description

Alice has OMA DRM protected music files at her mobile phone. David would like to borrow music files from Alice for his party on weekend.

OMA DRM Protected Contents can be directly used at other OMA DRM compliant devices by using the secure removable media when it is allowed.

5.5.2 Actors

	DRM Agent
	See Actors above

	SRM Agent
	See Actors above

	User
	See Actors above


5.2.1.5 Actor Specific Issues
DRM Agent and SRM Agent interact to each other to transfer OMA DRM Protected Contents and Rights Objects.

5.2.1.6 Actor Specific Benefits
It makes possible for user to allow for friend to use OMA DRM Protected Contents by simply using the secure removable media. 

5.5.3 Pre-conditions
User has bought various OMA DRM Protected Contents and Rights Objects. User has stored OMA DRM Rights Objects and Protected Contents at the secure removable media to allow for user’s friend to borrow the contents.

User’s mobile phone and friend’s device support the secure removable media and both devices are OMA DRM compliant.

5.5.4 Post-conditions
OMA DRM Protected Contents can be used at the friend’s device.

5.5.5 Normal Flow  


1. 
2. 
3. 
4. 
5. 
6. 
7. 

1. User has purchased and downloaded OMA DRM Protected Contents and Rights Objects on the User’s mobile phone which supports the secure removable media.
2. OMA DRM Protected Contents is transferred from the User’s mobile phone to the User’s secure removable media.

3. DRM Agent on the User’s mobile phone transfers Rights Objects to the User’s secure removable media only after the successful mutual authentication between DRM Agent and SRM Agent.

4. User’s friend borrows User’s secure removable media.
5. SRM Agent allows OMA DRM Protected Contents to be rendered directly by the friend’s device only after the successful mutual authentication between DRM Agent and SRM Agent.
6. User’s friend can use OMA DRM Protected Contents on the secure removable media according to the specified rights on Rights Objects which is stored at the User’s secure removable media.
5.5.6 Alternate flow
If there are no remaining rights or rights are expired for the OMA DRM Protected Content on the secure removable media, friend can not play the corresponding OMA DRM Protected Content.

If the mutual authentication between the User’s secure removable media and the friend’s mobile phone is failed, User’s friend can not use OMA DRM Protected Contents which is stored at the User’s secure removable media.
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5.7 Scenario 4: Direct Rendering of Protected Contents by using the Secure Removable Media
5.7.1  ASK  \* MERGEFORMAT Short Description

Alice would like to view an OMA DRM protected movie that’s stored on her secure removable media on her friend’s big plasma-screen.
5.7.2 Actors
	DRM Agent
	See Actors above

	SRM Agent
	See Actors above

	User
	See Actors above


5.2.1.9 Actor Specific Issues
DRM Agent and SRM Agent interact to each other to render OMA DRM Protected Contents directly on user’s device.

5.2.1.10 Actor Specific Benefits
It makes possible for User to render the purchased OMA DRM Protected Contents at other OMA compliant rendering devices by simply using the secure removable media. 

5.7.3 Pre-conditions


The secure removable media contains OMA DRM Protected Contents and Rights Objects.
Rendering device supports the secure removable media and the devices is OMA DRM compliant.

5.7.4 Post-conditions
OMA DRM complaint rendering device can render the OMA DRM Protected Contents which is stored at the secure removable media.  

5.7.5 Normal Flow  
1. SRM Agent allows OMA DRM Protected Contents to be rendered directly by OMA DRM compliant rendering device only after the successful authentication between DRM Agent and SRM Agent.
5.7.6 Alternate flow

If there are no remaining rights or rights are expired for the OMA DRM Protected Content on the secure removable media, User can not render the corresponding OMA DRM Protected Content.

If the authentication between the secure removable media and the rendering device is failed, OMA DRM Protected Contents can not be rendered by the rendering device.

5.8 Scenario 5: Backup of OMA DRM Rights Object in the smart card
5.8.1  ASK  \* MERGEFORMAT Short Description

Alice owns a state of the art mobile phone and is a faithful subscriber enjoying the multitude of service that her operator offers. Alice has purchased protected content and the associated Rights Objects are installed in her smart card. She has subscribed to an operator’s a service that allows her to backup her license automatically with just a press of a button.

Alice accepts that her smart card is used to enable her music license permissions because it already contains all her telecom account details. She will never use a “move” operation of these Rights Objects but she wants to be able to backup them in the case that she looses her mobile phone. The backup operation will allow her to choose which licenses to keep in the card and which to extract, while doing the backup, in order to free some space for new licenses.

5.8.2 Actors
	DRM Agent
	See Actors above

	SRM Agent
	See Actors above

	User
	See Actors above


5.2.1.11 Actor Specific Issues
DRM Agent and SRM Agent interact with each other to communicate OMA DRM Rights Objects. The installed Rights Objects in the smart card are marked as non-movable to other devices, but can be backed up and extracted in a protected manner. These Rights Objects can then be re-installed only in the same smart card.

5.2.1.12 Actor Specific Benefits
User can purchase OMA DRM Protected Contents, along with the needed Rights Objects, and know that she can backup all her licenses. If she looses her handset the mobile operator can provide her another card in which the backed up Rights Objects can be re-installed.
5.8.3 Pre-conditions
User has bought various OMA DRM Protected Contents and Rights Objects using her mobile phone. She is doing regular backup of her licenses with a service that is offered by her mobile operator or with a PC software that is provided by her mobile operator. She can decide which license (Rights Objects) she wants to keep in the smart card and which ones she wants to extract in order to free some space

5.8.4 Post-conditions
The user is able to re-install the backed up Rights Objects to the same card or to a new one that her mobile operator may provide her in the future.

5.8.5 Normal Flow  
1. User has purchased and downloaded OMA DRM Protected Content using her mobile phone that contains a smart card (e.g. SIM). The Rights Objects for this Protected Content are stored in the smart card.
2. The user is doing regular backups of her Rights Objects using a simple user interface or a PC software provided by her mobile operator.
3. The user can backup the Rights Objects, while leaving them on the card, or back them up while extracting them from the card to free some space.
4. The user is able to reinstall the backed up Rights Objects in her smart card, or to a new one that her mobile operators may provide in the future
5.8.6 Alternate flow

If there are no remaining rights or rights are expired for the OMA DRM Protected Content on the smart card, User cannot play the corresponding OMA DRM Protected Content.

If mutual authentication is failed the usage of OMA DRM Protected Contents/Rights Objects SHALL BE prevented.

5.9 Scenario 6: Pre-Loading of Right Objects by using the Smart Card
5.9.1  ASK  \* MERGEFORMAT Short Description

A mobile network operator is providing a brand new music services for teenagers when they purchase a new network subscription. 

In order to deploy exclusive contents, the carrier put a set of DCFs into the mobile phone or a removable media if available (e.g. MMC, Smart Card, …). Finally, the corresponding set of ROs is stored into the smart card at the factory during the personalization.

Wendy subscribes to this new service, she puts the Smart Card into the handset, switches on the handset and enjoys her new contents without any network interaction.

For sure, this new use case is not replacing the standard way to provision ROs by using OTA process through ROAP. 

This is just a mean that can be used by a mobile network operator to attract new subscribers by promoting free and protected contents. For example, make a deal to deploy new songs from an artist during 3 months.

5.9.2 Actors

	DRM Agent
	See Actors above

	SRM Agent
	See Actors above

	User
	See Actors above


5.2.1.13 Actor Specific Issues
DRM Agent and SRM Agent interact with each other to transfer OMA DRM Protected Contents and Rights Objects.

5.2.1.14 Actor Specific Benefits
It makes possible for the device issuer (e.g. a carrier) to deploy exclusive contents and Rights Objects to new Users by simply using the smart card. 

5.9.3 Pre-conditions
User has bought new services with various OMA DRM Protected Contents and Rights Objects.

User’s new mobile phone supports the smart card.

5.9.4 Post-conditions
OMA DRM Protected Contents can be used at User’s new mobile phone.

5.9.5 Normal Flow  
1. The service issuer (e.g. a carrier) is willing to deploy new services with exclusive contents to attract new customers.

2. The service issuer (e.g. a carrier) is offering OMA DRM Protected Contents stored into the mobile phone or a removable media is available (e.g. MMC, Smart Card, …)
3. The service issuer (e.g. a carrier) is provisioning Rights Objects into the Smart Card during the personalization phase
4. User has purchased new service subscription and mobile phone which also supports the smart card.

5. User is starting the mobile phone

6. SRM Agent transfers Rights Objects to the user’s new mobile phone after mutual authentication between DRM Agent and SRM Agent.
7. User can use transferred Rights Objects
8. User enjoys the exclusive OMA DRM Protected Contents provided by the carrier
5.9.6 Alternate flow

If there are no ROs, then the user can download them according to the information stored into the DCF.

If there are no remaining rights or rights are expired for the transferred Rights Object, User cannot use the Rights Object.
If mutual authentication is failed, transfer of Rights Objects SHALL BE prevented.
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