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1 Reason for Change

This CR proposes a resolution for comment A001 from Motorola in the RDRR for the SRM RD.  The CR contains two security requirements.  This resolution is a result of off-line discussions with Yunsang Oh (Samsung).

The first requirement discusses the idea of "locking" Rights in SRMs when the Rights are in use by a Device.  This requirement prevents scenarios where, for example, an SRM provides Rights to multiple Devices for simultaneous consumption.

The second requirement is tied to the first requirement in that the second requirement says that secure methods must be used to determine when locked Rights can become unlocked.  
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the OMA BAC DLDRM group agree the requirements.
6 Detailed Change Proposal

Note to Editor:  The following requirements are new and to be inserted in addition to other requirements already agreed.
6.1.1
Security

	Label
	Description
	Enabler Release

	REQ-SEC-XXXX
	Rights or parts thereof in use by a Device SHALL NOT simultaneously be available for use by an SRM that provided such Rights to that Device.
	1.0

	REQ-SEC-XXXX
	If an SRM provides Rights to a Device, then any reverting back of the Rights or parts of the Rights to the SRM SHALL be accomplished via a secure method.
	1.0

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Security Items
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