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1 Reason for Contribution

The input contribution basically depicts the high level sequence diagram for Direct Provisioning of Rights Object to Secure Removable Media use case. This document is submitted to DLDRM WG to get consensus on the basic technical flow and inclusion of the flow diagram in the latest Secure Removable Media Architecture Document.
2 Summary of Contribution

This Input Contribution document provides a high level sequence diagram for Direct Provisioning of Rights Object to Secure Removable Media. The contribution also proposes appropriate text supporting the sequence flow.
3 Detailed Proposal

6.1.3 Provisioning of Rights Object to SRM
The technical use case illustrates, Rights Issuer issuing Rights Object to Secure Removable Media. The Rights Object thus issued by Rights Issuer is usable only on the Secure Removable Media and not on the Device which downloads it.
The Secure Removable Media is connected to the Device and the interaction between DRM Agent on the Device and SRM Agent on Secure Removable Media is secure.

Action:
1. Rights Issuer issues Rights Object bound to Secure Removable Media.
2. The DRM Agent on the Device after receiving the RO Response from Rights Issuer, performs pre-verification of RO Response e.g. signature validation on received RO Response message.
3. The DRM Agent authenticates SRM Agent. 
4. After successful authentication, the DRM Agent transfers Rights Object to Secure Removable Media and Rights Object is removed from temporary storage of the Device. The Secure Removable Media verifies the Rights Object. If verification of the Rights Object is successful, then SRM Agent stores the Rights Object.
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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG to agree on the basic flow and include the flow in the latest Secure Removable Media Architecture Document.
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