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1 Reason for Change

The example in section C.7 of REL incorrectly interprets the semantics of the timed-count constraint. In this example two timers are specified, one in a top-level constraint and one in a play constraint. It is stated in the example that (during the time of overlap) play access for the first 30 seconds of content is granted without limit. Also it is stated that "if a timer expires and the associated counter is not positive (i.e. 0?), play access to the content is immediately denied". 
 
This example suggests that even when the count is 0, still access is permitted for "timer" seconds. Moreover, it seems to suggest that it is not the time that determines the decrease of the count but the part of the content that is played.

The correct semantics of the <timed-count> constraint, as per REL section 5.5.3 are that the timer affects the count value as follows:

It specifies the number of seconds after which the count state specified by the value of the <timed-count> element (section Error! Reference source not found.) is reduced starting from beginning to render the Content.

Otherwise the semantics of the <timed-count> constraint are equivalent to the <count> constraint.

The example C.7 was introduced in the final release of the DRM 2.0 specifications via CR 2005-0264R02. 

This change requests modifies the example C.7 to apply the correct interpretation of the timed-count constraint.
Revision 01: Changed the order of the bullet points which define the allowed play access.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into the first revision of the approved DRM 2.0 specification.

6 Detailed Change Proposal

C.7 Example – Combinations of Constraint Elements
The rights depicted in this example shows combinations of constraints to play DRM Content.
<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"  

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"  

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#">

 <o-ex:context>

  <o-dd:version>2.0</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset o-ex:id="Asset-1">

   <o-ex:context>

    <o-dd:uid>ContentID1</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>
   <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
   </ds:KeyInfo>
     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>
   <o-ex:constraint>

    <oma-dd:timed-count oma-dd:timer=30>10<oma-dd:timed-count/>
    <o-dd:datetime>

      <o-dd:start>2004-01-01T00:00:00Z</o-dd:start>

     <o-dd:end>2004-04-30T23:59:59Z</o-dd:end>

    </o-dd:datetime>

 </o-ex:constraint>
   <o-dd:play>
  <o-ex:constraint>

      <oma-dd:timed-count oma-dd:timer=1800>2<oma-dd:timed-count/>
      <o-dd:datetime>
      <o-dd:start>2004-03-01T00:00:00Z</o-dd:start>
      <o-dd:end>2004-06-01T23:59:59Z</o-dd:end>

      </o-dd:datetime>

    </o-ex:constraint>
   <o-dd:play/>

  </o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

The example contains two constraint elements, both of which have to be satisfied in order for the DRM Agent to grant the given permission to the user. This paragraph briefly explains what the spec means by “the stricter of two constraints of the same type prevails for a given permission element”.

In the example there are four constraints that have to be applied to the <permission>: two <timed-count> constraints and two <datetime> constraints. All constraints need to be satisfied. This means that access to the content can only be granted during the time when both <datetime> constraints are satisfied, as well as the specific semantics of both timed-count constraints.

Here the first <datetime> constraint specifies a period between January 1st, 2004, 00:00:00 UTC and April 30th, 2004, 23:55:59 UTC. The second <datetime> constraint specifies a period between March 1st, 2004, 00:00:00 UTC and June 1st, 2004, 23:59:59 UTC. The period of overlap is between March 1st, 2004, 00:00:00 UTC and April 30th, 2004, 23:59:59 UTC.

During this overlapping period, if ‘play’ access to the content is requested, it is granted, and two timers start simultaneously. The first timer is set to expire in 30 seconds, while the second timer is set to expire in 1800 seconds. When any of these timers expires, and the ’play’ access to the content is still in effect, then the counter of the <timed-count> element of which the timer has expired is decreased, and the ‘play’ access remains in effect. 
The resulting access can be described as:

· no access before March 1st, 2004, 00:00:00 UTC

· no access after April 30th, 2004, 23:59:59 UTC

· during the period of overlap, March 1st, 2004, 00:00:00 UTC to April 30th, 2004, 23:59:59 UTC

· ‘play’ access for a period greater than 1800 seconds is granted at most 2 times.
· ‘play’ access for a period greater than 30 seconds is granted at most 10 times,
· ‘play’ access for a period of less than 30 seconds is granted without limit,
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