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1 Reason for Change

The purpose of this CR is to clarify how a Device that supports DRM Time synchronizes its DRM Time. There is some confusion about what should happen when a Device that supports DRM Time should synchronize its DRM Time when the DRM Time is completely wrong, e.g. years out of sync. This CR attempts to clarify what should happen.
This CR also closes a security gap that was discussed on the DLDRM mailing list. If a device supports multiple trust models, but only maintains one DRM time, it is possible that the Device can be set to a different DRM Time when registering with a Rights Issuer from a different trust model. This could be used for attacks as a ‘fake’ Rights Issuer and OCSP responder could be setup to intentionally change a Device to a different time and to allow expired Rights to be used again.
The scenario of setting up a 'fake' Rights Issuer or OCSP Responder is possible, if the user can install additional trusted roots on a Device (to have the 'fake' RI under this root) or if the Device has a set of trusted roots and for some reason the private key of one of them becomes public.

To minimize the impact of a fake or compromised trust model, a Device that supports DRM Time must maintain one DRM time per trust model.
2 Impact on Backward Compatibility

If approved, this CR may affect how existing DRM V2.0 DRM Agents synchronize their DRM Time.
Regarding the introduction of multiple DRM Times there is no problem with backward compatibility. The only thing is that Devices that do not implement this CR and that do support multiple trust models will have the security gap discussed above that may possibly be use for attacks.

3 Impact on Other Specifications

No impacts on other specification have been identified.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The co-signers recommend that this CR be approved.
6 Detailed Change Proposal

Background
By definition, DRM Time is a non-user changeable time source. In DRM V2.0, this non-user changeable time source supposed to be set via the producedAt field of an OCSP Response provided to the Device by the Rights Issuer. However, standard signature verification rules state that when a Device verifies a Rights Issuer’s certificate chain, it should validate the validity dates of each certificate is in the chain. If the dates fall outside the Device’s current time, then the certificate verification fails. So if the certificate verification fails (because the validity dates are outside the current time), how does the Device know that the producedAt field is valid?
It turns out that there is no security risk when allowing the Device to use the time from the producedAt field for validation of the OCSP responders certificate expiry times. If all other validation works out this time can be taken over as DRM time permanently.

Proposed Solution

Make the following changes in document OMA-TS-DRM-DRM-V2_0-20060303-A.
Change 1:  Modify section 5.1.1 The 4-pass Registration Protocol
The Registration protocol is a complete security information exchange and handshake between the RI and the Device and is generally only executed at first contact, but may also be executed when there is a need to update the exchanged security information, or when DRM Time in the Device is deemed inaccurate by the Rights Issuer. This protocol includes negotiation of protocol parameters and protocol version, cryptographic algorithms, exchange of certificate preferences, optional exchange of certificates, mutual authentication of Device and RI, integrity protection of protocol messages and optional Device DRM Time synchronization.

Successful completion of the Registration protocol results in the establishment of an RI Context in the Device containing RI-specific security related information such as agreed protocol parameters, protocol version, and certificate preferences. An RI Context is necessary for execution of the other protocols in the ROAP suite. 
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Figure 1: The 4-pass Registration Protocol

As indicated in the figure above, the RI may optionally perform a nonce-based OCSP request for its own certificate (using a nonce supplied by the Device) during the registration protocol, and then provide the Device with the returned OCSP response. The RI will perform this nonce-based OCSP request if it determines that the Device’s DRM Time is inaccurate. A Device will then be able to adjust its DRM Time based on the time in the OCSP response. The Device MUST maintain one DRM Time per trust model. During ROAP communication and Rights Object evaluation, the Device needs to select the correct DRM Time depending on the trust model it is currently working with. Further usages of the term “DRM Time” imply this. If the Device is an Unconnected Device that does not support DRM Time, the RI must always perform a nonce-based OCSP request for its own certificate (using a nonce supplied by the Device) during the registration protocol.

Change 2:  Modify section 5.4.2.3 Registration Request
…
Request Time is the current DRM Time as measured by the Device. Connected Devices and Unconnected Devices that support DRM Time MUST insert their current DRM Time. If there is no DRM Time for the current trust model available a new one MUST be created that SHALL be initialized with the Device’s current time (if the current time is not available, the Device may choose any time it wants). Unconnected Devices that do not support DRM Time MUST use the value “Undefined”.
…
Change 3:  Modify section 5.4.2.4 Registration Response
…

Certificate chain: This parameter MUST be present unless the preceding ROAP-RegistrationRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be a certificate chain including the RI's certificate. The chain MUST NOT include the root certificate. The RI certificate must come first in the list. Each following certificate must directly certify the one preceding it. If the Device indicated trust anchor preferences in its ROAP-RegistrationRequest message, the RI SHOULD select a certificate and chain which chains back to one of the trust anchors in the Device's list. This mimics the features of [RFC3546].

The Device MAY store RI certificate verification data indicating that an RI certificate chain has been verified. The purpose of this is to avoid repeated verification of the same certificate chain. The RI certificate verification data stored in this way MUST uniquely identify the RI certificate and MUST be integrity protected. The Device SHOULD check if the RI certificate chain received in this parameter corresponds to the stored certificate verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device MUST verify the RI certificate chain according to Section 6.2.
If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the Device can determine (in the case of Connected Devices and Unconnected Devices that support DRM Time) that the expiry time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the OCSP response is good (see [OCSP-MP]) then the Device MUST verify the complete chain according to Section 6.2 and SHOULD replace the stored RI certificate verification data with the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time. 

However, if the Device does store RI certificate verification data in this way, it MUST store the expiry time of the RI's certificate (as indicated by the notAfter field within the certificate) in the RI Context and MUST compare the Device's current DRM Time with the stored RI certificate expiry time whenever verifying the signature on signed messages from the RI. If the Device's current DRM Time is after the stored RI certificate expiry time, then the Device MUST abandon processing the RI message and MUST initiate the registration protocol.

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-RegistrationRequest (and the RI did not ignore that extension). An exception to this is when the RI deems that the Device's DRM Time is inaccurate. For the processing of this parameter, see further in Section 6. 

Extensions: The following extensions are defined for the ROAP-RegistrationResponse message.

· Domain Name Whitelist: This extension allows an RI to specify a list of fully qualified domain names (as defined in [RFC 2396]) that are to be regarded as trusted for the purposes of Silent and Preview headers. The Device MUST store the domain names along in the RI Context for this RI.  The Device MUST be able to use these domain names for processing DCFs containing the Silent header or a Preview header with method “preview-rights” and a specified preview URL, as defined in section 5.2.2 of this document. The Device MUST treat each domain name received in the Domain Name Whitelist as if it were a fully qualified domain name that had been extracted from an RI URL according to the conditions defined in section 5.2.2 of this document. The Device MUST be capable of storing a minimum of 5 fully qualified domain names for each RI Context supported on the Device.

Signature is a signature on data sent in the protocol. The signature is made using the RI's private key on the previous message (ROAP-RegistrationRequest) and the current message (besides the Signature element itself). The signature method is as follows:

· The previous message as received (that is, including the Signature element) and the current one except the Signature element is canonicalized according to Section 5.3.3.

· The two messages are concatenated in their chronological order, starting with the ROAP-RegistrationRequest message. The resulting data d is considered as input to the signature operation. 

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the Registration protocol as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response  indicates that the RI certificate status is good. If the registration failed the Device MUST NOT store the RI Context for this RI, otherwise the Device SHOULD store the RI Context for this RI.

The stored RI Context SHALL at a minimum contain: Device ID, riURL, RI ID, Selected Version, Selected Algorithms, a Certificate Caching indication if the RI has stored the Device certificate or not, and a reference to the DRM Time for the trust model of the RI. The RI Context MAY also contain RI certificate validation data, OCSP responder key and the current set of OCSP responses. The RI Context SHALL also contain an RI Context Expiry Time, which is defined to be the RI certificate expiry time. If the registration process has started with a Registration Trigger that contained the <riAlias> element, the RI Context SHALL also contain the riAlias. For Unconnected Devices that do not support DRM Time, the RI Context is infinite i.e., it does not have an expiry time. If the RI Context has expired, the Device MUST NOT execute any other protocol than the 4-pass Registration protocol with this RI, and upon detection of RI Context expiry the Device SHOULD initiate the Registration protocol using the URL as defined by the selection mechanism in section 5.1.7. The Device SHALL have at most one RI Context with each RI. An existing RI Context SHALL be replaced with a newly established RI Context after successful re-registration with the same RI.

Note that any cached OCSP responses have their own validity period, which normally will be much shorter than the validity period of the RI Context.

Devices and Rights Issuers MUST store the Device ID and RI RD that have been negotiated after the successful registration protocol run. 

Change 4:  Modify section 6.2 Certificate status checking by DRM Agents
…
A Device MUST verify signed RI responses and ROs. The signature verification MUST include a check of the

validity of all the certificates in the RI certificate chain, and of the revocation status of all revocable certificates in

the RI certificate chain, with the exception that in the Domain RO installation process, revocation status check

MAY be omitted as specified in 8.7.2.1. To allow the Device to do the certificate status check, the RI MUST

include OCSP responses for all revocable certificates in the RI certificate chain when sending signed responses

to the Device. The only exception to this is when the Device has sent the No OCSP Response extension in the

request that triggered the RI response. In case of a ROAP-RegistrationResponse containing a nonce-based OCSP response the Device MUST first process the OCSP response as specified in 6.3. The determination of which certificates in an RI certificate chain are revocable is deemed to be part of the trust model of the root of trust of that chain. In case the root of trust does not specify such a policy, devices SHALL assume a default model. In the default model only the RI certificate is revocable and requires an OCSP response to prove its status.
…
Change 5:  Modify section 6.3 Device DRM time synchronization

...

A Device, which receives a ROAP-RegistrationResponse message containing a nonce-based OCSP response

where the nonce in the OCSP response matches the nonce sent in the Device's ROAP-RegistrationRequest,

MUST validate the OCSP response and the expiry time of all certificates from the OCSP responders certificate chain using the time in the producedAt component of the OCSP response. Assuming this was successful, the Device MUST adjust the DRM Time for the current trust model to  the time in the producedAt component of the OCSP response. The validation of the RegistrationResponse (and of the Rights Issuers certificate expiry times) shall be performed afterwards by using this DRM Time. Unconnected Devices that do not support DRM Time SHALL also use this time to validate the RegistrationResponse and may forget it afterwards. Barring network latency and response times, the procedure described here will synchronize the Device’s DRM Time with the OCSP responder's.

…
Change 6:  Modify section 16.3.5.1 DRM Time

The OMA DRM system assumes the presence of DRM Time in the DRM Agent. Since users are not able to

change DRM Time, this specification defines a mechanism by which the DRM Time can be synchronized with the

time held by an OCSP responder.
Devices supporting multiple trust models MUST maintain one DRM time per trust model. This is to minimize the effect of a “fake” or compromised trust model on other trust models.
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