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1 Reason for Change

ROAP Trigger:

Section 11.4 of the DRM Specification states:

“A ROAP-ROResponse PDU MAY be delivered using WAP Push [PUSHOTA].

The DRM Agent MUST be able to receive and process a ROAP PDU that is pushed using the Push Application ID

defined above.

A ROAP Trigger MAY be delivered using WAP Push [PUSHOTA].”
Although we don’t see the value in being able to push all types of ROAP PDUs we believe there is a clear benefit in being able to push ROAP Triggers, however, due to the use of XML it can take up to 6 or 7 SMS’s to do so.  To overcome this problem we propose to define a compact binary version of the ROAP Trigger for use in push messages.
DCF File extensions:
In the windows environment content handlers/renders are identified by their file extension, however, when content is protected using OMA DRM v2.0 the extension is by default .odf.  Other DRM systems use different file extension to differentiate between different types of content.  Since the use of a single extension is problematic in a windows environment we propose to define a set of file extensions that can be used to give a basic indication of the content type. E.g. Audio, video etc
2 Impact on Backward Compatibility

V2.0 Devices will not support the proposed additions.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes proposed within this CR.
6 Detailed Change Proposal

6. Market Requirements 

 Version 1

1. It SHALL be possible to precisely identify DRM Content such that Rights Object may be unambiguously associated with it.

2. It SHALL be possible for Rights Issuers to send Rights Objects to Devices . 

3. The Permissions in a Rights Object SHALL be enforced by an OMA DRM Conformant Device.

4. It SHALL NOT be possible for a DRM Agent to use DRM Content unless appropriate Rights Object have been associated with that DRM Content and the DRM Agent possesses the required Rights Object.

5. It SHALL be possible to separate Rights Object and DRM Content physically, but not logically. 

6. It SHALL be possible for Rights Objects and DRM Content to be delivered via the same or different transport mechanisms. Delivery SHALL be possible using any transport mechanism.

7. DRM Content may contain Media Objects of any Content Type.

8. It SHALL be possible for the Device to identify whether it can play a certain item of DRM Content before requesting the Rights Object for that item of DRM Content.

9. It SHALL be possible for a Rights Issuer to discover whether a Device can play a certain item of DRM Content before issuing the Rights Object (for that item of DRM Content) to the Device.

10. Permissions within the Rights Object SHALL enable the following capabilities. All Permissions SHALL be explicitly stated:

a. It SHALL be possible to specify Permissions for the following rendering types:

i. Play

ii. Execute

iii. Display

iv. Print

b. It SHALL be possible to specify the following Constraints on usage:

i. Time/date based

ii. Count based

Version 2

11.  Permissions within the Rights Object SHALL enable the following capabilities. All Permissions SHALL be explicitly stated:

a. It SHALL be possible to export both Rights Objects and DRM Content from a Device to another DRM system, to transfer to a copy protected storage medium or to stream over a copy protected transport mechanism.

b. It SHALL be possible to specify the following Constraints on usage:

i. Metered time based (i.e. that the Device can Play the DRM Content as long as the metered usage time is less than a specified time)

ii. User identity based (i.e. that the Device can only Play the DRM Content when being used by a specified User)

12. It SHALL be possible to Backup both DRM Content and stateless Rights Objects from a Device.

13. It SHALL be possible for the Rights Issuer to reliably identify the Device for the purpose of either issuing or refusing a Rights Object to that Device. 

14. It SHALL be possible for Rights Issuers to protect Rights Objects intended for a particular Device such that the Rights Object can only be processed by that Device.

15. It SHALL be possible for Rights Issuers to protect Rights Objects intended for a particular group of Devices (a “domain”) such that the Rights Object can only be processed by Devices within the intended group.

16. It SHALL be possible for Devices to send Rights Objects to other Devices (the receiving Device will only be able to process the rights object if the Rights Issuer that issued the Rights Object enables this).

17. It SHALL be possible for Rights Objects and DRM Content to be delivered at the same or different times and to be received in any order. 

18. It SHALL be possible for a Device which receives super-distributed DRM Content to be able to validate its integrity .

19. It SHALL be possible to package multiple items of DRM Content and download this package to a user, whilst assigning different Permissions for each item of that Composite Object.

20. Devices that support the requirements of Version 2 SHALL also comply with all SCR for Version 1 in an interoperable manner.

21. It SHALL be possible for a Device to play DRM Content which has been restored from a Backup. 

22. . It SHALL be possible for the Device to copy DRM Content and encrypted Rights Objects to another Device, that does not necessarily have network access e.g. from a phone to a portable media player.

Version 2.1

23. It SHALL be possible for the RI to enable/disable metering by a specific DRM Agent.

24. It SHALL be possible for the DRM Agent to record detailed usage data for metered content, including the number of plays and accumulated time consumed. 

25. It SHALL be possible for the DRM agent to report aggregated usage data for a specific time period to the RI in response to a request from the RI. 

26. It MAY be possible for the DRM Agent to periodically report aggregated usage data for a specific time period to the RI according to an pre-defined RI schedule.

27. A mechanism SHALL be provided to enable metering on connected devices. A mechanism MAY be provided to enable metering on unconnected devices. 
28. The RI SHALL be able to specify the desired behaviour for the case where the DRM Agent does not report back at the requested time. e.g. report at first available opportunity, delay report until next scheduled report date/time. It should also be possible to disable access to metered content until a delayed report is made.  

29. On withdrawal of user consent to metering the DRM agent SHALL make a metering report to the RI with the final usage information. A final report SHOULD also be made when the user requests an action which will prevent further reporting, e.g. removal of the RI context. 

30. It SHALL be possible for the RI to configure the period of time (or other suitable metric) that constitutes a consumption for the purpose of metering on a per RO basisi.e. if metered content is consumed for great than this period of time (or other metric) the DRM Agent will record the consumption as a metered event.  If the metered content is consumed for less then this period of time (or other metric) the DRM Agent will NOT record the consumption as a metered event.
31. It SHALL be possible for the DRM Agent to inform the RI that some aggregated metering usage data is available for upload.
32. OMA DRM v2.1 SHALL define a compact binary encoding scheme for ROAP Triggers
33. It SHALL be possible to use different file extensions to give a basic indication of the type of content e.g. music, video.
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