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1 Reason for Change

The PDCF file format is designed to contain continuous media (audio or video content). This type of media often needs a lot of bytes to be coded, and therefore PDCFs can be very big.
A PDCF can be integrity protected by a hash value, which appears in the RO. This hash value is calculated over the whole PDCF, which means that if the device needs to check the integrity of the PDCF before rendering it, it might take a lot of time. This influences the user experience in a negative way, since the user has to wait for a while before he can consume the content.

In this CR a partial hash table is introduced. The partial hash table contains multiple hash values, each corresponding to a part of the PDCF. The partial hash table itself is integrity protected by the hash value in the RO.

When a device starts the rendering, it first has to prove the integrity of the partial hash table. It can then start rendering and proving the partial hashes simultaneously. When the integrity check of a part fails, the rendering of the content is aborted.

2 Impact on Backward Compatibility

Old devices that do not know the partial hash table are unable to prove the integrity of a PDCF that is protected by a partial hash table.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DLDRM group to accept the CR.
6 Detailed Change Proposal

7. Continuous Media Profile (PDCF)

The Continuous (Packetized) Media profile is targeted for media content like audio and video. Audio and video files MAY be included in a DCF format, but since the PDCF format has been specifically designed for Continuous Media, it provides additional advantages for those media types.

The PDCF format is an instance of the ISO Base Media File Format [ISO14496-12] that supports encrypted media tracks, which MUST use OMA DRM for key management and MUST include the OMA DRM data structures defined in this specification. Examples of ISO Base Media File Format instantations are the 3GP format [TS26.244] and 3G2 format [C.S0050].

The PDCF format MAY be used for downloaded content or for hosting streamable content. OMA DRM specifies common data structures for file formats and additional information on top of streaming services. The OMA DRM 2.0 specifications define key management functionality supporting Continuous Media but services can optimise the protocols and codecs in their architecture. Supporting the PDCF format is OPTIONAL for a Device.

7.1 PDCF File format

This specification defines the OMA DRM key management part of the PDCF format. In the ProtectionSchemeInfoBox, there is space for a “black box” (SchemeInformationBox) describing the key management governing access to the encrypted media content. In a PDCF file, this box MUST be the OMADRMKMSBox. 

The basic PDCF file format data structures are defined by the corresponding base file format specification, and this specification only adds OMA DRM specific structures and parameters. Other DRM mechanisms MAY be used in those file formats supporting encrypted media tracks, but not in PDCF files, as explained in this specification.

Figure 4: Example PDCF Structure
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The Figure 4 illustrates how protection information is stored in a PDCF. It is an example where only the video track is protected by placing a ProtectionSchemeInfoBox into the track and specifying the OMA DRM identifier as the key management system. All tracks in a PDCF can be protected with the mechanism.

There is a difference between a streamable PDCF and a non-streamable PDCF. A streamable PDCF MUST conform to the server profile of the file format specification, and the media data is stored as packets. In a non-streamable PDCF, media data is stored as samples. An access unit is a group of one or more samples.

The encryption process changes both packet and sample formats from the original plaintext.  The file format may support also other DRM key management systems than OMA DRM 2.0, but the encrypted access unit format is specific to OMA DRM. Thus, in the encryption process, non-streamable PDCFs MUST have the OMADRMAUHeader (see  7.1.4) inserted before each access unit.

7.1.1 DRM Scheme Type

The SchemeTypeBox includes information on which DRM system is being used to manage keys and decryption of the content. As the media file format MAY support also other key management systems than OMA DRM, the key management system in use is indicated by a 4CC in the SchemeType field [ISO14496-12]. 

Table 11 : PDCF Scheme Type for OMA DRM

	SchemeType
	Value
	Semantics

	OMA DRM
	‘odkm’
	OMA DRM is used for key management in the PDCF.


Table 12: PDCF Scheme Version for OMA DRM

	SchemeVersion
	Value
	Semantics

	OMA DRM 2.0
	0x00000200
	OMA DRM version is 2.0


For PDCF files conforming to this specification, the SchemeType MUST be the 4CC ‘odkm’, and SchemeVersion MUST be 0x00000200 (version 2.0). If OMA DRM key management scheme ‘odkm’ is indicated, then the file is a PDCF and MUST contain at least one OMADRMKMSBox. A PDCF MUST support only OMA DRM for the key management system.

7.1.2 Scheme Information

The SchemeInformationBox (‘schi’) is used to carry DRM key management system specific information, thus it is only a container box. For OMA DRM, this box MUST include exactly one OMADRMKMSBox, as the first sub-box.

7.1.3 OMA DRM Key Management System

There MAY be several instances of the OMADRMKMSBox in a PDCF file, and one can appear either at the movie level or exactly one per each protected track. 

aligned(8) class OMADRMKMSBox extends FullBox('odkm', version, 0) {


OMADRMCommonHeaders 

Headers;

// Common headers box


OMADRMAUFormatBox

AUFormat;

// optional

OMADRMPartialHashTableBox
PartialHashTable;
// optional
}
Table 13 : OMA DRM Headers in PDCF
	Field name
	Type
	Purpose

	Headers
	OMADRMCommonHeaders
	OMA DRM Common headers as defined in  5.2.1.


Contained in the OMADRMKMSBox there MUST be:

· one OMADRMCommonHeaders box. The common headers box is exactly as defined in section 5.2.1
There MAY be :

· one OMADRMAUFormatBox, as the second sub-box.
· one OMADRMPartialHashTableBox, as either the second or third sub-box.
7.1.3.1 Common Headers

The Common headers box is exactly the same as defined in section 5.2.1. 

7.1.3.2 Access Unit Format

The OMADRMAUFormatBox is used to indicate the format of the headers placed on media access units.

aligned(8) class OMADRMAUFormatBox extends FullBox('odaf', 0, 0) {


bit(1) SelectiveEncryption;

bit(7) reserved;

unsigned int(8) KeyIndicatorLength;


unsigned int(8) IVLength; 

}
Table 14 : OMA DRM Headers in PDCF
Where
SelectiveEncryption : Describes the use of Selective Encryption. This bit should be set to 1 in this version of the specification.
IV length: Describes the size of the initialization vector in bytes. This length should be consistent with the algorithms used and indicated in table 1.
Key indicator length: Describes the size of the key indicator in bytes. In this version of the specification, the value of KeyIndicatorLength is 0.

7.1.3.3
 Partial Hash Table

In the case that a PDCF is very large, calculating the hash before allowing access to the content can be time-consuming. If it is required to verify the hash over all the data before allowing access to the content, the user may have to wait for a long time. It is therefore possible to cut a PDCF in parts, and calculate the hash over these parts. The hashes of the various parts are stored in the OMADRMPartialHashTableBox. If this box exists, the hash that appears in <DigestValue> field in the RO is the hash over the Movie Box. Notice that the OMADRMPartialHashTable itself is part of the Movie Box, and therefore it is integrity protected by the hash in the <DigestValue> field.
The OMADRMPartialHashTable box has the following format:

aligned(8) class OMADRMPartialHashTableBox extends FullBox('odht', version, 0) {

unsigned int(16) number_of_hash_value_boxes;


for( i=0; i<number_of_hash_value_boxes; i++ ) {


unsigned int(160) hash;



unsigned int(32) first_AU_number;



unsigned int(32) last_AU_number;


}
}
The access units in a PDCF file are numbered per track. The first access unit of each track has the number '1', and the number is increased by one per subsequent access unit in the track.

The field 'hash' contains the 20 byte SHA-1 hash calculated over the access units with numbers in the range [first_AU_number, last_AU_number]. The hash is calculated over the concatenation of these access units (including their OMADRMAUHeaders), in order of ascending access unit numbers.
The device may start rendering the content and calculating the first partial hash at the same time. When a partial hash turns out to be wrong the device MUST stop the rendering of the content immediately.
7.1.4 Access Unit Format

The Access Unit Format specifies the format for each access unit protected by OMA DRM. A media file format specifies the layout of the media data as samples, but the encryption/decryption process requires additional information carried in each access unit. The additional information is dependent on the DRM key management used. OMA DRM specifies its own access unit header, which MUST precede the codec-specific sample data in each access unit.

aligned(8) class OMADRMAUHeader {


bit(1)
EncryptedAU;


// Encryption indicator


bit(7)
reserved;


// Must be zero


if (EncryptedAU==1) {



unsigned int(8 * KeyIndicatorLength) KeyIndicator;



unsigned int(8 * IVLength) IV;


}

Table 15: PDCF Access Unit Format

	Field name
	Type
	Purpose

	EncryptedAU
	bit(1)
	Encryption Indicator for the access unit. 

	KeyIndicator
	unsigned int(8 * KeyIndicatorLength)
	In this version, the length of the KeyIndicator is 0, so this field can be ignored.

	IV
	unsigned int(8 * IVLength)
	IV data


Table 16: Selective Encryption Indicator values

	SelectiveEncryption
	Value
	Semantics

	None
	0
	Access unit is not encrypted.

	Encrypted
	1
	Access unit is encrypted.


When encrypting PDCF Content, the OMADRMAUHeader information MUST be added to the processed access unit, also if the EncryptionMethod field in the OMADRMCommonHeaders box is set to NULL. A playing Device uses the header information for decryption purposes and is able to extract the actual sample(s).
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