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1. Scope
2. References

3. Terminology and Conventions

4. Introduction

5. Structure

This section describes the structure of the rights expression language. The REL is defined as a mobile profile of ODRL v1.1 [ODRL]. Rights are the collection of permissions and constraints defining under which circumstances access is granted to DRM Content. The structure of the rights expression language enables the following functionality:

1. Metadata such as version and content ID

2. The actual rights specification consisting of

a. Linking to and providing protection information for the content, and

b. Specification of usage rights and constraints

Models are used to group rights elements according to their functionality, and thus enable concise definition of elements and their semantics. The following models are used throughout this specification:

· Foundation model

· Agreement model

· Context model

· Permission model

· Constraint model

· Inheritance model

· Security model

The rights expression language is defined as a mobile profile, i.e., a subset, of ODRL. Section 5.8 specifies how to handle ODRL models and elements that are not used in this specification.

5.1 Foundation Model

5.2 Agreement Model

5.3 Context Model

5.4 Constraint Model

The constraint model enhances the permission model by providing fine-grained consumption control of content.

Constraints are associated with one permission element at a time. For a permission to be granted all its constraints MUST be fulfilled. If a constraint is not understood or cannot be enforced by the consuming device the parent permission is invalid and MUST NOT be granted. If present, a <constraint> element SHOULD contain at least one of its child elements. If a <constraint> element does not contain any constraints such as <count>, <datetime>, etc. it is unconstrained, and a DRM Agent MUST grant unconstrained access according to the permission containing such an unconstrained <constraint> element.

5.4.1 Element <constraint>

	Element
	<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*)>

	Semantics
	The <constraint> element is the top most element in the constraint model. It contains the optional <count>, <timed-count>, <datetime>, <interval>, <accumulated>, <individual>, and <system> elements.

The <constraint> element contains <system> elements only when its parent <permission> element contains the <export>, <play>, or <display> element.


5.4.1.1 Attribute “id”

	Attribute
	<!ATTLIST o-ex:constraint  o-ex:id ID  #IMPLIED>

	Semantics

	The “id” attribute is the identifier of the <constraint> element.  It uniquely identifies each <constraint>.

The “id” attribute MUST be unique within the Rights Object.
Note that this attribute is used when Uploading Rights to the RI as specified in [DRM-v2.1]. In the Rights Object Upload protocol the latest state information for each stateful constraint must be uploaded. The id attribute is used to associate the updated constraints with the constraints in the original rights object. This attribute SHOULD be specified for all stateful constraints.


6. Syntax

As described in section 4, this specification defines

1. A subset, i.e., a mobile profile, of ODRL, and

2. A data dictionary defining additional permissions and constraints beyond those provided by ODRL.

The OMA data dictionary is defined in an XML Schema utilizing the extension mechanisms provided by the original ODRL expression language and data dictionary schemas. The document type definition (DTD) defines the set of permissible Rights Objects for DRM Agents. Rights Objects generated according to the DTD validate against the combination of the original ODRL expression language schema and data dictionary schema as well as the OMA data dictionary schema (and those utilized by those, e.g., [XMLSIG] and [XMLENC]).

The subset is contained in section 6.1 and section 6.2 defines the OMA data dictionary utilized in addition to the ODRL data dictionary.

6.1 ODRL Subset

Figure 6.1 depicts the syntax of the ODRL mobile profile using XML document type definition [XML]. The document type definition has the public identifier ’-//OMA//DTD DRMREL 2.0//EN’ and is located at ’http://www.openmobilealliance.org/tech/DTD/drmrel20.dtd’.

A DRM Agent MUST be able to parse all elements defined in the DRM REL DTD. Proprietary elements MAY be added in new namespaces. DRM Agents MAY ignore any element not defined in the DRM REL DTD. This DTD defines the valid subset of Rights Objects for OMA DRM 2.0 that can be generated as jointly defined by the ODRL expression language XML schema, the ODRL data dictionary XML schema and the OMA data dictionary XML schema.

Rights Issuer servers MUST be able to generate Rights Object according to the below DTD.

<!ELEMENT o-ex:rights (o-ex:context, o-ex:agreement)>

<!ATTLIST o-ex:rights


xmlns:o-ex CDATA #FIXED “http://odrl.net/1.1/ODRL-EX”


xmlns:o-dd CDATA #FIXED “http://odrl.net/1.1/ODRL-DD”


xmlns:oma-dd CDATA #FIXED “http://www.openmobilealliance.com/oma-dd”


xmlns:ds CDATA #FIXED “http://www.w3.org/2000/09/xmldsig#”


xmlns:xenc CDATA #FIXED “http://www.w3.org/2001/04/xmlenc#”


o-ex:id id #REQUIRED

>

<!ELEMENT o-ex:context (o-dd:version?, o-dd:uid*)>

<!ELEMENT o-dd:version (#PCDATA)>

<!ELEMENT o-dd:uid (#PCDATA)>

<!ELEMENT o-ex:agreement (o-ex:asset+, o-ex:permission*)>

<!ELEMENT o-ex:asset (o-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?)>

<!ATTLIST o-ex:asset

   o-ex:id ID #IMPLIED

   o-ex:idref IDREF #IMPLIED

>

<!ELEMENT o-ex:inherit (o-ex:context)>

<!ELEMENT o-ex:digest(ds:DigestMethod, ds:DigestValue)>

<!ELEMENT ds:DigestMethod (#PCDATA)>

<!ATTLIST ds:DigestMethod


Algorithm CDATA #FIXED "http://www.w3.org/2000/09/xmldsig#sha1"

>

<!ELEMENT ds:DigestValue (#PCDATA)>
<!ELEMENT ds:KeyInfo (xenc:EncryptedKey?, ds:RetrievalMethod?)>

<!ELEMENT xenc:EncryptedKey (xenc:EncryptionMethod, ds:KeyInfo?, xenc:CipherData)>

<!ELEMENT xenc:EncryptionMethod (#PCDATA)>

<!ATTLIST xenc:EncryptionMethod


Algorithm CDATA #FIXED "http://www.w3.org/2001/04/xmlenc#kw-aes128"

>

<!ELEMENT xenc:CipherData (xenc:CipherValue)>

<!ELEMENT xenc:CipherValue (#PCDATA)>

<!ELEMENT ds:RetrievalMethod (#PCDATA)>

<!ATTLIST ds:RetrievalMethod


URI CDATA #REQUIRED

>

<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?)>

<!ELEMENT o-dd:play (o-ex:constraint?)>

<!ELEMENT o-dd:display (o-ex:constraint?)>

<!ELEMENT o-dd:execute (o-ex:constraint?)>

<!ELEMENT o-dd:print (o-ex:constraint?)>

<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*)>
<!ATTLIST o-ex:constraint
   o-ex:id ID #IMPLIED
>
<!ELEMENT o-dd:count (#PCDATA)>
<!ELEMENT oma-dd:timed-count (#PCDATA)>

<!ATTLIST oma-dd:timed-count


oma-dd:timer CDATA #IMPLIED
>

<!ELEMENT o-dd:datetime (o-dd:start?, o-dd:end?)>
<!ELEMENT o-dd:start (#PCDATA)>

<!ELEMENT o-dd:end (#PCDATA)>

<!ELEMENT o-dd:interval (#PCDATA)>
<!ELEMENT o-dd:accumulated (#PCDATA)>
<!ELEMENT o-dd:individual (o-ex:context)>

<!ELEMENT oma-dd:export (o-ex:constraint)>

<!ATTLIST oma-dd:export


oma-dd:mode (move | copy) #REQUIRED

>

<!ELEMENT oma-dd:system (o-ex:context+)>

Figure 6.1. Syntax.

6.2 OMA Data Dictionary

A DRM Agent MUST be able to parse all elements defined in the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://www.openmobilealliance.com/oma-dd"
   xmlns:xsd="http://www.w3.org/2001/XMLSchema"

   xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
   xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

   xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
   xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"
   elementFormDefault="qualified" attributeFormDefault="qualified"
>
   <xsd:import namespace="http://odrl.net/1.1/ODRL-EX"
schemaLocation="http://odrl.net/1.1/ODRL-EX-11.xsd"/>

   <xsd:element name="export" substitutionGroup="o-ex:permissionElement">

      <xsd:complexType>

         <xsd:complexContent>

            <xsd:extension base="o-ex:permissionType">

               <xsd:attribute name="mode" use="required">

                  <xsd:simpleType>

                     <xsd:restriction base="xsd:NMTOKEN">

                        <xsd:enumeration value="move"/>

                        <xsd:enumeration value="copy"/>

                     </xsd:restriction>

                  </xsd:simpleType>

               </xsd:attribute>

            </xsd:extension>

         </xsd:complexContent>

      </xsd:complexType>

   </xsd:element>

   <xsd:element name="system" type="o-ex:constraintType"
       substitutionGroup="o-ex:constraintElement"/>
   <xsd:element name="timed-count" substitutionGroup="o-ex:constraintElement">

      <xsd:complexType>

         <xsd:simpleContent>

            <xsd:extension base="xsd:positiveInteger">

               <xsd:attribute name="timer" type="xsd:positiveInteger" use="required"/>

            </xsd:extension>

         </xsd:simpleContent>

      </xsd:complexType>

   </xsd:element>
</xsd:schema>
Figure 6.2. OMA Data Dictionary schema
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