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1 Reason for Change

The aim of this document is to complete the SRM TS regarding support for HTTP transport between the DRM Agent and the SRM Agent.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG to review and approve this CR.

6 Detailed Change Proposal

1.1 Normative References
	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[OMADRMv2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[SCWS]
	“OMA Smart Card Web-Server”, Open Mobile Alliance(, OMA-TS-Smartcard-Web-Server-V1_0, URL:http://www.openmobilealliance.org/


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	AES
	Advanced Encryption Standard

	CEK
	Content Encryption Key

	CID
	Content Identifier

	DRM
	Digital Rights Management

	ESF
	Extended State Format

	GUID
	Globally Unique Identifier

	HMAC
	Keyed-Hash Message Authentication Code

	LCID
	List of Content Identifier

	LRID
	List of Rights Object Identifier

	OMA
	Open Mobile Alliance

	PDU
	Protocol Data Unit

	PKCS
	Public Key Cryptography Standards

	RID
	Rights Object Identifier

	RITS
	Rights Issuer Time Stamp

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RSA
	Rivest-Shamir-Adelman public key algorithm

	R-UIM
	Removable User Identity Module

	SD
	Secure Digital

	SHA1
	Secure Hash Algorithm

	S-MMC
	Secure MultiMediaCard

	SIM
	Subscriber Identity Module

	SRM
	Secure Removable Media

	SRM-AP
	Secure Removable Media - Access Protocol

	SRM-DP
	Secure Removable Media - Detection Protocol

	SRMP

	Secure Removable Media Protocol (Application Layer)

	USIM
	UMTS Subscriber Identity Module


3. Transport Mappings
This chapter shows SRM communication layer model and includes explanation of each layer. This chapter clarifies the scope of OMA SRM enabler and the work-scope of external organizations related to each type of SRM.
6.1 SRM Communication Layer Model

The SRM communication layer model divides the functions of a protocol into a series of layers. Each layer has the property that it only uses the functions of the layer below, and only exports functionality to the layer above. This chapter briefly dictates the specifications on how one layer interacts with another. 
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Figure 1: SRM Communication Layer
The SRM communication layer model consists of 4 layers: SRM access layer, transformation layer, middle layer and application layer. SRM access layer, transformation layer and middle layer have different property depending on each SRM type. However the application layer defines a common function of a protocol between devices and SRM regardless of the layers below.

6.1.1 Application Layer

The application layer defines services that facilitate communication between DRM Agents and SRM Agents. This layer is independent of lower layers so that this layer is common to all SRM types and transports SRM PDU.
OMA Secure Removable Media enabler specifies this layer.
6.1.2 Other Layers 

OMA Secure Removable Media enabler doesn’t specify all these layers, and they may be defined by external organizations related to each type of SRM. 
6.1.2.1 Middle Layer

The middle layer relieves the application layer of concern regarding syntactical differences in a message's data representation between device and SRM. This layer provides functional interface defined by OMA SRM enabler for DRM agents and SRM Agents in the application layer. The implementation of this layer depends on each type of SRM.
6.1.2.2 Transformation Layer

The transformation layer defines fragmentation and de-fragmentation of the representation of digital data in devices and SRM(s) and data blocks over a data line
6.1.2.3 SRM Access Layer

The SRM access layer defines all the electrical and physical specifications for device and SRM. This includes bus width, data rate, clock frequencies, and SRM form factor. The major functions and services performed by the SRM access layer are:
· Establishment and termination of a connection to a communications medium

· Modulation or conversion between data blocks and the corresponding signals transmitted over a communications channel

· Format of command line and data line
· SRM states and transition between each state
This layer also detects and corrects errors that may occur physically.
6.2 HTTP Transport Layer
An SRM MAY support an HTTP transport layer (as middle layer) to communicate with the DRM agent if it can implement a local HTTP server. In this case the DRM Agent can connect to the SRM as an HTTP client. The application layer PDUs are then transported and exchanged between the two entities over HTTP. Section 6.2.2 defines this HTTP mapping. 
6.2.2 HTTP Transport Mapping

The following sections describe how the SRMP PDUs are delivered using the HTTP 1.1 protocol. 
6.2.2.1 HTTP Headers

The HTTP Content-Type header MUST be supported. This header describes the media type that is present in the body part of the HTTP Request/Response.

The DRM Agent MUST include an HTTP Accept header when sending a SRMP request over HTTP. The Accept header specifies the media types that the DRM Agent will accept in response to the request.

Implementations MAY support other HTTP headers than those specified herein. The presence of HTTP headers other than those specified here when a SRMP message is received over HTTP SHOULD NOT by itself cause termination of the SRMP session.

6.2.2.2 SRMP Requests

· The DRM Agent SHALL send SRMP request PDUs as the body of HTTP POST requests. Example:

POST /SRM  HTTP/1.1
Host: 127.0.0.1:3516
Content-Type: application/vnd.oma.drm.srmp-pdu+xml

... [SRMP PDU] ...
In the above example the DRM Agent is using the Request-URI field for specifying the path component. The absolute URI of the SRM is specified using the HTTP Host header.

· The DRM Agent SHALL use the path “/SRM” (without the quotes) to address the SRM Agent
· The DRM Agent SHOULD use persistent connections when sending SRMP requests over HTTP.
· The DRM Agent SHALL support chunk as mandated in [HTTP]
· The DRM Agent SHALL indicate to the SRM that the message is a SRMP PDU using the HTTP Content-Type header with value application/vnd.oma.drm.srmp-pdu+xml. The following is an example of such a header field:



Content-Type: application/vnd.oma.drm.srmp-pdu+xml

· The DRM Agent SHALL use the HTTP Accept header to indicate acceptable media types in response to SRMP requests sent over HTTP. The DRM Agent MUST accept at least the following media types:

· application/vnd.oma.drm.srmp-pdu+xml

  
Example:

Accept: application/vnd.oma.drm.srmp-pdu+xml
· HTTP requests from the DRM Agent MUST NOT contain more than one SRMP request message.

6.2.2.3 SRMP Responses

· The SRM SHALL send SRMP response PDUs as the body of HTTP responses.

· The HTTP Content-Type header MUST be set to application/vnd.oma.drm.srmp-pdu+xml when a SRMP PDU constitutes the message-body of a response. Example:



Content-Type: application/vnd.oma.drm.srmp-pdu+xml
In case that the HTTP Content-Type header value in the SRMP Response does not match any of the Accept types in the corresponding SRMP Request, the Device SHALL terminate the SRMP session.

· The SRM MUST NOT include more than one SRMP response PDU in an HTTP response.

· The SRM MUST include an HTTP Cache-Control header with the value no-transform when sending an integrity-protected SRMP PDU. The no-transform directive prohibits network caches from doing any content transformations. The no-cache option must also be set in order to prevent caching of responses.
The following is an example:

  

Cache-Control: no-transform; no-cache
6.2.2.4 HTTP Response Codes

An SRM that refuses to perform a SRMP message exchange with a DRM Agent SHOULD return a 403 (Forbidden) response.  In the case of an error while processing an HTTP request, the SRM MUST return a 500 (Internal Server Error) response. This type of error SHOULD be returned for HTTP-related errors detected before control is passed to the SRMP engine, or when the SRMP engine reports an internal error (for example, the SRMP schema cannot be located). If the type of a SRMP request cannot be determined, the SRM MUST return a 500 (Internal Error) response code.

In these cases (i.e. when the HTTP response code is 4xx or 5xx), the content of the HTTP body is not significant. 

In all other cases, the SRM MUST respond with 200 (OK) and a suitable SRMP message (possibly with SRMP-related error information) in the HTTP body.

DRM Agents MUST be able to handle HTTP response codes specified here (200, 400, 403, and 500).
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