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1 Reason for Change

New versions of OMA DRM are currently being defined. These new versions will typically add functionality to OMA DRM 2.0 also by extending ROAP, the ProtectRO and the REL. 

Devices that implement OMA DRM 2.0 may encounter some of these extensions, because:

1. a (domain) protectedRO is received (out-of-band) from a Device of a newer OMA DRM version. 

2. An RI chooses a newer protocol, assuming the Device will disregard the newer extensions. 

The OMA DRM 2.0 specification is currently somewhat ambiguous with respect to the forward compatibility requirements for OMA 2.0 devices. It currently says:

· Q1: “The DRM Agent MUST ignore unknown or unsupported permission elements.” 
(REL, section 5.4)

· Q2: “If a constraint is not understood or cannot be enforced by the consuming device the parent permission is invalid and MUST NOT be granted.” 
(REL, section 5.5)

· Q3:  “The version attribute indicates the version of the ROPayload type. …. The ROPayload version must not be confused with the OMA DRM version, which is independently set. The reason for having different versions is to enable Domain ROs to be shared between Devices with different OMA DRM protocol versions.”
(DRM, section 5.3.7)

These statements clearly indicated that OMA DRM 2.0 anticipates future extensions to the REL and the ROPayload. The current text specifies how to deal with unknown elements in the REL but is silent on unknown elements in the ROPayload – other than that there might be newer versions of it. 

This CR clarifies this ambiguity. 

Furthermore, the text currently says:

· Q4: “The Extensions type is a list of type-value pairs that define optional ROAP features supported by a Device or an RI. Extensions may be sent with any ROAP message. Please see Section 5.4 in this document for applicable extensions. Unless an extension is marked as critical, a receiving party need not be able to interpret it, and a receiving party is always free to disregard any (non-critical) extensions.” 
(DRM, section 5.3.7)

· Q5: “Note that all ROAP messages and triggers are XML 1.0 data. ROAP messages and triggers MUST validate against the ROAP schema [DRMROAPXSD-v2] and MUST not use namespace prefixes other than those used in that ROAP schema.“
(DRM section 5.3.3)

These statements are in themselved not really contradictory or ambiguous. However – other that the name may suggest – they  do not allow for any “extensions” beyond the ones defined in OMA DRM 2.0 itself. Strictly speaking these statements means that next versions ROAP may define whatever they want but RI’s should restrict the communication with 2.0 devices to the protocol as defined in 2.0 including the extensions defined in 2.0. 

However other statements in OMA DRM 2.0 make Q4 and Q5  ambiguous. For example :

· Q6: “The version attribute is a <major.minor> representation of the ROAP trigger. For this version of the specification,version SHALL be set to "1.0". Minor version upgrades must always be backwards compatible.”
(DRM, section 5.2.1)

· Q7: “Version is a <major.minor> representation of the highest ROAP version number supported by the Device. Devices MUST support all versions prior to the one they suggest. For this version of the protocol, Version SHALL be set to "1.0". Minor version upgrades must always be backwards compatible.” 
(DRM, section 5.4.2.1)

If (as specified by Q4 and Q5 above) the RI must communicate with a 2.0 Device using the ROAP 1.0 why then would a 2.0 Device ever encounter any ROAP-PDU other than of version 1.0 and why is it important for 2.0 Devices that Minor version upgrades are always backwards compatible? 

While working on newer versions of the DRM enabler, the DLDRM group felt that the principle in Q4 and Q5 would place an unneccesarily large burden on RI’s to implement each and every version of ROAP independently. Also, because strictly speaking an RI is also not allowed to deliver newer versions of the ROPayload to older device, this principle hampers market adoption of new features in a domain that combines devices of different versions. Therefore at least in newer versions OMA DRM, less restrictive forward compatibility requirements will be specified.

But given the ambiguity in Q4 – Q7 and the use of “extensions” and given the difficulties of not providing for forward compatibility, we believe that 2.0 DID intend to allow for forward compatibility with future extensions using the “extensions” mechanism and that this needs additional clarification. 

Instead of making changes across the specification, this CR proposes to add a clarifying informative section to OMA DRM 2.0, to remove the ambiguities mentioned above. 

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes.

6 Detailed Change Proposal

7. Appendix I. Forward Compatibility (Informative)

It is expected that OMA will continute to develop its DRM enabler to enable new features on new devices and services. At the same time implementations of this version of the OMA DRM enabler will be used in the market. This means that users will own and use Devices that implement different versions of OMA DRM with the same services and/or in the same domain. For this purpose, this enabler specifies the behaviour of the DRMAgent in case it uncounters unknown permissions and contraints ([DRMREL], sections 5.4 and 5.5) and it allows for versioning and extension of ROAP PDU’s (sections 5.3.7 and 5.3.9).  This sections contains a number of examples of possible types of extensions that are expected in the future. Implementers, in particularof DRM Agents that implement the concept of domains, are strongly encouraged to make sure that their implementations handle these types of future extensions correctly. 

7.1 ROPayload with future extensions

This example of a possible future ROPayload is based on example G.1.7. The future modifications are marked in a bold typeface. In this example, the ROPayload:

· is of version 2.3

· contains in addition to a play-permission (already define in OMA DRM 2.0) a “NewKindOfPermission”-permission (unknown in OMA DRM 2.0) 

· some additional elements in the ROPayload, appended after all elements known from OMA DRM 2.0.

Implementations of OMA DRM 2.0 are expected to disregard the unknow permission and additional elements but to correctly handle the ROPayload and thus potentially grant the known play permission. 

<roap:protectedRO

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

  xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <roap:ro id="n8yu98hy0e2109eu09ewf09u" domainRO="true" version="1.0"

      riURL="http://www.ROs-r-us.com">

    <riID>

      <keyIdentifier xsi:type="roap:X509SPKIHash">

        <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

      </keyIdentifier>

    </riID>

    <rights o-ex:id="REL1">

      <o-ex:context>

        <o-dd:version>2.3</o-dd:version>

        <o-dd:uid>RightsObjectID</o-dd:uid>

      </o-ex:context>

      <o-ex:agreement>

        <o-ex:asset>

          <o-ex:context>

           <o-dd:uid>ContentID</o-dd:uid>

          </o-ex:context>

          <o-ex:digest>

           <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

           <ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK0fk=</ds:DigestValue>

          </o-ex:digest>

          <ds:KeyInfo>

           <xenc:EncryptedKey>

            <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

             <ds:KeyInfo>

                <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

            </ds:KeyInfo>

            <xenc:CipherData>

             <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

            </xenc:CipherData>

           </xenc:EncryptedKey>

          </ds:KeyInfo>

        </o-ex:asset>

        <o-ex:permission>

          <o-dd:play/>

        </o-ex:permission>

        <o-ex:permission>

          <NewKindOfPermission/>

        </o-ex:permission>

      </o-ex:agreement>

    </rights>

    <signature>

      <ds:SignedInfo>

        <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
                  <ds:SignatureMethod  

          Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>

        <ds:Reference URI="#REL1">

          <ds:Transforms>

            <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

          </ds:Transforms>

          <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

          <ds:DigestValue> sIo5hb+id8JtuOMNKs12=drf5+3df= </ds:DigestValue>

        </ds:Reference>

      </ds:SignedInfo>

      <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

      <ds:KeyInfo>

        <roap:X509SPKIHash>

          <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </roap:X509SPKIHash>

      </ds:KeyInfo>

    </signature>

    <encKey Id="K_MAC_and_K_REK">

      <xenc:EncryptionMethod

       Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <ds:KeyInfo>

        <roap:domainID>Domain-XYZ-001</roap:domainID>

      </ds:KeyInfo>

      <xenc:CipherData>

        <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

      </xenc:CipherData>

    </encKey>

    <NewUnknownFeatureDefined in 2.1/>
    <NewUnknownFeatureDefined in 2.3/>

  </roap:ro>

  <mac>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">

        <ds:Transforms>

          <ds:Transform Algorithm=http://www.w3.org/2001/10/xml-exc-c14n#/>

        </ds:Transforms>

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue> sIo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>

    </ds:KeyInfo>

  </mac>

</roap:protectedRO>
ROAP-PDU with future extensions

This example of a possible future joinDomainResponse is based on example G.1.9. The modifications are marked in a bold typeface. In this example, the ROAP-PDU contains two new extensions, unknown in OMA DRM 2.0. Implementations of OMA DRM 2.0 are expected to recogize these extensions as extensions of an unknown type. Since one of the extensions is marked as critical, OMA DRM 2.0 implementation must discard the ROAP PDU. 

<roap:joinDomainResponse

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  status="Success">

    <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

    <nonce>32efd34de39sdwefqwer</nonce>

    <domainInfo>

        <notAfter>2004-12-22T03:02:00Z</notAfter>

        <roap:domainKey>

            <encKey Id="Domain-XYZ-001">

                <xenc:EncryptionMethod

         Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>

                <ds:KeyInfo>

                    <roap:X509SPKIHash>

                        <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

                    </roap:X509SPKIHash>

                </ds:KeyInfo>

                <xenc:CipherData>

               <xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwopjsfdpojvct4w925342a</xenc:CipherValue>

                </xenc:CipherData>

            </encKey>

            <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                    <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

            </riID>

            <mac>ewqrewoewfewohffohr3209832r3</mac>

        </roap:/domainKey>

    </domainInfo>

    <certificateChain>

        <certificate>MIIB223121234567</certificate>

        <certificate>MIIB834124312431</certificate>

    </certificateChain>

    <ocspResponse>miibewqoidpoidsa</ocspResponse>

    <extensions>

        <extension xsi:type="newUnknownTypeOfExtension" critical=”true”/>

        <extension xsi:type="anotherNewUnknownTypeOfExtension" critical=”false”/>

    </extensions>
    <signature>d93e5fue3ue10ue2109ue1ueoidwoijdwe309u09ueqijdwqijdwq09uwqwqi009</signature>

</roap:joinDomainResponse>
7.2 ROAP Response with future status code

This example is of a possible future leaveDomainResponse is based on example G.1.11. The modifications are marked in a bold typeface. In this example, the leaveDomainResponse is unsuccesful, for a reason not specified by OMA DRM 2.0. RI implementations of this specification are expected to treat this as an “Abort” error code. 

<roap:leaveDomainResponse

xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

status="NoSuccessForFutureReason">

</roap:leaveDomainResponse>
7.3 New type of ROAP Trigger 

This example is of a possible future ROAP Trigger is modified from example G.1.12. The modifications are marked in a bold typeface. Implementation of OMA DRM 2.0 are expected to disregard unknown triggers. 

<roap:roapTrigger

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

version="1.0">

  <newKindOfTrigger>

  </newKindOfTrigger >

  <signature>

    <ds:SignedInfo>

      <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>
      <ds:SignatureMethod  

        Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/>

      <ds:Reference URI="#de32r23r4">

<ds:Transforms>

          <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

        </ds:Transforms>

        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

        <ds:DigestValue> sIo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>

      </ds:Reference>

    </ds:SignedInfo>

    <ds:SignatureValue>j6lwx3rvEPO0vKtMup4NbeVu8nk=</ds:SignatureValue>

    <ds:KeyInfo>

      <ds:RetrievalMethod URI="#K_MAC"/>

    </ds:KeyInfo>

  </signature>

  <encKey Id="K_MAC">

    <xenc:EncryptionMethod

     Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

    <ds:KeyInfo>

      <roap:domainID>Domain-XYZ-001</roap:domainID>

    </ds:KeyInfo>

    <xenc:CipherData>

      <xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urew0uderty5346wq</xenc:CipherValue>

    </xenc:CipherData>

  </encKey>

</roap:roapTrigger>
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