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1 Reason for Change

DLDRM WG has already agreed the CR-441 as a baseline principle for SRM revocation status checking, and the input contribution INP-458 from David et al. is currently being discussed.
This CR is to specify protocols to carry CRL between device and SRM in order to replace old CRL with later one. 
This CR doesn’t specify any principles or rules for revocation status checking that may influence the current discussion, but only message format.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes it into the current SRM technical specification. 
Discussion on SRM/SCE revocation status checking principle is on-going (CR-441, INP-458). However the source of this CR recommends that the DLDRM WG produces CRs on explicit issues against the SRM or SCE TS to meet schedule in WISPR.
6 Detailed Change Proposal

Change 1:  2.1 Normative References

	[CertProf]
	“Certificate and CRL Profiles”, OMA-Security-CertProf-v1_1, Open Mobile Alliance, http://www.openmobilealliance.org

	[RFC3280]
	"Internet Public Key Infrastructure - Certificate and Certificate Revocation List (CRL) Profile", Housley, R., Polk, W., Ford, W. and D. Solo, April 2002. http://www.ietf.org/rfc/rfc3280.txt


Change 2:  3.3 Abbreviations
	CRL
	Certificate Revocation List


Change 3:  Table 2 in 5.5.1.2 Security Elements
Table 2: Elements for Mutual Authentication
	Name
	Notation
	Description

	SRM Certificate
	CertS
	Certificate Chain of Secure Removable Media

	Device Certificate
	CertD
	Certificate Chain of Device

	SRM Public Key
	PuKeyS
	SRM’s public key used in signature verification and asymmetric encryption

	Device Public Key
	PuKeyD 
	Device’s public key used in signature verification and asymmetric encryption

	SRM Private Key
	PrKeyS
	SRM’s private key used in signature and asymmetric decryption

	Device Private Key
	PrKeyD
	Device’s private key used in signature verification and asymmetric decryption

	SRM Identifier
	IDS
	Hash of SRM Public Key by SHA1

	Device Identifier
	IDD
	Hash of Device Public Key by SHA1

	CRL
	CRL
	Certificate Revocation List containing the list of revoked SRM Certificate or Device Certificate


Change 4:  New Chapter 5.5.4.1 and 5.5.4.2
5.5.4 Revocation Status Checking

The revocation status checking is performed based on the following principles.
· During mutual authentication between the DRM Agent and SRM Agent, revocation status checking is performed locally by using a cached Certificate Revocation List (CRL).
· The functions defined in chapter 5.6 are allowed until a particular threshold is reached.
· Trust model sets thresholds.
· Once a threshold is reached, one or more of the functions in chapter 5.6 can be blocked.
· When the entity (DRM Agent or SRM Agent) receives a fresh CRL, then it resets its threshold counters. Once the threshold counters are reset, the blocked functions of chapter 5.6 are unblocked.
Editor’s Note:

Mutual authentication will be defined

Protocol to realize the certificate revocation status checking will be defined

Unblocking procedures, including receiving fresh CRL, will be defined.

Types of thresholds will be defined

For the DRM Agent and SRM Agent to replace old CRL with new CRL, this document specifies protocols for the following purposes:

· CRL Delivery from Device to SRM (Refer to 5.5.4.1)

The DRM Agent sends its CRL to the SRM Agent. The SRM Agent replaces the CRL in itself with the received CRL.

· CRL Delivery from SRM to Device (Refer to 5.5.4.2)

The DRM Agent retrieves CRL in SRM, and replaces its CRL with the retrieved CRL.

5.5.4.1 CRL Delivery from Device to SRM
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Figure 6: Sequence Diagram – CRL Delivery from Device to SRM
The DRM Agent sends the CRL_Update_Message request to replace the current CRL in the SRM with the CRL in the device. The parameters of the request are defined in Table 7.
Table 7: Parameters of CRL Update Message Request
	Parameters
	Protection Requirement
	Description

	CRL
	No
	Certificate Revocation List (CRL) contains revocation status information for Device Certificates or SRM Certificates. Refer to B.2



On receiving the CRL_Update_Message request, the SRM Agent verifies the signature over the CRL. If the signature of the CRL is valid, and the received CRL is newer than the CRL of the SRM, then the SRM Agent replaces the current CRL in the SRM with the received CRL.

After the action, the SRM Agent sends the CRL_Update_Message response to carry the result of the action. The parameters of the response are defined in Table 8.

Table 8: Parameters of CRL Update Message Response
	Parameters
	Protection Requirement
	Description

	Error Code
	No
	Refer to Table 9



If any error occurs during this action, the error SHOULD be reported to the DRM Agent. The Error Code parameter of the CRL_Update_Message response contains the error cases in Table 9.
Table 9: Error Code of CRL Update Message
	Error Code
	Description

	No Error
	CRL is updated in SRM successfully

	Old CRL
	CRL in the request is older than the CRL in SRM

	CRL Verification Failed
	The verification of the signature over CRL is failed.

	Unknown Error
	Other errors


5.5.4.2 CRL Delivery from SRM to Device


[image: image2.emf]DRM Agent SRM Agent

CRL_Retrieval_Message

1


Figure 7: Sequence Diagram – CRL Delivery from SRM to Device

The DRM Agent sends the CRL_Retrieval_Message request to retrieve the CRL in the SRM. This request doesn’t include any parameters.
On receiving the CRL_Retrieval_Message request, the SRM Agent retrieves the CRL stored in the SRM.

After the action, the SRM Agent sends the CRL_Retrieval_Message response to carry the result of the action. The parameters of the response are defined in Table 10.

Table 10: Parameters of CRL Retrieval Message Response
	Parameters
	Protection Requirement
	Description

	CRL
	No
	Certificate Revocation List (CRL) contains revocation status information for Device Certificates or SRM Certificates. Refer to B.2

	Error Code
	No
	Refer to Table 11



On receiving the CRL_Retrieval_Message response, the DRM Agent verifies the signature over the CRL. If the signature of the CRL is valid, and the retrieved CRL is newer than the CRL of the device, then the DRM Agent replaces the current CRL in the device with the retrieved CRL.
The Error Code parameter of the CRL_Retrieval_Message response contains the error cases in Table 11.
Table 11: Error Code of CRL Retrieval Message
	Error Code
	Description

	No Error
	CRL is retrieved from SRM successfully

	Unknown Error
	Other errors


Change 5:  Appendix B. CRL Profile
Appendix B. Certificates and CRL

B.1 Certificate Profiles and Requirements

B.2 CRL Profiles and Requirements
The profile for CRLs follows the CRL profile in the Certificate Revocation List (CRL) profile in [RFC3280] with the following modifications in Table 35:

Table 35: CRL Profile

	Fields
	Values

	Version
	Version 2 (Integer value is 1)

	Signature
	MUST be RSA with SHA-1

	Issuer
	MUST be present and MUST use a subset of following naming attributes from Certificate profiles in [OMADRMv2] – countryName, organizationName, organizationalUnitName, commonName, and stateOrProvinceName.

	ThisUpdate
	The issue date of this CRL

	NextUpdate
	The date by which the next CRL will be issued

	RevokedCertificates entries
	See Table 36

	Extensions
	CAs shall include the Key Identifier extension, identifying the public key corresponding to the private key used to sign a CRL.

CAs may also include the CRL Number extension, determining when a particular CRL supersedes another CRL.
CAs are recommended to not include any other extensions, but may, for compliance with [RFC3280], include the Issuing Distribution Point extension from [RFC3280] to identify how CRL information is obtained.

CAs MUST NOT include any other critical extensions.


When there are no revoked Device Certificates or SRM Certificates, the revoked certificates list MUST be absent. Otherwise, revoked Device Certificates or SRM Certificates are listed by the fields in Table 36.

Table 36: RevokedCertificates Entry fields in CRL Profile

	Fields
	Values

	UserCertificate
	Revoked certificate serial number

	RevocationDate
	Date of revocation decision

	CRL Entry Extensions
	CAs may define private CRL entry extensions to carry information unique to them.

Except the private CRL entry extensions, CAs MUST NOT include any other critical extensions.
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