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1 Reason for Change

The chapter 5.6.1 of this specification, “Movement of Rights from Device to SRM”, has provided the procedure to move rights from device to SRM.  However, the case that the occurrence of rights removal failure in device is not described.  In addition, if the DRM agent does not receive the Rights_Installation_Message response after rights is installed in SRM, DRM agent may cancel the Rights Movement protocol, which may be utilized to implement COPY function with interdicting certain response messages (e.g. Rights_Installation_Message Response) by malicious users.  
In this CR, we make some changes to the procedure of “Movement of Rights from Device to SRM”. The main changes are as follows:
(1) To add  UnsealRightsRequest and UnsealRightsResponse messages.,
(2) To add a sealed status for installed Rights in SRM,
(3) To add Unseal Rights action in SRM.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DLDRM WG agrees this CR and includes it into the current SRM technical specification. 
6 Detailed Change Proposal

Change 1:  Chapter 5.6.1 
5.6.1 Movement of Rights from Device to SRM

A Rights is moved from a device to an SRM by this function. The DRM Agent requests the SRM Agent to install the Rights (i.e. RO, ESF, ROID and LCID) in the SRM. (Refer to chapter 5.6.1.2 and 5.6.1.3). The installed Rights is sealed by DRM agent just before the installation in the SRM. If the Rights is installed in the SRM successfully, the DRM Agent SHOULD remove the Rights from the originated device. (Refer to chapter 5.6.1.4)
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Figure 8: Sequence Diagram – Movement of Rights from Device to SRM

5.6.1.1 

· 
· 
· 
· 

5.6.1.2 RightsInstallationRequest
The DRM Agent sends the RightsInstallationRequest  message to install the sealed Rights in the SRM.  Here, sealed Rights are Rights that are not usable (because the CEK is encrypted) and requires a key to unseal the Rights so they are usable (so the CEK can be decrypted).  Sealed Rights can not be Moved. The parameters of the request are defined in Table 12.
Table 12: Parameters of RightsInstallationRequest Message
	Parameters
	Protection Requirement
	Description

	RO
	Integrity & Confidentiality
	Refer to 5.2.1.1

	ESF
	Integrity
	Refer to 5.2.1.2

	ROID
	Integrity
	Refer to 5.2.2.1

	LCID
	Integrity
	Refer to 5.2.2.2


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the RightsInstallationRequest message, the SRM Agent installs the Rights in the SRM as specified in chapter 5.6.1.2.  The Rights is sealed by DRM agent before the installation.
After the action, the SRM Agent sends the RightsInstallationResponse  response to carry the result of the action. The parameters of the response are defined in Table 13.
Table 13: Parameters of RightsInstallationResponse Message 
	Parameters
	Protection Requirement
	Description

	
	
	

	Error Code
	Integrity
	Error cases of the Install Sealed Rights action in chapter 5.6.1.2. Refer to Table 14



	
	
	

	
	
	


The actual transaction of this request is specified in the SRM communication layers of chapter 6.1.2. The protection requirements MUST be supported by the layers.
On receiving the response, the DRM Agent performs the following actions:

· To verify the integrity of parameters in the response
If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST perform the following actions:

· The DRM Agent sends the recovery message to the SRM Agent. Refer to chapter 5.7.

· 
· The Move function is terminated. 
If the SRM Agent receives a properly formulated recovery message from the DRM Agent, then the SRM Agent MUST perform the following actions:

· The SRM Agent aborts Rights installation if begun, or removes the Rights if already installed.       

· The SRM Agent sends the recovery response message to the DRM Agent. Refer to chapter 5.7.
5.6.1.3 Install Sealed Rights
On receiving the RightsInstallationRequest  message, the SRM Agent installs the sealed Rights in the SRM. For the installation, the SRM Agent performs the following actions:

· 
· To verify the integrity of the request parameters

· To allocate an empty Rights Slot

· To store the sealed RO, ESF, ROID, and LCID (i.e. sealed Rights) at the allocated Rights Slot
The installed Rights MUST satisfy the following conditions:
-      The Rights is sealed in SRM.
· 
· 
If any error occurs during the installation, the error MUST be reported to the DRM Agent. The Error Code parameter of the RightsInstallationResponse message contains the error cases in Table 14.
Table 14: Error Code of RightsInstallationResponse Message
	Error Code
	Description

	No Error
	The Install Sealed Rights action is succeeded in SRM.

	No Enough Space
	The SRM doesn’t have enough space to store the Rights.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.


5.6.1.4 Remove Rights 
If the sealed Rights is  installed successfully in the SRM (i.e. No Error in Error Code parameter of the RightsInstallationResponse message), the DRM Agent removes the Rights from the originated device permanently. 
If the RO of the Rights is stateful, the DRM Agent removes the RO’s GUID (i.e. ROID) and RITS from the replay caches in [OMADRMv2].
Then, the DRM Agent reports the result of the remove action to unseal Rights in the SRM Agent with the UnsealRightsRequest message as specified in chapter 5.6.1.4.

UnsealRightsRequest
If the Rights is removed from device by DRM Agent, the DRM Agent sends an UnsealRightsRequest message to unseal the sealed Rights in SRM.  
The parameters of the UnsealRightsRequest message are defined in Table 15.
Table 15: Parameters of UnsealRightsRequest Message
	Parameters
	Protection Requirement
	Description

	ROID
	Integrity
	Refer to 5.2.2.1

	SealingKey
	Integrity & Confidentiality
	The key to unseal the sealed Rights

	
	
	



	
	

	
	

	
	

	
	


On receiving the UnsealRightsRequest, the SRM Agent unseals the Rights in the SRM with the sealing key as specified in chapter 5.6.1.5.  
After this action, the SRM Agent will send an UnsealRightsResponse message to the DRM Agent to carry the result of the action. The parameters of the response are defined in Table 16.
Table 16: Parameters of UnsealRightsResponse Message
	Parameters
	Protection Requirement
	Description

	ROID
	Integrity
	Refer to 5.2.2.1

	Error Code
	Integrity
	Error cases of Unseal Rights action in chapter 5.6.1.5. Refer to Table 17


Unseal Rights
On receiving the UnsealRightsRequest message from the DRM Agent, SRM performs this action to unseal the sealed rights with the sealing key from the UnsealRightsRequest message, and then the unsealed RO can be consumed to use its associated DRM contents.
If any error occurs during the unsealing, the error MUST be reported to the DRM Agent. The Error Code parameter of the UnsealRightsResponse contains the error cases as defined in Table 17.  
Table 17: Error Code of UnsealRightsResponse Message
	Error Code
	Description

	No Error
	The Unseal Rights action is succeeded.

	Invalid ROID
	There is no Rights indicated by the ROID in UnsealRightsRequest. message

	Invalid SealingKey
	The sealed Rights cannot be unsealed with the SealingKey indicated in the UnsealRightsRequest message


If the DRM Agent fails to receive the response, finds an error by referring to the Error Code, or fails to verify the integrity of parameters, then the DRM Agent MUST repeat the UnsealRightsRequest to unseal the sealed Rights in SRM until timeout. 
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