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1 Reason for Change

The MIDP specifications and OMA DLOTA specifications describe delivery protocols which involves the delivery of a descriptor file and a content file. The descriptor files of these specifications differ in their format and in their attributes. The MIDP descriptor (JAD) has a property file format in which each line is in the format: “name: value” whereas the OMA DLOTA descriptor (DD) is in XML format. 

In OMA DLOTAv1 it was specified that MIDP content will still be delivered with MIDP descriptor. As the features of OMA DLOTAv1 were limited and were almost all covered by MIDP descriptor, this was acceptable. OMA DLOTAv2 on the other hand defines many new attributes that are not covered by the MIDP descriptor. Adopting the same approach for DLOTAv2 will not enable service providers to exploit the new OMA DLOTA features for MIDP content.  This has already been recognized and to this end DLOTAv2 includes the Environment Element that can wrap environment specific meta information (i.e. for MIDP content the environment element can wrap a MIDP JAD file).  At present the DLOTAv2 specification does not define the details of how a DLOTAv2 agent should handle the download of MIDP content when the environment element is included in the DD.  In order to ensure interoperability and reduce the possibility of fragmentation this CR defines how DLOTAv2 should be used to download MIDP 2.0 content.  
It should be noted that the MIDP 3.0 is currently being specified as JSR 271, since it is not possible to pre-empt this specification the initial version of DLOTAv2 should address MIDP1.0 and MIDP 2.0 whilst still allowing DLOTAv2 to support MIDP 3.0 in the future. If a separate schema is required to support MIDP3.0 the environment element currently supports this by allowing the use of different envtype attributes and associated schemas for different environments.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group approves the changes proposed within this CR.
6 Detailed Change Proposal
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	DD
	Download Descriptor

	DRM
	Digital Rights Management

	DVB-H
	

	DLOTA
	Download Over the Air
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	General Authentication Architecture
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	HyperText Transfer Protocol
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	JavaTM Application Descriptor

	JAR
	JavaTM Archive

	J2ME
	JavaTM 2 Micro Edition

	MBMS
	Multimedia Broadcast Multicast Services

	MIME
	Multipurpose Internet Mail Extensions
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	Mobile Information Device Profile 
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	Multimedia Messaging Service
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	Open Mobile Alliance
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	SI
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	TLS
	Transport Layer Security
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	User Agent Profile
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	Universal Resource Locator
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	Wireless Application Protocol
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	Wireless Session Protocol

	WTLS
	Wireless Transport Layer Security

	XML
	Extensible Markup Language


6. Status Report Functionality
Within OMA Download OTA version 2.0, there are four types of notifications. These notifications are used to provide feedback on the status of the download and installation operations. These notifications can be used by a service to determine how many Media Objects were downloaded and installed, or if a large number of users aborted the download when they were presented with a formal description of the Media Object.
The confirmation of a successful download and installation operation is particularly useful in deployments where some kind of pay-per-transaction business model is used. The Status Report can also be used to optimise the allocation of server resources. 

However, it should be noted that a server cannot ever fully rely on the reception of a Status Report to indicate a completed transaction. The device may be unable to send the status report. Therefore the server needs to employ robust logic to discard hanging transactions. 

6.1 DLOTAv2 Status Reports

The status reports supported by OMA Download OTA version 2.0 are followings:
· Reservation Related Notifications

Reservation Related Notifications indicate to the Status Report Server that there was an error to execute the download timing reservation as specified in Section 5.2.4.1. Table 1 shows the status codes that are sent to the URI that is designated by the reservationNotiryURI element as defined in section 7.2.35.

Table 1  Status codes used for Reservation Related Notifications
	Status Code
	Status Message
	Informative description of Status Code usage

	955
	Reservation Error
	Indicates that the Download Agent was not able to execute the download transaction at the designated time,

	956
	Reservation Cancelled
	Indicates that after receiving the Download Descriptor with timing reservation related elements, the Download Agent or User decides to cancel timing reservation.

	959
	Mixed Status
	Indicates that the Media Objects of a Product have different statuses. Additional lines will contain the status for each Media Object of the Product.


· Download Completion Notification

The Download Completion Notification indicates to the Status Report Server that the Download Agent successfully downloaded the Media Object or Product. At the point where this notification is sent the Media Object or Product is not available to the user. Table 2 shows the status codes that are sent to the URI that is designated by the downloadNotifyURI element as defined in section 7.2.30. This notification can be used to achieve the pre-downloading Media Objects use case [DLREQ].
Table 2  Status codes used for Download Completion Notification
	Status Code
	Status Message
	Informative description of Status Code usage

	957
	Download Completion
	Indicates that the Media Object is correctly downloaded to the Download Agent. In this state, the Media Object is yet to be available to the user.

	959
	Mixed Status
	Indicates that the Media Objects of a Product have different statuses. Additional lines will contain the status for each Media Object of the Product.


· Installation Notification

The Installation Notification indicates the installation status of the Media Object or Product to the Status Report Server. If the installation was successful the Media Object or Product will be available to the user after the Download Agent has completed its obligations to send the Installation Notification as specified in Section 5.3.2. In the case of a failure the Installation Notification indicates that the Download Agent encountered an error during the installation of the Media Object or Product. If installation fails then the Media Object or Product MUST be discarded. Table 3 shows the status codes that are sent to the URI that is designated by the installNotifyURI element as defined in section 7.2.8.

If the installNotifyURI is defined for a Product, the Download Agent SHALL sent the notification as soon as all Media Objects are downloaded and prepared for installation. If the installNotifyURI is defined for a Product, it MUST NOT be defined for any of the Media Objects of the Product. If the Product is a compound Product, the installNotifyURI MUST NOT be defined for any Media Object of the Compound Product, even if the Compound Product does not have an installNotifyURI element.
Table 3  Status codes used for Installation Notification
	Status Code
	Status Message
	Informative description of Status Code usage

	900
	Success
	Indicates to the service that the Media Object was downloaded and installed successfully. 

	901
	Insufficient Memory
	Indicates to the service that the device could not accept the Media Object as it did not have enough storage space on the device. This event may occur before or after the retrieval of the Media Object.

	902
	User Cancelled
	Indicates that the user does not want to go through with the download operation. The event may occur after the analyses of the Download Descriptor, or instead of the sending of the Installation Notification (i.e. the user cancelled the download while the retrieval/installation of the Media Object was in process).

	903
	Loss of Service
	Indicates that the client device lost network service while retrieving the Media Object.

	905
	Attribute Mismatch

	Indicates that the Media Object does not match the elements and attributes defined in the Download Descriptor, and that the device therefore rejects the Media Object.

	906
	Invalid Descriptor
	Indicates that the device could not interpret the Download Descriptor. This typically means a syntactic error.

	907
	Invalid Type
	Indicates that the Device does not support one or more of the media types specified by the Type(s) element.

	951
	Invalid DDVersion
	Indicates that the device was not compatible with the “major” version of the Download Descriptor, as indicated in the DDVersion attribute (that is a parameter to the media element).

	952
	Device Aborted
	Indicates that the device interrupted, or cancelled, the retrieval of the Media Object despite the fact that the content should have been executable on the device. This is thus a different case from "Insufficient Memory" and "Non-Acceptable Content" (where the device has concluded that it cannot use the content).

	953
	Non-Acceptable Content
	Indicates that after the retrieval of the Media Object, but before sending the installation notification, the Download Agent concluded that the device cannot use the Media Object.

	954
	Loader Error
	Indicates that the URL that was to be used for the retrieval of the Media Object did not provide access to the Media Object. This may represent for example errors of type server down, incorrect URL and service errors.

	958
	Media Object Updated
	Indicates that the Download cancelled the Media Object Download due to the fact the Media Object has been updated.

	959
	Mixed Status
	Indicates that the Media Objects of a Product have different statuses. Additional lines will contain the status for each Media Object of the Product.

	960
	License Retrieval Success
	Indicates that the License retrieval for the Product or Media Object succeeded. This error MUST be reported separately from other errors. See paragraph 6

	961
	License Retrieval Failed
	Indicates that the License retrieval for the Product or Media Object Failed. This error MUST be reported separately from other errors. See paragraph 6

	962
	Envtype Not Supported
	Indicates that the device does not support the envtype that was specified in environment element of the Download Descriptor

	963
	Environment Internal Status
	Indicates that the status report includes the status according to the specific environment as returned by the environment specific content handler. A line shall follow with the internal status code (e.g. in the case of MIDP the installation status returned by the MIDP AMS).


· Deletion Complete Notification

The Deletion Completion Notification indicates to the Status Report Server that the Media Object or Product has been removed from the device, and the Media Object or Product is no longer available to the user. Table 4 shows the status codes that are sent to the URI that is designated by the deleteNotifyURI element as defined in section 7.2.30.

Table 4  Status codes used for Deletion Notification
	Status Code
	Status Message
	Informative description of Status Code usage

	912
	Deletion Complete
	Indicates that the Media Object was deleted from the device.

	959
	Mixed Status
	Indicates that the Media Objects of a Product have different statuses. Additional lines will contain the status for each Media Object of the Product.


6.3 Status Report Formatting

The Status Report must be formatted according to the ABNF syntax defined in this section. The ABNF notation used is defined in [RFC4234]. The terminals <DIGIT>, <WSP> and <CRLF> are also defined in [RFC4234]. The terminal <absoluteURI> is defined in [RFC3986].

fullStatusReport = overallStatusReport [ *(CRLF detailStatusReport) ] [CRLF environmentStatus] [ CRLF ] 
overallStatusReport = overallDownloadStatus [ CRLF overallLicenseStatus ]

overallDownloadStatus = statusLine

overallLicenseStatus = statusLine

detailStatusReport = detailDownloadStatus [ CRLF detailLicenseStatus ]

detailDownloadStatus = detailStatusLine

detailLicenseStatus = detailStatusLine

statusLine = statusCode 1*WSP statusDescription

detailStatusLine = absoluteURI 1*WSP statusLine

statusCode = 3DIGIT

statusDescription = *(VCHAR / WSP)
environmentStatus=*(VCHAR/WSP/CRLF/3DIGIT)
A <fullStatusReport> always contains an <overallStatusReport> that describes the status for the Product or Media Object that contains the installNotifyURI. In case the <fullStatusReport> is the status of a Product, additional <detailStatusReport> elements MAY be included, one for each Media Object within the Product. The additional <detailStatusReport> elements, one for each Media Object of the Product, MUST be included in case the Media Objects of the Product do not have the same Status for downloading the Media Object, or in case any of the Media Objects of the Product has a license element.

If the Media Object or Product contains a license element then the <overallStatusReport> or <detailStatusReport> element defining the status of the Media Object or Product MUST contain an <overallLicenseStatus> or <detailLicenseStatus> respectively.

The <statusCode> report element MUST be a Status Code as defined in Table 1 to Table 4 in section 6.1. The <statusDescription> MUST be a Status Message as defined in Table 1 to Table 4 in section 6.1. The <statusCode> and <statusDescription> for a single <statusLine> must be obtained from the same row from Table 1 to Table 4 in section 5.2.

The <statusCode> reported for the <statusLine> within the <overallStatusReport> of a Product MUST be set to 959 in case the download Status Code of the Media Objects of the Product are not all equal.
If the Media Object or Product contains an environment element then the <overallStatusReport> MAY contain a <environmentStatus> element. The <statusCode> reported for the <statusLine> within the <overallStatusReport> of a <fullStatusReport> that contains a <environmentStatus> element  MUST be set to 963.
Examples of the status report message is show in Appendix C.4.
7.2.3.2.9 environment
	Name
	Environment

	Definition
	Container of execution environment specific metadata needed for the Media Object processing. 

	Status
	Download Descriptor: Optional. User Agent: Optional (see below)

	Datatype
	XML schema any and its XML attribute “envtype” is an URI [RFC3986]

	Refinement
	

	Comment
	This element wraps the environment specific meta information described by namespace qualified XML elements. The envtype value unambiguously identifies the information set that can be included inside the environment element and the content handler of the Media Object. If the content handler is unknown then the client SHOULD abort the download transaction and post the “Envtype Not Supported” (962) status report if the installNotifyURI element is present in the Download Descriptor. The possible values of envtype, syntax and semantics of the internal meta data structures depend on separate environment specific standards. 
If the Device supports MIDP content then the Device MUST support the environment element and the processing of the environment element as defined in section 10.  If the Device does not support MIDP the Device MAY support the environment element


7. Relationship to JavaTM MIDP OTA 
OMA Download OTA version 2.0 may be used for all downloaded content types including JavaTM MIDlets. However, MIDP over the air specification [MIDPOTA] and the [MIDP20] specifications define the mechanisms for downloading JavaTM MIDlets. The JavaTM Application Descriptor (JAD, as defined in [MIDPOTA]) is used for JavaTM MIDlet downloads.


OMA Download version 2.0 provides the environment element that can wrap  environment specific meta information described by namespace qualified XML elements. Therefore, the environment element can be used to wrap a JAD file so that the JAD file can be downloaded together with the Download Descriptor, thereby allowing service providers to support MIDlet download whilst still leveraging the advanced features that OMA Download OTA v2.0 provides.

This  section defines how OMA Download OTA version 2.0 may be used to download MIDP MIDlets using the environment element. As specified in section 7.2.3.2.9 the envtype attribute of the environment element unambiguously identifies the information set that can be included inside the environment element and the content handler of the Media Object.  For MIDP this envtype is:

 
http://www.openmobilealliance.org/xmlns/ddv2MIDPJAD"
The corresponding schema to allow a MIDP JAD to be embedded within the environment element is defined as: 
<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema 
      targetNamespace="http://www.openmobilealliance.org/xmlns/ddv2MIDPJAD"
      xmlns:dd="http://www.openmobilealliance.org/xmlns/ddv2MIDPJAD"
      xmlns:xsd="http://www.w3.org/2001/XMLSchema"
      elementFormDefault="qualified">

      <xsd:element name="jad" type="xsd:base64Binary"/>

</xsd:schema>
If the Device supports MIDP content then the Device MUST support the environment element and the processing of the environment element as defined below.  If the Device supports MIDP content then in order to support superdistribution of MIDlets the AMS MUST supports the MIDlet Message format and the associated procedures as specified within [MIDPIMPBP]. 
If the Device does not support MIDP content the Device MAY support the environment element.
If the Download Descriptor contains the environment element and the envtype attribute of the environment element is not equal to any supported envtype and the Download Descriptor contains an installNotifyURI element then the Download Agent MUST post the “Envtype Not Supported” (962) status report, and abort the download transaction in the same manner that it would for other errors (See steps 8 and 9). 
As there is overlap between the semantics of some of the Download OTA version 2.0 elements and some of the MIDP descriptor (JAD) attributes the following table defines the rules for these elements and attribute in Download Descriptors and JAD’s that are wrapped within the environment element.
	Download OTA v2 Element 
	MIDP Attribute
	Rule

	Name
	MIDlet-Name
	If the name element is present within the DD and MIDlet-Name attribute is present in the JAD.  The value of the name element SHOULD be equal to value of the MIDlet-Name attribute.

	DDVersion
	MIDlet-Version
	The DDVersion element represents the DLOTA version whilst the MIDlet-Version represents the 

	Vendor
	MIDlet-Vendor
	The vendor element MUST be present within the DD and the MIDlet-Vendor attribute MUST be present in the JAD the value of the vendor element MUST be equal to value of the MIDlet-Vendor attribute. 

	Description
	MIDlet-Description
	If the description element is present within the DD and the MIDlet-Description attribute is present in the JAD the value of the description element MUST be equal to value of the MIDlet-Description attribute.

	infoURL
	MIDlet-Info-URL
	If the infoURL element is present within the DD and MIDlet-Info-URL attribute is present in the JAD the value of the infoURL element MUST be equal to value of the MIDlet-Info-URL attribute.

	iconURI
	MIDlet-Icon
	The iconURI element MUST NOT be present within a DD that wraps a JAD using the environment element.

	installNotifyURI
	MIDlet-Install-Notify
	The MIDlet-Install-Notify attribute MUST NOT be present within a JAD that is wrapped using the environment element. If the MIDP AMS receives a JAD from the Download Agent that was wrapped in the environment element and it includes the MIDlet-Install-Notify attribute the MIDP AMS MUST ignore this attribute and MUST NOT post an installation notification of its own, it MUST instead pass the status report to the Download Agent.

	deleteNotifyURI
	MIDlet-Delete-Notify
	The deleteNotifyURI element MUST NOT be present within a DD that wraps a JAD using the environment element. If the Download Agent receives a DD that contains a JAD wrapped using the environment element and a deleteNotifyURI element the Download Agent must ignore the deleteNotifyURI element and treat the DD as if does not contain a deleteNotifyURI element.
The JAD MAY contain the MIDlet-Delete-Notify attribute. 

	size
	MIDlet-Jar-Size; 
Oma-Drm-Package-Size
	The size element MUST be present in the DD and MIDlet-Jar-Size MUST be present in the JAD and the value of the size element MUST be equal to the MIDlet-Jar-Size. However, if the MIDlet is protected and the Oma-Drm-Package-Size attribute (as defined in [MIDPIMPBP] ) is present in the JAD the value of the size element MUST be equal to the value of the Oma-DRM-Package-Size attribute and the value of the size element MAY be different to the value of the MIDlet-Jar-Size attribute.

	objectURI
	MIDlet-Jar-URL
	The objectURI element MUST be present in the DD and the MIDlet-Jar-URL MUST be present in the JAD.  For combined delivery of the DD and MIDlet (or DCF containing a MIDlet) the value of the objectURI element and the MIDlet-Jar-URL attribute MAY be different, for all other cases the value of the objectURI element MUST be equal to the value of the MIDlet-Jar-URL

	downloadNotifyURI
	Oma-Drm-Delivery-Notify
	The Oma-Drm-Delivery-Notify attribute as defined in [MIDPIMPBP] MUST NOT be present within a JAD that is wrapped using the environment element. If the MIDP AMS receives a JAD from the Download Agent that was wrapped in the environment and it includes the Oma-Drm-Delivery-Notify attribute the MIDP AMS MUST ignore this attribute and MUST NOT post a delivery notification of its own, it MUST instead pass the status report to the Download Agent. If the DD contains the downloadNotifyURI element and the Download Agent supports the downloadNotifyURI element and its associated behaviour the Download Agent MUST post the appropriate status report to the downloadNotifyURI. 


It should be noted that if the above rules are not followed and the relevant elements in the Download Descriptor and the corresponding attributes in the JAD contain different values when they should be equal then the behaviour is undefined.
Upon reception of a Download Descriptor containing the environment element with the envtype attribute of the environment element equal to the MIDP 2.0 envtype specified above: 
· The Download Agent MUST treat the download of the MIDlet in the exact same manner that it would for other Media Objects following steps 1 to 6 (inclusive) as specified within this document, this includes the retrieval of any associated licenses as specified using thelicense element.  However at step 3 “Capabilities Check” the following checks MUST be performed: 
· The Download Agent MUST perform its own capability checks as defined in section 5.2.2
  
· If after performing these checks the Download Agent determines it has the capabilities to download and install the MIDlet the Download Agent MUST pass the unencoded contents of the environment element (i.e. the JAD) to the MIDP AMS.  
· If the Download Agent determines it does not have the capability to download and install the MIDlet it MUST NOT pass the JAD to the MIDP AMS and it MUST not attempt to download the MIDlet. If the installNotifyURI element is present in the Download Descriptor the Download Agent MUST post the appropriate status report. 
· Upon receiving the JAD from the Download Agent the MIDP AMS MUST only check if it has the capabilities to install the MIDlet, that is, the MIDP AMS MUST NOT attempt to download and install the MIDlet.  
· After examining the JAD the MIDP AMS MUST indicate to the Download Agent if it has the capabilities to install the MIDlet.  The MIDP AMS MUST use the format and values defined in [MIDP20] for status reports to indicate if it can install the MIDlet, i.e. if the MIDP AMS can install the MIDlet it will return a 900 “OK” status report.  
· If the MIDP AMS indicates that it can install the MIDlet then the Download Agent MUST proceed as normal to step 4.  
· If the MIDP AMS indicates that it can not install the MIDlet (i.e. the MIDP AMS returns a status report not equal to 900 “OK”) the Download Agent MUST terminate the download session.  If the installNotifyURI is present in Download Descriptor the Download Agent MUST post a 963 “Environment Internal Status” status report with the status report returned from the MIDP AMS appended to the full status report as specified in 6.2.
It should be noted that if the MIDlet is protected using OMA DRM version 1.0 or version 2.0 then a valid license (Rights Object) must be present on the Device in order to allow the MIDP AMS to install the MIDlet.  In order to reduce the risk of fraud the service provider may wish to make use of two License elements for OMA DRM v2 protected MIDlets, here the firstlicense element should only reference limited rights (e.g. execute once), these rights will be retrieved prior to or in parallel to the download of the MIDlet, the second license element (with the order attribute equal to ‘post’) should reference the full or remaining rights and these will only be retrieved after successful download and installation of the MIDlet. 
To allow support for MIDlets protected using OMA DRM version 1.0 the Download Agent MUST support the X-Oma-Drm-Separate-Delivery header when retrieving the Media Object as specified in [OMADRMv1]
· Upon successfully reaching Step 7 the Download Agent MUST provide the unencoded contents of the environment element (i.e. the JAD) and the downloaded JAR (or DCF containing the JAR) to the MIDP Application Management Software as  (AMS) as defined in [MIDP20].

· Upon receiving the JAD and JAR the MIDP AMS should install the MIDlet according to [MIDP20] and report the the appropriate status to the Download Agent using the format and values defined in [MIDP20] for status reports.  If the MIDlet-Install-Notify, MIDlet-Delete-Notify or Oma-Drm-Delivery-Notify attribute is present in the JAD the MIDP AMS MUST ignore these attributes and MUST NOT post either an installation notification, a delete notification or a download complete notification.
· After receiving the status of the installation of the MIDlet from the MIDP AMS the Download Agent MUST perform step 8; Sending Installation Notification.  The type of status report to post to the installNotifyURI is dependant on the success or failure of the installation of the MIDlet, therefore:
· If the installNotifyURI is present in the DD and the Download Agent receives a 900 “OK” status report from the MIDP AMS then the Download Agent MUST post a 900 OK status report to the installNotifyURI. 
· If the installNotifyURI is present in DD and the Download Agent receives a status report from the MIDP AMS that is not equal to 900 “OK” then the Download Agent MUST post a 963 “Environment Internal Status” status report with the status report returned from the MIDP AMS appended to the full status report as specified in 6.2.
· If the MIDP AMS indicated that it successfully installed i.e. the Download Agent received a 900 “OK” status report from the MIDP AMS then the Download Agent MUST continue with the download process following the procedures in steps 9 and 10. If the MIDP AMS indicated that the installation was unsuccessful i.e. the status report was not equal to 900 “OK” then the Download Agent should continue as specified in step 9 only and provide an appropriate indication to the user. 
Note: The environment element can only occur once per Media Object and therefore using the environment element to wrap a MIDP JAD means that it is not possible to use the environment element for any other purpose.
When the environment element is used to wrap a JAD the Download Agent the MIDP AMS MUST NOT display any dialogs or request any user input that would otherwise be duplicated by the Download Agent.
B.3 Example of environment element

Company “acme” developed a game on the software platform specified by “whatever” standardization forum.  This standardization forum defines a XML schema of internal structure for the DLOTA DD environment element together with the identifier of the content handler (envtype value) that knows the platform specific internal format of the package. The XML schema is:
<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema 
      targetNamespace=http://www.whatever.org/xmlns/dd/vx.y
      xmlns:md=http://www.whatever.org/xmlns/dd/vx.y
      xmlns:xsd=http://www.w3.org/2001/XMLSchema
      elementFormDefault="qualified">

      <xsd:element name="option1" type="xsd:string"/>

      <xsd:element name="option2" type="xsd:string"/>

</xsd:schema>
The DLOTA Download Descriptor of the game application is as follows:

<?xml version="1.0" encoding="UTF-8"?>
<media xmlns="http://www.openmobilealliance.org/xmlns/ddv2" 

       xmlns:dd="http://www.whatever.org/xmlns/dd/vx.y"
       DDVersion=”2.0”> 

  <vendor>

    <name>acme</name>

  </vendor>

  <product>

    <mediaObject>

      <meta>

        <name>game.exe</name>

        <environment 

          envtype="http://www.whatever.org/xmlns/dd/ResourcePackage" >

          <dd:option1>v6.4</dd:option1>

          <dd:option2>ABCDEF</dd:option2>

        </environment>

      </meta>

      <size>1234</size> 

      <type>application/executable</type>

      <objectURI>http://acme.com/game.exe</objectURI> 

    </mediaObject>

  </product>

</media>
B.4 Example of environment element use for wrapping a MIDP JAD
Given the MIDP 2.0 schema defined section 10 and the following JAD:

MIDlet-1:MIDPgame,/icon.png, MIDPgameMIDlet

MIDlet-Description: A MIDP2.0 Game

MIDlet-Icon:/icon.png

MIDlet-Jar-Size:13511

MIDlet-Jar-URL:http://www.someMIDPVendor.com/MIDPgame.jar 
MIDlet-Name: MIPDgame
MIDlet-Vendor:SomeMIDPVendor
MIDlet-Version:0.0.2

MicroEdition-Configuration:CLDC-1.0

MicroEdition-Profile:MIDP-2.0

The corresponding DD will be:
<?xml version="1.0" encoding="UTF-8"?>
<media xmlns="http://www.openmobilealliance.org/xmlns/ddv2" 

       xmlns:dd="http://www.openmobilealliance.org/xmlns/ddv2MIDP2JAD"
       DDVersion=”2.0”> 

  <vendor>

    <name>SomeMIDPVendor</name>

  </vendor>

  <product>

    <mediaObject>

      <meta>
        <name>MIDPgame.jar</name>

        <description>A MIDP2.0 Game</description>

       <installNotifyURI>http://www.someMIDPVendor.com/status.asp?ID=1234                  

       </installNotifyURI>
       <environment 

          envtype="http://www.openmobilealliance.org/xmlns/ddv2MIDPJAD" >

          <dd:jad> TUlEbGV0LTE6TUlEUGdhbWUsL2ljb24ucG5nLCBNSURQZ2FtZU1JRGxldA0KTUlEbGV0LURlc2NyaXB0aW9uOiBBIE1JRFAyLjAgR2FtZQ0KTUlEbGV0LUljb246L2ljb24ucG5nDQpNSURsZXQtSmFyLVNpemU6MTM1MTENCk1JRGxldC1KYXItVVJMOmh0dHA6Ly93d3cuc29tZU1JRFBWZW5kb3IuY29tL01JRFBnYW1lLmphciANCk1JRGxldC1OYW1lOiBNSVBEZ2FtZQ0KTUlEbGV0LVZlbmRvcjpTb21lTUlEUFZlbmRvcg0KTUlEbGV0LVZlcnNpb246MC4wLjINCk1pY3JvRWRpdGlvbi1Db25maWd1cmF0aW9uOkNMREMtMS4wDQpNaWNyb0VkaXRpb24tUHJvZmlsZTpNSURQLTIuMA==
          </dd:jad>

       </environment>

      </meta>

      <size>13511</size> 

      <type>application/java-archive</type>

      <objectURI>http://www.someMIDPVendor.com/MIDPgame.jar</objectURI> 

    </mediaObject>

  </product>

</media>
B.5 Example with multiple Products and Media Objects

<?xml version="1.0" encoding="UTF-8"?>

<media xmlns="http://www.openmobilealliance.org/xmlns/ddv2"
       ddVersion="2.0">

  <product>

    <meta>

      <name>Product1</name>

      <description>Cheap Product</description>

    </meta>

    <mediaObject>

      <meta>

        <name>Being anonymous</name>

      </meta>

      <size>6034500</size>

      <type>audio/3gpp</type>

      <objectURI>http://www.musicvendor.com/1234567.3g2</objectURI>

    </mediaObject>

    <mediaObject>

      <meta>

        <name>Nobody knows me</name>

      </meta>

      <size>60236476</size>

      <type>audio/3gpp</type>

      <objectURI>http://www.musicvendor.com/1234568.3g2</objectURI>

    </mediaObject>

  </product>

  <product>

    <meta>

      <name>Product2</name>

      <description>Expensive Product</description>

    </meta>

    <mediaObject>

      <meta>

        <name>Somebody thinks he knows me</name>

      </meta>

      <size>6034500</size>

      <type>audio/3gpp</type>

      <objectURI>http://www.musicvendor.com/1234568.3g2</objectURI>

    </mediaObject>

  </product>

  <nextURL>http://www.musicvendor.com/shop?nextPage</nextURL>

</media>

B.6 Example with license elements

<?xml version="1.0" encoding="UTF-8"?>

<media xmlns="http://www.openmobilealliance.org/xmlns/ddv2"

       xmlns:roap-trigger="urn:oma:bac:dldrm:roap-trigger-1.0"

       xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

       xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance

       ddVersion="2.0">

  <product>

    <meta>

      <name>Product1</name>

      <description>Cheap Product</description>

      <license lictype="roap-trigger">

        <roap-trigger:roapTrigger xsi:type="roap-trigger:RoapTrigger">

          <roAcquisition>

            <riID>

              <keyIdentifier xsi:type="roap:X509SPKIHash">

                <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

              </keyIdentifier>

            </riID>

            <roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew7d</roapURL>

            <roID>roId</roID>

            <contentID>cid:product1@musicvendor.com</contentID>

          </roAcquisition>

        </roap-trigger:roapTrigger>

      </license>

    </meta>

    <mediaObject>

      <meta>

        <name>Being anonymous</name>

        <license lictype="roap-trigger">

          <roap-trigger:roapTrigger xsi:type="roap-trigger:RoapTrigger">

            <roAcquisition>

              <riID>

                <keyIdentifier xsi:type="roap:X509SPKIHash">

                  <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

                </keyIdentifier>

              </riID>

              <roapURL>http://ri.example.com/ro.cgi?tid=qw683hgew7d</roapURL>

              <roID>roId</roID>

              <contentID>cid:1234567@musicvendor.com</contentID>

            </roAcquisition>

          </roap-trigger:roapTrigger>

        </license>

      </meta>

      <size>6034500</size>

      <type>audio/3gpp</type>

      <objectID>cid:1234567@musicvendor.com</objectID>

      <objectURI>http://www.musicvendor.com/1234567.3g2</objectURI>

    </mediaObject>

    <mediaObject>

      <meta>

        <name>Nobody knows me</name>

      </meta>

      <size>60236476</size>

      <type>audio/3gpp</type>

      <objectID>cid:1234568@musicvendor.com</objectID>

      <objectURI>http://www.musicvendor.com/1234568.3g2</objectURI>

    </mediaObject>

  </product>

  <nextURL>http://www.musicvendor.com/shop?nextPage</nextURL>

</media>

B.7 Example with additional textual metadata

<?xml version="1.0" encoding="UTF-8"?>

<media xmlns="http://www.openmobilealliance.org/xmlns/ddv2"

       ddVersion="2.0">

  <vendor>

    <name>MusicVendor</name>

    <home>http://www.musicvendor.com</home>

    <logo>http://www.musicvendor.com/logo.jpg</logo>

    <support>http://www.musicvendor.com/support.html?dd12345</support>

  </vendor>

  <product>

    <meta>

      <name>Product1</name>

      <description>Cheap Product</description>

      <text id="artist" display="Artist">John Doe</text>

      <text id="album" display="Album">Songs for the Unknown</text>

      <infoURL>http://www.JohnDoe.Com</infoURL>

      <iconURI>http://www.JohnDoe.Com/coverArt.jpg</iconURI>

    </meta>

    <mediaObject>

      <meta>

        <name>Being anonymous</name>

        <!--  artist and album are inherited from Product meta -->

      </meta>

      <size>6034500</size>

      <type>audio/3gpp</type>

      <objectID>cid:1234567@musicvendor.com</objectID>

      <objectURI>http://www.musicvendor.com/1234567.3g2</objectURI>

    </mediaObject>

    <mediaObject>

      <meta>

        <name>Nobody knows me</name>

        <!--  artist and album are inherited from Product meta -->

      </meta>

      <size>60236476</size>

      <type>audio/3gpp</type>

      <objectID>cid:1234568@musicvendor.com</objectID>

      <objectURI>http://www.musicvendor.com/1234568.3g2</objectURI>

    </mediaObject>

  </product>

  <nextURL>http://www.musicvendor.com/shop?nextPage</nextURL>

</media>










� To be compatible with [MIDP], this specification uses the term "Attribute Mismatch” as the status message.





�To be updated when the DRMv2 specification is approved.


�Note to editor please replace with a link to section 5.2.2 Capabilities Check
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