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1 Reason for Change

Regarding the usage of Domain Rights Objects after the expiry a domain. According to the DRM 2.0 specifications a Domain Rights Object is still consumable after a domain has expired. This creates a significant limitation on the usability of Domain Expiry. According to the current specifications the expiration of a domain only blocks the installation of new domain rights objects.

This CR proposes a new domain context attribute that specifies that Domain Rights Objects shall NOT be consumable after the “domain consume expiry time” has elapsed. It is intended that this change may be incorporated in a future revision of the DRM specifications (namely DRM 2.1).

Some motivations for this change:

1. 

2. This allows for more flexible Domain Policies by allowing a user to exceed the Max number of devices allowed in a Domain on a temporary basis thereby giving a temporal soft limit to the max number of devices e.g. RI Domain policy allows 5 permanent members and 2 places for devices on a temporary basis.

3. This enables an RI to allow a user to add a friend on a temporary basis to the Domain.  The friend can be added to the Domain for a predefined time (and may pay for the privilege of doing so or it might be used as a means to promote content). In the short term the friend is free to acquire(offline) and consume the Domain content this for the trial period but if they want to be able to consume the content in the long term then they have to pay as the associated Domain ROs would not be valid because the temporary Domain Context has expired,
4. Reduces device-side complexity. DRM Agents do not necessarily need to store the Domain Context after the Domain Context has expired.
Overall, we believe that domain expiry should affect the validity of domain bound rights objects because it allows for much more powerful domain based use cases.

Some history:

· Prior to the June 2005 release of the DRM 2.0 specifications the behaviour of the DRM agent after Domain expiry was not specified by any normative requirements. However there was a statement in the definitions section which indicated that domain expiry should not effect usage of domain bound ROs. As this was not a normative requirement numerous DRM Agent implementations had not implemented this.

· In the June 2005 release of the specifications the Change Request OMA-DLDRM-2005-0289-DomainContextExpiry was incorporated. This added normative requirements inline with the existing statement in the definitions. This CR was raised for consistency, it did not attempt to analyse the best usage models for domains.

Revision 01: Clarifies that this CR is intended for DRM 2.1. Additionally following is a short summary of the primary issues that have been raised (on the BAC-DLDRM mailing list) against this CR: 

· Backwards compatibility
Incompatible changes are allowed in DRM V2.1. The incompatibility is minor and CAN be managed by the RI. In addition there is a belief that many DRM 2.0 devices will implement this proposed functionality anyway (it is a requirement of at one major operator).

· In conflict with the spirit of the RI Context
It has been raised that there is no requirement for an RI Context to be valid (or even installed) before allowing consumption of ROs issued by the specified RI. The argument is that requiring DRM Agents to validate the Domain Context before allowing consumptions of Domain ROs creates a conflict in the usage of each context. Actually today a DRM Agent must already validate that a Domain Context exists; but it is not required to validate that the domain context is valid. Either way it seems that we (BAC-DLDRM) should aim to create a more flexible and powerful DRM solution; and consistency between Domain and RI Contexts is not a major issue.

· Overlap in functionality with REL
How will we express to the end-user the additional constraint on the usage of his content? Well, the problem exists for domains in general. The user always needs to know if the RO is bound to a domain; since if he leaves the domain that RO will be invalidated. It is straightforward; to construct a Rights Info display screen that accurately represents the combined usage constraints.
Revision 02: Removed the proposed use case of subscriptions. After various discussions within the DLDRM WG it was concluded that use of domains for subscriptions would create potential usability issues for users; therefore this use case is no longer presented in support of this CR. 
Revision 03: Adds “Domain Consume Expire” functionlity without changing the exiting “Domain Context Expire” functionality. A Device can more easily be 2.0 AND 2.1 conformant and the 2.1 protocol is backward compatible with respect to functionality. 
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that this CR be agreed by the group and incorporated into a future version of the DRM specification.

6 Detailed Change Proposal

Change 1:  Section 3.2 Definitions

	Domain Context Expiry Time
	An absolute time after which the Device is not allowed to install ROs for this Domain. Usage of ROs installed before the expiry time are not affected by the expiry.

	Domain Consume Expiry Time
	An absolute time after which the Device is not allowed to consume ROs for this Domain. 


Change 2:  Section 5.1.8 Rules for Obtaining User Consent

· If a Device is attempting to install a Domain RO and it determines that it is not a member of the Domain for which the Domain RO is issued, i.e. it does not have a corresponding Domain Context, the Device MUST obtain user consent prior to attempting to join the Domain, this applies to both ROAP (see section 8.5
) and non-ROAP communications e.g. HTTP GET requests (see section 8.7.2.1), however, if the FQDN part of the roapURL element of the ROAP Trigger or the riURL attribute of the roap:protectedRO corresponds to an entry in the User Consent Whitelist the Device MAY attempt to join the Domain without obtaining explicit user consent. 

Change 3:  Section 8.3 Domain RO Acquisition & Consumption

Domain ROs can be acquired by the same mechanism as Device ROs, using the 2-pass RO Request/Response protocol or the 1-pass RO Response protocol. The Device specifies the Domain Identifier in the RO Request. Domain ROs can also be acquired without being wrapped in a ROAP PDU, e.g. delivered to Devices as a result of a browsing session.

In order to consume a Domain RO, a Device MUST have a Domain Context for the Domain that the RO refers to.  A Device MAY continue to consume Domain ROs that belong to a Domain where the Domain Context has expired. A Device SHALL NOT continue to consume Domain ROs that belong to a domain where the Domain Consume Time has expired. See section Error! Reference source not found. for the procedures for installing Domain ROs.

Change 4:  Section 5.4.4.2.2 Message syntax

<complexType name="DomainInfo">

<sequence>

<element name="notAfter" type="roap:dateTimeOrInfinite"/>
<element name="noConsumeAfter" type="roap:dateTimeOrInfinite"/>
<element name="domainKey" type="roap:ProtectedDomainKey" maxOccurs="unbounded"/>

</sequence>

</complexType>
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