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1 Reason for Change

Section 5.4.3 depicts a flow in which the LRM creates RO for content imported into a User Domain. This does not provide backward compatibility because DRM 2.0 Devices will not accept ROs created by the LRM. To enable DRM 2.0 Devices to use a User Domain bound RO, it is necessary that a RI create the RO. This CR proposes an alternative flow in which the RI creates RO for import into a User Domain.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DLDRM group agree this CR and incorporate the proposed changes into the SCE AD.
6 Detailed Change Proposal

5.4.3 Import into a User Domain
5.4.3.1 RO created by LRM
Original text (including Figure 4) of 5.4.3
5.4.3.2 RO created by RI
Figure x depicts an alternative flow for import into a User Domain in which the RI creates RO for imported content.
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Figure x: Import into a User Domain (RI creates RO)
Calls

1
The LRM registers with the DA/DEA and joins the User Domain, as described in 5.4.3.1. 
2
The LRM registers with the RI, as described in 5.4.1. 
3-5
The LRM receives Import-ready data from an entity outside of the scope of OMA DRM, creates a DCF from it and requests the creation of an RO for the Import-ready data. . In the CreateRORequest call, the LRM specifies the permissions and restrictions that should be expressed in the RO and identifies the User Domain for which the RO should be created. The sequence of calls may be somewhat different. In case of streaming content for instance, the LRM may request an RO from initial Import ready data and then create a DCF while still receiving the rest of the Import-ready data. These calls are repeated for each piece Content that is created from Import-ready data.
6-10
The DA/DEA registers with the RI. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication. This protocol is executed when the RI first contacts with the DA/DEA for the User Domain and may be repeated when the registration expires.

11-12
RI sends the identity of the User Domain and the identity of the LRM which requested RO for that User Domain to the DA/DEA. The DA/DEA checks whether the LRM is registered and whether the LRM has been assigned to the target User Domain. If not the DA/DEA rejects the request; otherwise it returns the information and key material that enable the RI to create the RO. The RI will use this information to check that it trusts the DA/DEA responsible for this User Domain and that it supports the associated Domain Policy.
13
The RI returns the created RO to the LRM in the CreateROResponse message. 
14
The RO and DCF may be transported to other Devices, as enabled by OMA DRM 2.0. This is outside of scope for OMA DRM.
15-16
Using the information contained in the RO, the DRM Agents in other Devices may request from the DA/DEA to be added to the User Domain. The protocols are very similar to the join domain protocols as specified in OMA DRM 2.0. This may first require registration of the Device with the DA/DEA, described in section Error! Reference source not found.. When the DRM Agent is already part of the User Domain, these calls (including the registration) are not necessary. 
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