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1 Reason for Change

Section 5.4.4.2.1, definition for Certificate Chain parameter:
“Certificate Chain: This parameter MUST be present unless a preceding ROAP-RORequest message contained the Peer Key Identifier extension,……..”

The above definition clarifies that the Certificate Chain parameter shall be sent by the RI in the ROAP-ROResponse message, unless the preceding ROAP-RORequest message contained the Peer Key Identifier extension.

In case the RI hasn’t been indicated that the Device has cached RI certificate-chain and the RI sends a 1-Pass ROAP-ROResponse without Certificate Chain parameter, the Device can meet an error while processing the message if the Device hasn’t cached RI certificate-chain.


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG to review and agree this document.
6 Detailed Change Proposal

Change 1:  Modify Table 7 in 5.4.4.2.1
	Parameter
	ROAP-ROResponse



	
	2-pass

Status = Success
	2-pass

Status ≠ Success
	1-pass

	Status
	M
	M
	M

	Device ID
	M
	-
	M

	RI ID
	M
	-
	M

	Device Nonce
	M
	-
	-

	Protected ROs
	M
	-
	M

	Certificate Chain
	O
	-
	O

	OCSP Response
	O
	-
	M

	Extensions 
	O
	-
	O

	Signature
	M
	-
	M


Table 7: RO Response Message Parameters
Change 2:  Change in 5.4.4.2.1
Certificate Chain: This parameter MUST be present unless a preceding ROAP-RORequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message. An RI MUST include this parameter in a 1-pass ROAP if the RI has not received an indication that the Device has cached the RI’s certificate chain.
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