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1 Reason for Change

This CR is intended to address security considerations stemming from the use of the threshold mechanism as applied to certificate revocation status checking.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM Working Group agrees this CR and includes it in the SRM Technical Specification.

6 Detailed Change Proposal

Change 1:  Threshold Usage Security Considerations section – To be placed appropriately by the document Editor

Threshold Usage Security Considerations

In order to balance the tradeoffs among the different options of certificate revocation status checking, a threshold based mechanism has been specified in this document. This mechanism attains both an acceptable level of security and a reasonable end-user experience. In particular, it is important that there is not an over-reliance on network connectivity. An SRM that does not support DRM Time can only check the CRL that a Device gives it. The SRM has no way to determine whether the CRL is currently valid because it cannot independently assess date and time, and it should not trust the DRM Agent to provide this information.

Out of practical necessity, the threshold mechanism does not require that an entity (either a DRM Agent or an SRM Agent) acquire the most recently issued CRL in order to reset its counter. The entity need only be in possession of a CRL that is not expired, based on the date-time within the response to the most recent date-time query.

If there is a malicious or unintended delay in making a response to a nonce-based date-time query available to the entity awaiting the response, then the delay increases the likelihood that the entity may deem a CRL as acceptably fresh even though it might have in fact already expired. The entity is not required to have the ability to independently time-out. If such a delay results in the entity not receiving the response until after it has purged the corresponding nonce, the response will be rejected. If the date-time query occurs after the entity’s counter has already reached its threshold, then delaying the response delays the point at which the entity once again becomes useful to handle countable events. Even if one response is delayed, if the entity has a newer nonce corresponding to a later date-time query, then the delay may have no appreciable effect.

To minimize any adversarial advantage of holding back or delaying responses to nonce-based date-time queries, a Trust Authority may elect to prevent an entity from handling Events until it receives a successful response to an outstanding date-time query or until it purges/overwrites the nonce corresponding to that query, even if the entity’s counter has not reached its threshold. This would result in having such proactive queries being treated analogously to queries initiated after the counter’s threshold has already been reached. 

A Trust Authority may assign different weights to different countable event types. If different weights are assigned, the same weight applies to the incrementing and to the decrementing (if any) when recovery is performed.
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