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1 Reason for Change

This CR proposes to complete Message ID table and add a Message status table in the SRM specification.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  Completion of Message ID and addition of Status Table
5.6.4 Binary Message
5.6.4.1 Message Format
All messages between the DRM Agent and SRM Agent have the following generic format:
MessageFormat ()

    messageType
1
bslbf

    protectedFlag
1
bslbf

    messageIdentifier
6
bslbf

    MessageBody()

}

The fields are defined as follows:

· messageType - This flag is set to ‘0’ if this is a request from the DRM Agent to SRM Agent. In case of a response, it’s set to 01h.

· protectedFlag - This flag is set to ‘1’ if the message is protected by a Secure Authenticated Channel.

· messageIdentifier - This field defines the identifier of messages being communicated. This is defined in Table 1
· MessageBody - This field contains parameters of a message. The MessageBody is specified in each sub-section in section 5.7.
Table 1: Message Identifier
	Identifier Value
	Description

	0
	Reserved For Future Use

	1
	Reserved For Future Use

	2
	Reserved For Future Use

	3
	Reserved For Future Use

	4
	Reserved For Future Use

	5
	HelloRequest, HelloResponse

	6
	AuthenticationRequest, AuthenticationResponse

	7
	KeyExchangeRequest, KeyExchangeResponse

	8
	CRLInformationExchangeRequest, CRLInformationExchangeResponse

	9
	OCSPNonceRequest, OCSPNonceResponse

	10
	OCSPProcessRequest, OCSPProcessResponse

	11
	CRLUpdateRequest, CRLUpdateResponse

	12
	CRLRetrievalRequest, CRLRetrievalResponse

	13
	InstallationSetupRequest, InstallationSetupResponse

	14
	RightsInstallationRequest, RightsInstallationResponse

	15
	RightsRetrievalRequest, RightsRetrievalResponse

	16
	REKQueryRequest, REKQueryResponse

	17
	RightsInfoQueryRequest, RightsInfoQueryResponse

	18
	HandleListQueryRequest, HandleListQueryResponse

	19
	HandleRemovalRequest, HandleRemovalResponse

	20
	RightsEnablementRequest, RightsEnablementResponse

	21
	RightsRemovalRequest, RightsRemovalResponse

	22
	RICertificateStoreRequest, RICertificateStoreResponse

	23
	RICertificateQueryRequest, RICertificateQueryResponse

	24
	RICertificateRemovalRequest, RICertificateRemovalResponse

	25 ~ 63
	Reserved For Future Use


5.6.4.2 Status

Each response message (i.e. messageType is set to 1) has status parameter indicating the result whether its previous request message (i.e. messageType is set to 0) is successfully handled or not. Table 2 assigns integer value to each error code of the parameter. This is 2 byte integer.
Table 2: Status
	Identifier Value
	Error Code in Status

	0
	Success

	1
	Reserved For Future Use

	2
	Reserved For Future Use

	3
	Reserved For Future Use

	4
	Reserved For Future Use

	5
	Unknown Error

	6
	Trust Anchor Not Supported

	7
	Device Certificate Chain Verification Failed

	8
	Parameter Decryption Failed

	9
	SRM Random Number Mismatched

	10
	Version Mismatched

	11
	CRL Update Needed

	12
	OCSP Not Supported

	13
	OCSP Response Verification Failed

	14
	Invalid OCSP Nonce

	15
	CRL Verification Failed

	16
	CRL Not Found

	17
	Parameter Integrity Verification Failed

	18
	Duplicate Handle

	19
	Not Enough Space

	20
	Handle Not Found

	21
	Handle List Not Found

	22
	Handle Not Removed

	23
	Function Not Supported

	24
	RI Certificate Chain Not Found

	25 ~ 65535
	Reserved For Future Use
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