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1 Reason for Change

Metering description in OMA DRM v2.1 may be interpreted in different way concerning user consent request and its consequence. 

Refer to DRM TS section 5.1.13:

"The DRM Agent MUST obtain user consent for the collection and reporting of Metering Information on a per RI basis "

· It is unclear when user consent answer applies for the collection and for the reporting whereas the specification makes the difference between collection and metering

· An ambiguous case is when Laura is consuming a RO coming from RI associated with content C accepting the metering. Few days after at date T, Laura is saying to its DRM agent that she don't allow anymore RI to do metering. Can a RI get the report after date T of collected information before date T?
Refer to DRM TS section 11:

There is some confusion between reporting, recording and collecting information, including in the transition state between user consent for metering to user deny
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that this CR be agreed and incorporated into OMA-TS-DRM_DRM-V2_1-20070724-C.doc

6 Detailed Change Proposal

Change 1:  Change in DRM TS section 5.1.13: corresponding to the change 1 of CR301 => Orange proposals consist in that case to stop the collection of metering information on DRM agent side after date T, but to allow the DRM agent to report after date T the metering information collected before date T 
· The DRM Agent MUST obtain user consent for the collection of Metering Information on a per RI basis: 

· The exception to this rule is when a Device consumes an RO that contains the <tracked> element and the riID of the ROAP:ROPayload corresponds to an entry in the User Consent Whitelist, in this case the Device MUST NOT obtain explicit user consent for the collection of Metering Information generated when DRM Content is accessed via the RO. Note: RIs that have entries in the User Consent Whitelist must obtain the appropriate user consent via means that are outside of the scope of this specification e.g. as part of a purchase/subscription process.

· If a Device consumes an RO that contains the <tracked> element and the riID of the ROAP:ROPayload does not correspond to an entry in the User Consent Whitelist the Device MUST obtain explicit user consent for the collection of Metering Information to the RI identified by the riID.  If available, the Device MUST use the riAlias when asking the User for consent.

· If a User has given or denied consent for the collection of Metering Information for a particular RI the Device MUST NOT request user consent every time ROs issued by that RI are consumed. However, users SHOULD be given an opportunity to retract their decision. If user consent was denied and an RO with a <tracked> element is consumed and the contentAccessGranted attribute is "false" then user consent MAY be re-requested. Otherwise it is recommended that Devices include a configuration option to periodically offer the user the option to revise their decision (for example once a month the metering confirmation for each RI can be revised).  

· If a Device receives a MeteringReport ROAP Trigger and Metering Information has been collected, the Device MUST NOT obtain explicit user consent prior to sending the Metering Report. 
· 
· 
Change 2:  Change in DRM TS section 11: corresponding to the change 2 of CR301 => Orange proposals consist harmonize the use of "collection" and "report" terms to avoid confusion on metering 

11 Metering 

Connected Devices MUST support Metering. Unconnected Devices that support DRM Time SHOULD support Metering.  All normative statements apply to both Connected and Unconnected Devices that support DRM Time unless specifically stated otherwise.  RIs MUST support Metering.

The OMA DRM metering solution can be summarised as follows:

· It allows an RI to define that Metering Information must be collected by the DRM agent when a particular RO is consumed through the inclusion of the <tracked> element in the RO as defined in [DRMREL-v2.1]
· It allows an RI to request the Device to report collected information through a Metering Report by sending a “Metering Report” ROAP Trigger.

Devices MAY have to obtain user consent before collecting Metering Information, section ‎5.1.13, defines when explicit user consent is required. User consent is obtained on a per-RI basis. If user consent has been given to collect Metering Information for a particular RI then it is considered that metering is enabled for all ROs issued by that RI. If user consent has not been given or if user consent has been retracted for collecting Metering information for a particular RI then metering is disabled.

When an RO contains the <tracked> element the DRM Agent must collect Metering Information if Metering is enabled. If Metering is not enabled, the DRM Agent does not collect Metering Information, however, it depends on the presence and the value of the contentAccessGranted attribute to determine whether or not the consumption of the associated DRM content is allowed. The detailed behaviour of the DRM Agent for Metering is described in Section 5.5.1 of [DRMREL-v2.1].


Upon reception of ROs that contain the <tracked> element the Device MUST store the value of the riID from the roap:ROPayload so that it can identify the RI that issued the RO.

11.1 Sending Metering Reports

The DRM Agent SHALL use the ROAP-MeteringReportSubmit message to send Metering Reports to the RI.  This will be triggered if an RI sends a Metering Report ROAP Trigger to the Device.  

If a DRM agent receives a MeteringReport ROAP Trigger from a given RI, and the DRM agent has collected Metering Information for this RI (that has not yet been reported) then DRM Agent SHALL send the ROAP-MeteringReportSubmit message. In the case that a User has previously consented to consume an RO that contains the <tracked> element from a particular RI, and Metering Information has been collected, but subsequently the user has retracted consent to collect further Metering Information for this RI, then the DRM Agent SHOULD send the Metering Report when a MeteringReport ROAP trigger is received. After user consent is denied for collection of Metering Information then only previously collected usage information is reported to the RI
If in the process of evaluating the RO for the purpose of consuming the associated DRM Content the DRM Agent determines that a permission has expired and if the onExpiredURL attribute is present within the corresponding permission the DRM Agent MUST send a HTTP GET request to the URL specified in the value of the onExpiredURL attribute at the first opportunity.  A successful request to the URL MUST return a ROAP Trigger, a Download Descriptor or a bundled Download Descriptor and ROAP Trigger. If the value of the onExpiredURL attribute is a HTTP URL and the request fails with error code 404 Not Found [RFC2616], the Device SHOULD NOT make further requests to the URL. If the request fails with some other error, the Device MAY retry the request at a later time.

It should be noted that the functionality associated with the onExpiredURL is not specific to Metering.

If at any point a Well-intentioned Attempt is not successful, the DRM Agent SHOULD continue to make Well-intentioned Attempts to send the Metering Report at the every available opportunity.
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