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1 Reason for Change

CONRR Comments: B258

Enable future versions of the SRM enabler to transfer confidential information via implementation of SRM 1.0 

2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated

3 Impact on Other Specifications

No impact on other specifications is anticipated

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that this is included into the SRM Specification.
6 Detailed Change Proposal

Change 1:  Additions to 0229R06

5.6.5 Extensibility of binary messages

All messages between a DRM Agent and an SRM Agent contain an ExtensionsContainer() structure. This structure has the following format:

ExtensionsContainer() {

    nbrOfExtensions
8
uimsbf

    for( i=0; i<nbrOfExtensions; i++ ) {

        extensionType

uimsbf

        size
16
uimsbf

        confidential
1
bslbf

        rfu
7
bslbf
        Extension()

    }

}

The nbrOfExtensions field indicates how many extensions follow. In this version of the specification, the nbrOfExtensions field SHALL contain a value 0. In future versions this field may contain another value.

For each extension the ExtensionsContainer() structure contains the following fields:

· extensionType - an 8-bit integer signalling the type of the extension. Each extension shall have a unique extensionType.

· size - a 16-bit integer specifying the size of the extension, i.e. the size of the Extension() field in bytes. If the receiver of the message does not know the extension type, this field can be used to skip to the next extension.

· confidential - a flag indicating whether the extension is confidential or not. The required handling of this flag depends on the message that is extended and is specified with the messages of this enabler. Unless otherwise specified, this flag MUST be ignored. 
· Extension() - this structure contains the parameters of the extension. The content of the structure depends on the particular extension and is to be defined in future specifications.

Unknown extensions SHALL be ignored by the receiving (DRM or SRM) Agent.
5.6.5.1 Application of extensibility in future specifications (informative)

Future specifications can use the ExtensionsContainer() mechanism to expand messages. When an extension is specified in a future specification, it can either be included in all messages independent of the version of the involved SRM/DRM Agents or only included when communication between agents of appropriate versions occurs. The decision on where and when a certain extension is to be included is to be taken when the new specification is made.

Extensions can be mandated in future specifications. This means DRM/SRM Agents conformant to those specifications must include the extensions, even though older SRM/DRM Agents will ignore it. The extensions have to be designed in such a way that this does not open an attack opportunity.

Change 2:  Changes to Rights Installation Message

5.2.1.1 Rights Installation Message
5.2.1.1.1 Message Description

The DRM Agent sends the RightsInstallationRequest to install the Rights in the SRM. The parameters of the request are defined in Table 1.
Table 1: Parameters of RightsInstallationRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the InstallationSetupRequest in Error! Reference source not found.. Refer to section Error! Reference source not found..

	LCID
	Integrity
	Refer to Error! Reference source not found.. This contains the hash value of ContentIDs that are associated with the Rights. This is used for generating the Handle List.

	Rights Meta Data
	Integrity
	Refer to section Error! Reference source not found.

	Rights Object Container
	Integrity
	Refer to section Error! Reference source not found.. 

	State Information
	Integrity
	Refer to section Error! Reference source not found.. This parameter is not present if the Rights Object in the Rights Object Container is stateless.

	REK
	Integrity & Confidentiality
	Refer to section Error! Reference source not found.


Upon receiving the RightsInstallationRequest, the SRM Agent installs the Rights in the SRM. For the installation, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request parameters

2. Decrypt the Handle and REK with the Session Key
3. Decrypt any Extensions for which the ‘confidential’ flag is set to ‘1’ (see section on Extension Container) with the Session Key
4. Install the Rights (Rights Meta Data, Rights Object Container, State Information (if present), and REK) and, if present, the ExtensionContainer with the decrypted extensions at a space associated with the Handle. If the Rights corresponding to the Handle already exists in the SRM, the SRM Agent returns Success in the Status without performing this action.
Change 3:  Changes to Rights Retrieval Message

5.2.1.2 Rights Retrieval Message
5.2.1.2.1 Message Description

The DRM Agent sends the RightsRetrievalRequest to initiate the Move of the Rights from the SRM. The parameters of the request are defined in Table 2.

Table 2: Parameters of RightsRetrievalRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies a Rights that will be Moved from the SRM to the Device. Refer to section Error! Reference source not found..

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.


Upon receiving the RightsRetrievalRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request parameters

2. Decrypt the New Handle with the Session Key
3. Find a Rights corresponding to the Handle
4. If found, overwrite the Handle in the SRM with the New Handle and disable the Rights
The SRM Agent sends the RightsRetrievalResponse to carry the result of the procedure. The parameters of the response are defined in Table 3. If any error occurs during the procedure, the error MUST be reported to the DRM Agent. The Status parameter of the RightsRetrievalResponse contains the error cases as specified in Error! Reference source not found..
Table 3: Parameters of RightsRetrievalResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	This indicates if the RightsRetrievalRequest is successfully handled or not. The Status value is specified in Error! Reference source not found..

If the Status contains any error, only this parameter is present in the RightsRetrievalResponse.

	Rights Meta Data
	Integrity
	Refer to section Error! Reference source not found.

	Rights Object Container
	Integrity 
	Refer to section Error! Reference source not found.

	State Information
	Integrity
	Refer to section Error! Reference source not found.. This parameter is not present if the Rights Object in the Rights Object Container is stateless.

	REK
	Integrity & Confidentiality
	Refer to section Error! Reference source not found.


If at the space associated with the Handle an ExtensionContainer has been installed (see section on Rights Installation Message), then the SRM Agent MUST perform the following procedure:
1. Include an ExtensionContainer in the RightsRetrievalResponse
2. Encrypt all Extensions for which the “confidential” flag is set to ‘1’ with the Session Key and include them into the ExtensionContainer.
3. Include all other extensions into the ExtensionContainer
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