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 OMA Confidential

	To:
	DRM

	Doc to Change:
	OMA-TS-SRM-V1_0-20070604-D

	Submission Date:
	18 September 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Bill Scales, Panasonic

	Replaces:
	n/a


1 Reason for Change

This CR provides the proposed solution to comment B284-BS.
	B284-BS
	2007.07.18
	E
	5.7.6.1.1
	Source: Beep Science
Form: OMA-CONR-2007-0010
Comment: Rights Retrieval Message. Why is step 2 before step 3? What is the point of decrypting the New Handle if the Handle is not found? 

Also, what happens in Step 4 if the Handle is not found?

Proposed Change:

1) Change the order of steps 2 and 3.

2) Only decrypt the New Handle if the Handle is found.

3) If the Handle is not found then return Handle Not Found status code.
	Status: OPEN




2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend that DRM agree to this CR

6 Detailed Change Proposal

Change 1:  Clarify the SRM procedure for handling the RightsRetrievalRequest in section 5.7.6.2.1
5.7.6.1 Rights Retrieval Message
5.7.6.2.1 Message Description

The DRM Agent sends the RightsRetrievalRequest to initiate the Move of the Rights from the SRM. The parameters of the request are defined in Table 35.
Table 35: Parameters of RightsRetrievalRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies a Rights that will be Moved from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.


Upon receiving the RightsRetrievalRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request parameters

2. Find a Rights corresponding to the Handle
3. 
4. 
5. If found, then decrypt the New Handle with the Session Key, overwrite the Handle in the SRM with the New Handle, and disable the Rights.
The SRM Agent sends the RightsRetrievalResponse to carry the result of the procedure. The parameters of the response are defined in Table 36. If any error occurs during the procedure, the error MUST be reported to the DRM Agent. The Status parameter of the RightsRetrievalResponse contains the error cases as specified in Table 37.
Table 36: Parameters of RightsRetrievalResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	This indicates if the RightsRetrievalRequest is successfully handled or not. The Status value is specified in Table 37.

If the Status contains any error, only this parameter is present in the RightsRetrievalResponse.

	Rights Meta Data
	Integrity
	Refer to section 5.1.1.1

	Rights Object Container
	Integrity 
	Refer to section 5.1.1.2

	State Information
	Integrity
	Refer to section 5.1.1.3. This parameter is not present if the Rights Object in the Rights Object Container is stateless.

	REK
	Integrity & Confidentiality
	Refer to section 5.1.1.4


Table 37: Status of Rights Retrieval Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of parameters in the response

2. Decrypt REK with the Session Key
If no errors or exceptions (Status = Success), the DRM Agent continues with section 5.7.6.2.

Change 2:  Clarify the SRM procedure for handling the REKQueryRequest in section 5.7.7.2.1

5.7.7.2.1  Message Description

The DRM Agent sends the REKQueryRequest for the SRM Agent to read the REK of a Rights and disable the Rights in the SRM. The parameters of the request are defined in Table 38.
Table 38: Parameters of REKQueryRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies a Rights whose REK will be transferred from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is an 10 byte random value generated by the DRM Agent for this Local Rights Consumption transaction.


Upon receiving the REKQueryRequest, the SRM Agent MUST performs the following procedure:

1. Verify the integrity of the request parameters

2. Find a Rights corresponding to the Handle
3. 
4. 
5. If found, then decrypt the New Handle with the Session Key, read REK of the Rights, overwrite the Handle in the SRM with the New Handle, and disable the Rights
A Trust Authority may decide that the disabled Rights is enabled automatically when a new Device – SRM Hello processing (specified in section 5.7.1) is executed. Default behaviour is that the disabled Rights SHALL NOT be enabled without a request from the DRM Agent that disabled the Rights.
The SRM Agent sends the REKQueryResponse to carry the result of the procedure. The parameters of the response are defined in Table 39. If any error occurs during the procedure, the error MUST be reported to the DRM Agent. The Status parameter of the REKQueryResponse contains the error cases as specified in Table 40.
Table 39: Parameters of REKQueryResponse
	Parameters
	Protection Requirement
	Description

	Status
	Integrity
	This indicates if the REKQueryRequest is successfully handled or not. The Status value is specified in Table 40.

If the Status contains any error, only this parameter is present in the REKQueryResponse.

	REK
	Integrity & Confidentiality
	Refer to section 5.1.1.4


Table 40: Status of REK Query Message

	Status Value
	Description

	Success
	The request is successfully handled.

	Parameter Integrity Verification Failed
	The HMAC value of parameters in the request is not matched with the HMAC value of the parameters generated by the SRM Agent.

	Parameter Decryption Failed 
	The SRM Agent fails to decrypt the encrypted parameters.

	Handle Not Found
	The Handle in the request doesn’t exist in the SRM.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of parameters in the response
2. Decrypt REK with the Session Key

If no errors or exceptions (Status = Success), the DRM Agent completes the REK Query Message processing.
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