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1 Reason for Change

This CR provides the proposed solution to the following SRM CONRR comments.   It is proposed to not use the term “trust authority”.
	B088-QU
	2007.07.18
	T
	All
	Source: QUALCOMM

Comment: The term “relevant authority” (sometimes “relevant Authority) and its plural is used but not defined.

Proposed Change: Change to and define Trust Authority.
	Status: OPEN

	B135-QU
	2007.07.18
	E
	5.7.4, 1st paragraph
	Source: QUALCOMM

Comment: Improper English.

Proposed Change: Change as follows:

The CRL update schedule, and CRL distribution and thereby criteria for ensuring valid CRLs are beyond the scope of this specification. This section 5.7.4 specifies protocols that relevant Trust Aauthorities MAY may require to implement revocation checking.
	Status: OPEN


2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Adopt the proposed text for inclusion in the SRM Technical Specification.
6 Detailed Change Proposal

Change 1:  Modify section 4 to reference SRM AD
4.  Introduction

Secure Removable Media is a removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. Example of Secure Removable Media (referred to as SRM hereinafter) may be the secure memory card and the smart card.

The secure memory card has an embedded microprocessor and is capable of storing Rights or contents in a secure manner (e.g. S-MMC, SD). The smart card also has an embedded microprocessor and is capable of storing access codes, user subscription information, secret keys, contents, Rights etc (e.g. SIM, USIM, R-UIM). If a user uses devices with a physical interface to connect SRM, the user can use the SRM as a mean of increasing storage space for contents and portability of Rights. Differently from the secure memory card, the smart card enables users to make a telephone call by using the devices and is issued by a mobile network operator.

OMA DRM with SRM can provide a mechanism to write, read, delete and update Rights in SRM in a secure manner to realize the use cases defined in the OMA SRM requirements document [SRM-RD]. The architecture, security considerations, and trust model requirements for  OMA SRM are specified in the OMA SRM architecture document [SRM-AD]. 

While the OMA DRM version 2.0 [OMADRMv2] defines an end-to-end system for Protected Content and Rights Object distribution among the device, the rights issuer and the content issuer, this specification defines mechanisms and protocols of the SRM to extend the OMA DRM version 2.0 to allow users to move Rights between the device and the SRM and to consume Rights stored in the SRM.

Change 2:  Modify 5.1.2
5.1.2  RI Certificate Chain

The Device makes RI certificate chains available to SRMs with which it communicates. The SRM MAY store RI certificate chains. The SRM Agent may make such certificate chains available to DRM Agents with which it communicates. The DRM Agent uses the appropriate RI certificate chain when verifying the RI-signature of a Rights Object.
A trust model’s policy may determine whether the DRM Agent is required to verify the RI-signature when the Rights is installed in the Device as a part of the Rights Move (Refer to section 5.7.6). The default behaviour is that the DRM Agent MUST verify the RI-signature and its RI certificate chain.

When Rights in the SRM are used for the Local Rights Consumption (refer to section 5.7.7), the DRM Agent SHOULD verify the RI-signature.

If RI-signature verification is required and the SRM does not provide the RI certificate chain, the Device MUST get the certificate chain (if it does not have it already). The DRM Agent can acquire the RI certificate chain via a DRM v2.0 RI Registration or via other methods outside of ROAP. The DRM Agent is not required to check the RI revocation status and RI certification chain expiration during RI-signature verification.
Change 3:  Modify 5.3
5.3 DRM Agent – SRM Agent Communications
A DRM Agent communicates to an SRM Agent over a communication channel. How this communication channel is established is beyond the scope of this document. It is presumed that the DRM Agent can use the services of the underlying layers to establish the channel. Once this channel has been established, one or more logical channels are established, depending on what kind of information needs to be exchanged and how many trust models are supported by the SRM Agent.
Change 4:  Modify  5.7.4
5.7.4  Revocation Status Checking
Revocation status checking between the SRM Agent and the DRM Agent is a necessary procedure that MUST occur before exchanging any message over the SAC. During mutual authentication between the DRM Agent and SRM Agent, revocation status checking is performed locally by using a cached Certificate Revocation List (CRL). A DRM Agent MUST cache a CRL that contains revocation status about SRMs, and the SRM Agent MUST cache a CRL that contains revocation status about Devices. If the connected SRM or Device, respectively, is on the CRL then SAC MUST be terminated. The validity dates for the cached CRL (whether in the DRM Agent or the SRM Agent) does not need to be checked for revocation status checking. The CRL update schedule and CRL distribution and thereby criteria for ensuring valid CRLs are beyond the scope of this specification. This section 5.7.4 specifies protocols that relevant trust models  may require to implement revocation checking.
[. . .]
The DRM Agent and the SRM Agent count events until a predefined threshold is reached, upon which a "fresh" CRL is required. Support for Event Counting is optional; relevant trust models may mandate the use of the event counting mechanism.
Change 5:  Modify 5.7.4.6
5.7.4.6 Event Counting

In order to minimize the impact of not checking the CRL validity dates, the concept of event counting with a threshold is defined in this section. Event counting is optional and consequently the normative statements in this section 5.7.4.6 and its subsections apply only in case event counting is implemented.

In this section 5.7.4.6 and its subsections, the term entity refers either to a DRM Agent or a SRM Agent. Each entity MUST keep an event counter, which starts at zero, and gets incremented, whenever a countable event occurs (see sections 5.7.4.6.1 and 5.7.4.6.2). When a “fresh” CRL is received, the event counter is reset; see section 5.7.4.6.3.
The value of the predefined threshold is not defined in this specification, but set by a relevant trust model; however, the following implementation considerations may be taken into account. 

· A very high threshold value effectively disables revocation status checking. 

· Devices and SRMs MAY have different threshold values. 

· Although this Enabler specifies a single counting mechanism, in practice, multiple counters may be used. For example, a trust model may choose to have one counter for each event type and each with its own threshold value.

The performance of an entity when the predefined threshold is reached is not defined in this specification but can be set by a  relevant trust model. For example, a trust model may require that an entity must disable all countable events once the threshold value is reached.
Change 6:  Modify 5.7.4.6.4
5.7.4.6.4 Threshold-based Event Counting Considerations
Effective implementation of optional threshold-based event counting requires an entity to be able to periodically acquire a measure of "current date-time" that is verifiable as originating from a trusted source. If there is a malicious or unintended delay in making a response to a nonce-based date-time query available to the entity awaiting the response, then such delay increases the likelihood that the entity deems a CRL as acceptably fresh when it should not. If the date-time query occurs after the entity’s counter has already reached its threshold, then delaying the response delays the point at which the entity once again becomes useful to handle countable events.

To minimize any adversarial advantage of holding back or delaying responses to nonce-based date-time queries, a trust model may elect to prevent an entity from handling events until it receives a successful response to an outstanding date-time query or until it purges the nonce corresponding to that query, even if the entity’s counter has not reached its threshold.

In order to enable each entity to make maximally effective use of just a single event counter, a trust model may assign different weights to different countable event types. Differential weighting would give a trust model the flexibility to allow, for example, a Device which is used predominantly for Local Rights Consumption transactions to go significantly longer between CRL freshness checks than a Device that regularly engages in Move transactions to SRMs. If weights are assigned differentially, the same weight applies to the incrementing and to the decrementing (if any) when recovery is performed.
Change 7:  Modify 5.7.5.3.3
5.7.5.3.3 Exception Handling

There may be an unexpected exception during the Rights Installation Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

· Case 1: The DRM Agent receives the RightsInstallationResponse containing Handle Not Found in the Status parameter. (This case must not happen if the Move transaction is properly executed as illustrated in Figure 11)

· Case 2: The Rights Installation Message processing in this section is uncompleted for any reason other than those of cases 1.

When the exception occurs, the DRM Agent SHOULD immediately recover it. If the DRM Agent fails to detect the exception, it MUST recover the exception by referring to the Operation Log when a new MAKE process is executed.

[Recovery Procedure – Cancellation of Move]

To cancel the Move transaction, the DRM Agent activates a default recovery procedure per case as follows.

· In case 1, the Move is terminated without recovery.

· In case 2, the DRM Agent sends the HandleRemovalRequest as specified in section 5.7.8.4 in order to remove the Handle. The Handle recorded in the Operation Log for this Move transaction MUST be used in this request. If the HandleRemovalResponse contains Success in the Status parameter, then the Move is terminated.

When the Move is terminated, the Rights in the source Device MUST be enabled (i.e. the Rights can be used for any purpose) and the entry for the Move transaction is removed from the Operation Log.
In case 2, if the HandleRemovalResponse contains one of Handle Not Removed and Handle Not Found in the Status parameter, then the DRM Agent continues the Move with the Rights Removal in Device processing in section 5.7.5.4. (Note: It implies that the Rights was installed successfully in the SRM by the uncompleted Rights Installation Message processing. In case of Handle Not Found, after the installation, the Rights was removed from the SRM or its corresponding Handle was updated to use the Rights.)

If the Handle Removal Message processing is uncompleted for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the HandleRemovalRequest when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.

(Note: During the recovery of the Rights Installation Message processing, if the DRM Agent fails to receive a proper Status of the Handle Removal Message processing (i.e. fails to receive the response or fails to verify the integrity of the response) more than once and then finally receives Handle Not Found in the Status parameter of the HandleRemovalResponse, it implies that there is a possibility that the Handle was successfully removed from the SRM by an previous uncompleted Handle Removal Message processing. 

In this case, if the DRM Agent continues the Move with the Rights Removal in Device processing as specified in this section, then the user loses the Rights.

The default behaviour is that the Move is terminated without further recovery procedure and the entry for the Move transaction is removed from the Operation Log (i.e. the Rights in the source Device stays in disabled state). A trust model may define other procedures  to handle the disabled Rights.
Change 8:  Modify 5.7.7.2.1
5.7.7.2.1 Message Description

The DRM Agent sends the REKQueryRequest for the SRM Agent to read the REK of a Rights and disable the Rights in the SRM. The parameters of the request are defined in Table 38.
Table 38: Parameters of REKQueryRequest
	Parameters
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies a Rights whose REK will be transferred from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is an 10 byte random value generated by the DRM Agent for this Local Rights Consumption transaction.


Upon receiving the REKQueryRequest, the SRM Agent MUST performs the following procedure:

1. Verify the integrity of the request parameters

2. Decrypt the New Handle with the Session Key
3. Find a Rights corresponding to the Handle
4. If found, read REK of the Rights, overwrite the Handle in the SRM with the New Handle, and disable the Rights
A trust model may decide that the disabled Rights is enabled automatically when a new Device – SRM Hello processing (specified in section 5.7.1) is executed. Default behaviour is that the disabled Rights SHALL NOT be enabled without a request from the DRM Agent that disabled the Rights.
The SRM Agent sends the REKQueryResponse to carry the result of the procedure. The parameters of the response are defined in Table 39. If any error occurs during the procedure, the error MUST be reported to the DRM Agent. The Status parameter of the REKQueryResponse contains the error cases as specified in Table 40.
Change 9:  Modify 5.7.7.3
5.7.7.3 Rights Consumption and Release

The DRM Agent consumes a Rights in the SRM in order to use an associated DRM Content. When one of <count>, <timed-count>, <interval>, and <accumulated> is used to constraint permissions granted to the DRM Content, after the DRM Agent retrieves the REK (as specified in section 5.7.7.2), the DRM Agent SHALL consume the Rights as if the Rights is locally installed in the Device, updating the state as specified in [OMADRMv2]. After consumption, the DRM Agent SHALL update the State Information in the SRM when it releases the Rights as specified in this section.

Note that a trust model may define different timing of the Rights Enablement Message activation for each constraint. Default behaviour is that the Rights Enablement Message processing is executed after consumption.
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