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1 Reason for Change
In Section 5.8 “The Response Type”, it states “The element <nonce> contains a nonce chosen by the Responder”. This could be true in some cases (for instance the RI Hello message contains an RI-generated nonce), but in many other cases the <nonce> would contain the same value as the corresponding Nonce value in the preceding Request message to protect against replay attacks. To be generic and to provide placeholders for potential usage of more than one nonce value, it’s proposed to include both requestor-nonce and responder-nonce in both Request and Response types.   
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR. 
6 Detailed Change Proposal 

Change 1


5.7
The Request type

SCE requests are defined as instantiations of the Request type. 

<complexType name="Request" >



<sequence>




<element name="reqID" type="gen:Identifier"/>




<element name="resID" type="gen:Identifier"/>




<element name="reqNonce" type="gen:Nonce" minOccurs="0"/>



<element name=”resNonce” type="gen:Nonce" minOccurs="0"/>



<element name="time" type="dateTime" minOccurs="0"/>




<element name="certificateChain" type="gen:CertificateChain" minOccurs="0"/>




<element name="reqInfo" type="gen:RequestInformation" minOccurs="0"/>



<element name="signature" type="base64Binary" minOccurs="0"/>



</sequence>



<attribute name="triggerNonce" type="gen:Nonce"/>



<attribute name="sessionId" type="gen:String64"/>


</complexType>
<complexType name="RequestInformation" abstract=”true”>


<sequence>





<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>


</complexType>
The element <reqID> identifies the Requestor to the Responder. The Requestor MUST set this value to equal the <reqID> that was stored in the ReqContext during registration with the Responder. 

The element <resID> identifies the intended Responder. The Requestor MUST set this value to equal the <resID> that was stored in the ReqContext during registration with this Responder. 

The element <reqNonce> contains a nonce chosen by the Requestor. Nonces are generated and used as specified in section 5.3.12.
The element <resNonce>, if present, MUST have the same value as the corresponding parameter value in the preceding response message from the Responder (if any).
The element <time> is the current DRMTime, as seen by the Requestor. 

The element <certificateChain> is sent unless it is indicated in the ReqContext that the Responder has stored the necessary certificate information. When present, the parameter value SHALL be as described for the certificateChain parameter in the registration protocol of the protocol suite. 
The element <reqInfo> is of type RequestInformation, which is abstract. Any concrete request should define concrete ResponseInformation, see example xxx.
5.8    The Response type

SCE responses are defined as instantiations of the Response type.


<complexType name="Response">



<sequence>




<element name="reqID" type="gen:Identifier"/>




<element name="resID" type="gen:Identifier"/>




<element name="reqNonce" type="gen:Nonce" minOccurs="0"/>



<element name="resNonce" type="gen:Nonce" minOccurs="0"/>



<element name="certificateChain" type="gen:CertificateChain" minOccurs="0"/>




<element name="ocspResponse" type="base64Binary" minOccurs="0"/>




<element name="rspInfo" type="gen:ResponseInformation" minOccurs="0"/>
                        
<element name="signature" type="base64Binary" minOccurs="0"/>



</sequence>



<attribute name="status" type="gen:String80" use="required"/>



<attribute name="errorMessage" type="gen:String1024"/>



<attribute name="errorRedirectURL" type="anyURI"/>



<attribute name="sessionId" type="gen:String64" use="required"/>


</complexType>
<complexType name="ResponseInformation" abstract=”true”>


<sequence>





<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>


</complexType>
The generation and delivery of any kind of Response message is conditioned by the Responder and its policies. The Responder MAY deny access to its resources. If this happens, the responder MUST close the protocol gracefully by sending the Requester the corresponding Response message by including an appropriate error code (e.g. AccessDenied). Implementation details of policies by a given Responder are out of the scope of this specification.

In case the status attribute is not equal to “Success”, the Responder MAY add an additional errorMessage attribute containing a Responder defined description of the error. Also, in case the status attribute is not equal to “Success”, the Responder MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the error. When the Responder adds an errorRedirectURL attribute it MUST also add an errorMessage attribute. A Requester SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A Requester SHOULD also either include the value of the errorRedirectURL as part of the error message to the user, or provide the User with an option to be redirected to the errorRedirectURL using a browser.

The element <reqID> identifies the Requestor. The Responder MUST set this value to equal the <reqID> element in the received request message. If the Responder does not have a ResContent for the Requestor and the request is considered invalid, the Responder MUST respond with a response message with the status attribute set to “NotRegistered”.  

The element <resID> identifies the Responder. The Responder MUST set this value to equal the <resID> that was stored in the ResContext during registration with this Requestor. 
The element <reqNonce>, if present, MUST have the same value as the corresponding parameter value in the preceding request message from the Requestor.
The element <resNonce> contains a nonce chosen by the Responder. Nonces are generated and used as specified in section 5.3.12.

The element <certificateChain> is sent unless it is indicated in the ReqContext that the Responder has stored the necessary certificate information. When present, the parameter value SHALL be as described for the certificateChain parameter in the registration protocol of the protocol suite. 
The element <rspInfo> is of type ResponseInformation, which is abstract. Any concrete response should define concrete ResponseInformation, see example xxx.

The element <extensions> contains the extensions to the request. Generic extensions are defined in section xxx. 
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