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1 Reason for Change

A User Domain Upgrade method was introduced in OMA-DRM-2007-0432R01-User_Domain_Upgrade. This CR describes general User Domain Upgrade method and the detailed proposal of INP-0432R01.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify dmpJoinDomainResponse in 5.2.3.3
5.2.3.3 dmpJoinDomainResponse

A dmpJoinDomainResponse message is sent from a DA/DEA to a DRMAgent as the last message of the 2-pass joinDomain protocol. 

<element name="dmpJoinDomainResponse" type="gen:Response"/>

If the dmpJoinDomainRequest is not successful, then the response MUST be formatted as specified in [GEN]. Otherwise the message MUST be formatted as specified in Table 1:

	element / attribute
	usage
	value

	status
	M
	“Success”

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	resInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 1: dmpJoinDomainResponse message elements

The dmpJoinDomainResponse message MUST have a <resInfo> element. The <resInfo> element MUST contain a <udomInfo> element specified in section x.x, it MAY contain one or more <pMDK> elements and MAY contain the <pTK> element, which contains temporal key for User Domain Upgrade and MAY contain any number of <udomToken> elements:

<element name="pMDK" type="ProtectedMasterDomainKey" />

<complexType name="ProtectedMasterDomainKey">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>




<element name="daID" type="roap:Identifier"/>




<element name="mac" type="base64Binary"/>


</sequence>


</complexType>

<element name="pTK" type="protectedTemporalKey"/>


<complexType name="protectedTemporalKey">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>


</sequence>


</complexType>
<element name="udomToken" type="UserDomainToken" />


<complexType name="UserDomainToken">



<sequence>




<element name="body" type="gen:UserDomainTokenBody"/>




<element name="signature" type="ds:SignatureType" minOccurs="0"/>



</sequence>


</complexType>


<complexType name="UserDomainTokenBody">



<sequence>







<element name="udomID" type="dom:UserDomainIdentifier" />




<element name="subId" type="gen:Identifier"/>







<element name="isAgent" type="boolean" minOccurs="0"/>




<element name="isRI" type="boolean" minOccurs="0"/>




<element name="isLRM" type="boolean" minOccurs="0"/>




<element name="isDEA" type="boolean" minOccurs="0"/>




<element name="expires" type="dateTime" minOccurs="0"/>




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>


</complexType>
<element name="rspInfo" type="dom:ResponseInfo" />


<complexType name=" ResponseInfo">



<sequence>




<element name="udomInfo" type="dom:udomInfo" />



<element name="pMDK" type="dom:pMDK” minOccurs=”0”/>



<element name="pTK" type="dom:pTK” minOccurs=”0”/>



<element name=”udomToken” type=”dom:udomToken” minOccurs=”0”/>




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>


</complexType>
If the <pTK> element is included in <resInfo> element of dmpJoinDomainResponse, the User Domain Upgrade should follow the user domain upgrade method for reducing a leak of Domain Key, as specified in section 8.3, otherwise the User Domain Upgrade should follow the general user domain upgrade method, as specified in section 8.1.
If Hash Chains are supported by both the Device and the DA/DEA, only the <pMDK> element corresponding to the most recent Domain Generation SHOULD be included, otherwise a <pMDK> element for all Domain Keys for all Domain Generations MUST be included (including their domain identifiers as “Id” attributes) except in case where the <pTK> element is included in <resInfo> element.

Upon receipt of a dmpJoinDomainResponse, the DRM Agent MUST perform the default processing, as specified in [Gen], section xxx. If successful it MUST update the User Domain Context (UDC) by installing the received <udomInfo> element, <pMDK> elements and <udomToken> elements, as specified below.
A <pTK> element MUST contain an <encKey> element. The <encKey> element contains an encrypted DA/DEA-generated random value, Temporal Key.
The following URI shall be used to identify encryptionMethod in <xenc:EncryptionMethod> elements:
http://www.w3.org/2001/04/xmlenc#rsa-1_5.

The child of the <ds:KeyInfo> element inside the <encKey> element SHALL be the <roap:X509SPKIHash> element, identifying a particular DRM Agent's public key through the hash of the subjectPublicKeyInfo value in its certificate. The value of the <encKey> element's “Id” attribute is equal to the value of the <domID> element in the preceding dmpJoinDomainRequest message, save for the Domain Generation part.
A <pMDK> element MUST contain  an <encKey> element, a <daID> element and a <mac> element. The <encKey> element contains a MAC key (KMAC) and a Master Domain Key (MDK), wrapped as specified in section x.x of the <pMDK> element (excluding the <mac> element itself) using the MAC key KMAC wrapped in the <encKey> element. The MAC algorithm to use is negotiated in the registration phase and stored in the DA/DEA Context. DRM Agents MUST verify that:
x.x. The child of the <ds:KeyInfo> element inside the <encKey> element SHALL be the <roap:X509SPKIHash> element, identifying a particular DRM Agent's public key through the hash of the subjectPublicKeyInfo value in its certificate. The <daID> and <mac> elements are necessary for key confirmation purposes. The <mac> element provides key-confirmation through a MAC on the canonical version according to Section 
· The value of the <encKey> element's “Id” attribute is equal to the value of the <domID> element in the preceding dmpJoinDomainRequest message, save for the Domain Generation part.

· The value of the <daID> element is equal to the value of the <resID> element of the dmpJoinDomainResponse message itself. 

· The MAC is valid. 

If these verifications are positive then the DRM Agent MUST unwrap the MDK and store it as part of the User Domain Context. 

A <udomToken> element provides DA-signed proof of a relation of a specific kind between a certain entity, identified by the <subId> element, and the User Domain.  When interacting with a DEA or when installing User Domain Rights Objects created by a certain RI or LRM, the DRM Agent will be required to check the validity of the User Domain Tokens for that entity. A <udomToken> element MUST contain a <signature> element and a <body> element, which MUST contain a <udomID> element, a <subID> element and MAY contain an <isAgent> , <isRI>, <isLRM> or <isDEA> element, specifying the relations between the entity and the User Domain. The <signature> element is of type ds:SignatureType from [XML-DSIG]. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <body> element by having the same value as the “id” attribute of the <body> element. In compliance to the rules of canonicalisation specified in Section x.x, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalisation algorithm without comments. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The DRM MUST verify that:

· the signing key is associated with the DA/DEA identified in the <udomID> element.

· the signature is valid

If these verifications are positive then the DRM Agent MUST store the information in the <udomToken> as part of the User Domain Context.
Change 2:  Add User Domain Upgrade in Section 8.

8 User Domain Upgrade

A DEA may upgrade a User Domain if, for example, a Domain Key (e.g. MDK, TK) has been compromised or if a Device in the User Domain has been revoked. This will probably be a rare event, but may be necessary as a last resort to stop DRM Content from leaking out of the system in the clear.

In order to upgrade a User Domain, a DEA MUST change either the Master Domain Key (MDK) or Temporal Key (TK) and MUST increment the Domain Generation by one. If the Domain Generation value reaches 999 the Domain becomes obsolete.  An RI MUST NOT issue ROs for an obsolete User Domain and MUST NOT allow new Devices to join an obsolete User Domain. 

8.1 General User Domain Upgrade

A User Domain upgrade does not result in any Domain Context being deleted in any Device. After an upgrade, User Domain ROs issued before the upgrade may still be used and shared. This applies to all Devices (revoked and unrevoked) previously in the Domain, and to any new Devices added to the Domain after the upgrade.
A DEA performs a User Domain upgrade using the 2-pass dmpJoinDomain protocol with dmpJoinDomain Trigger. A DEA MAY initiate this protocol for the purposes of User Domain upgrade by sending a dmpJoinDomain trigger to a Device whose Domain membership it wishes to upgrade. If a Device receives a dmpJoinDomain trigger, it SHOULD compare the <domID> field with the domain ID for any domains already established with the DEA that sent the dmpJoinDomain trigger, with the sending DA as identified by the <resID> field. There are two possible outcomes of this comparison:

The Domain baseID of the <domID> field matches Domain baseID of a stored domain ID, but the value of the Domain Generation in the trigger is greater than the value stored by the Device. The incoming trigger represents a Domain upgrade, as described in this section. The Device SHOULD in this case silently upgrade the User Domain using the 2-pass dmpJoinDomain protocol with dmpJoinDomain Trigger.

If the Domain baseID of the <domID> field does not match Domain baseID of a stored domain ID, then the Device is not a member of the Domain. The Device MUST execute the 2-pass dmpJoinDomain protocol with dmpJoinDomain Trigger; just as if it was joining the domain for the first time.
8.2 Use of hash chains for Domain key management

To avoid storage of multiple keys per Domain in the Device and in the DEA (for the purpose of using old and new Domain ROs after Domain upgrade) it is possible to have a relation between the Master Domain Keys using Hash Chains (see section x.x), as illustrated in the example below. The Device MAY support Hash Chains and the DEA MAY support Hash Chains. 

Example1. Without hash chains
When generating a new User Domain, the DEA generates:

A unique Domain Identifier DI, the Domain Generation is set to 000. 

A random secret Master Domain Key MDK0
At Domain upgrade the Domain Generation g is increased by 1, which is reflected in the Domain Identifier, and a new Master Domain Key MDKg is generated. The old MDK (s) must be stored in DEA and Device to allow use of ROs issued before the upgrade. When Devices join a User Domain, all MDKs of this Domain are sent in the <udomInfo> element of dmpJoinDomainResponse (see x.x).

Example 2. With Hash Chains (optional)
When generating a new User Domain, the DEA 

generates a unique Domain Identifier DI, the Domain Generation is set to 000

generates an initial master domain key MDK for the User Domain

selects the maximum number of generations n for this Domain (not larger than 999)

defines a sequence of MDKs using the method described in Section x.x

Since old MDKs (with low generation value) are possible to efficiently derive from new MDKs (with higher generation value), it is only necessary to store the newest Domain Key in the Device (and corresponding Domain Identifier so the Domain Generation is known). For the DEA it is sufficient to store MDKn and the current Domain Identifier.
8.3 User Domain Upgrade for reducing a leak of Domain Key.
A User Domain upgrade does not result in any Domain Context being deleted in any Device. After an upgrade, User Domain ROs issued before the upgrade should still be used and shared to previous member Devices. This applies to all Devices (revoked and unrevoked) previously in the Domain. Any new Devices added to the Domain after the upgrade should not be used and shared for reducing a leak of Domain Key.
A DEA performs a User Domain upgrade using the 1-pass dmpJoinDomain protocol. A DEA SHOULD initiate this protocol for the purposes of User Domain upgrade by sending a dmpJoinDomainResponse to member Devices. If a Device receives a domJoinDomainResponse, it SHOULD compare the <domID> field with the domain ID for any domains already established with the DEA that sent the dmpJoinDomainResponse, with the sending DA/DEA as identified by the <daID> field. There are two possible outcomes of this comparison:

The Domain baseID of the <domID> field matches Domain baseID of a stored domain ID, but the value of the Domain Generation in the dmpJoinDomainResponse is greater than the value stored by the Device. The incoming the dmpJoinDomainResponse represents a Domain upgrade, as described in this section. The Device SHOULD in this case silently upgrade the User Domain using the 1-pass dmpJoinDomain protocol and securely receives the temporal Key (TK) from the DEA. After receiving the TK, the Device derives the new DDK from the MDK and newly received TK using KDF (sec section 9.4.3)

If the Domain baseID of the <domID> field does not match Domain baseID of a stored domain ID, then the Device is not a member of the User Domain. The Device MUST execute the 2-pass dmpJoinDomain protocol (see section x.x); just as if it was joining the domain for the first time. After a domain upgrade, new Device can join the User Domain using the 2-pass dmpJoinDomain protocol with dmpJoinDomain trigger.
Change 3:  Modify Shared-Key management in Section 9.2
9.2
Shared-Key management

When a User Domain Rights Object is secured using Shared-Key management, the <encKey> element in the <ro> element in the <protectedRO> element will contain the REK, encrypted with the Diversified Domain Key (DDK), as specified in section x.x. The <protectedRO> may be distributed out of band using any mechanism to any device. 

To access such an RO, the DRM Agent will join the User Domain via the dmpJoinDomain protocol and receive the Master Domain Key (MDK). The DDK can be derived from the MDK and the identity of the entity that created the RO, as specified in section x.x. Provided that no permission in the <protectedRO> is constrained by a <copy_control> element, by using the DDK the DRM Agent is able to access the REK in the <protectedRO> and MAY grant any permission in the <protectedRO> provided the constraints are met. 

If any permission in the <protectedRO> is constrained by a <copy_control> constraint, then the DRM Agents will set up a SAC to securely exchange the REK. In this case, a sink DRM Agent MUST receive the REK as delivered via a SAC, since the REK is cryptographically inaccessible based solely on knowledge of the MDK and the RO. If a DRM Agent receives the REK, it MAY grant any permission in the <rights> element, taking constraints into account. 

To secure a User Domain Rights Object using Shared-Key management, an RI/LRM will execute the rdpUseDomain protocol with the DA/DEA and receive the RI/LRM specific DDK and ValidationToken. Using the DDK the RI/LRM is able to create and protect the RO as specified in section xxx. As part of the <protectedRO>, using out-of-band mechanisms or the roapROResponse message, the RI/LRM will forward the ValidationToken to the DRM Agent. In the process of installing the RO, the DRM Agent MUST verify that the RI/LRM has been authorized by the DA/DEA to create ROs for the User Domain, by checking the ValidationToken as specified in section xxx. If the RI/LRM ValidationToken has expired or is otherwise invalid, it MAY be renewed by executing the dmpJoinDomain protocol with the DA/DEA. The DA/DEA MAY choose not to renew a Validation Token, for instance when an RI/LRM is suspected to be compromised or when the business relationship between the DA/DEA and RI/LRM has ended. As a condition of acceptance for further circulation, a non-compromised DRM Agent will check the validity of the ValidationToken of the RI/LRM. By not renewing the ValidationToken, the DA/DEA can prevent an RI/LRM from successfully creating new ROs for the User Domain. 

If a member of the domain is known to have been compromised, it can be expelled from the domain by domain upgrade. In this process a new MDK is chosen. All members of the domain that are still trusted SHOULD re-execute the dmpJoinDomain protocol with the DA/DEA to retrieve the new MDK. As the alternative method, DEA SHOULD securely deliver Temporal Key with the dmpJoinDomainResponse to all member of the user domain except the compromised member. DRM Agent is able to derive a DDK by the MDK with the Temporal Key, as specified in section 9.4.3. The decision on the use of User Domain Upgrade method should follow the User Domain Policy of the Domain Authority. All RIs/LRMs that provide ROs for the domain will re-execute the rdpUseDomain protocol with the DA/DEA to retrieve their new DDK and ValidationTokens. 

Change 4:  Add Deriving a DDK using a MDK and a TK in 9.4.3

9.4.3 Deriving a DDK using a MDK and a TK

This section applies when deriving a Diversified Domain Key, DDK, in DRM Agent and DEA for a User Domain.
The DRM Agent and DEA can derive the DDK used by the MDK with the TK as follows:
DDK = KDF(MDK|TK, NULL, ddkLen)
Where KDF is defined [OMA DRM 2.1] section 7.1.2, TK is randomly generated by DEA, NULL is the empty string, and ddkLen shall be set to the desired length of DDK (in octets).
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