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1 Reason for Change

This CR suggest adding into current TS SCE-4-LRMP protocols by which the LRM communicates with the RI.
The first protocol should be LRM-RI Registration Protocol by which an LRM registers into an RI, so that a trust relationship between them can be built up. This CR suggests simulating the registration protocol in DRM 2.1 TS, where DRM Agent registers into RI. 

The second protocol is LRM-RI Create RO Protocol by which an LRM can import an RO to a DRM2.x Device. It was ever briefly addressed in SCE-AD document (see section 5.4.2) during AD stage as below.
=======================the section in the SCE AD document ==============================
5.4.2 Import for a specific OMA DRM 2.0 Device
Figure 3 depicts the flow of events in case of import for an OMA DRM 2.0 Device with a DRM Agent that is conformant to OMA DRM 2.0 specification (called  “2.0 DRM Agent”). 
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Figure 3: Import for a specific OMA DRM 2.0 Device

Calls:

1
The LRM registers with the RI as described in section 5.4.1. 

2-5
The LRM receives Import-ready data from an entity outside of the scope of OMA DRM, creates a DCF from it and requests the creation of an RO for the Import-ready data. In the CreateRORequest/Response-calls, the LRM and RI will exchange the identity of the OMA DRM 2.0 Device for which the RO is to be created, the permissions and restrictions that should be expressed in the RO as well as any neccesary key material and other information (e.g. metadata like RightsIssuerURL, SilentURLs etc.). The RI saves the information and prepares for RO creation. The DCF will contain a silent header, to initiate download of the RO by the Device. The sequence of calls may be somewhat different. In case of streaming content for instance, the LRM may request an RO from initial Import ready data and then create a DCF while still receiving the rest of the Import-ready data. 
6
The DCF is transported to the Device, as enabled by OMA DRM 2.0 super distribution.

7-11 
Using the silent header information contained in the DCF, the DRM Agent contacts the RI for retrieving the RO. If the RI does not have a valid Device Context with the Device (e.g. the Device has not registered or the existing registration has expired), the RI first requests the DRM Agent to register. The RI creates an OMA DRM 2.0 compatible RO based on the information obtained at step 8 and triggers the DRM Agent to acquire the RO.

Note that the RI may create the RO at step 4 if a valid Device Context for the Device already exists.

Calls 2-11 are repeated for each piece Content that is created from Import-ready data.

================================================ ==============================
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG members to review and agree the proposal
6 Detailed Change Proposal

Change 1:  Modify section 6.1 as below
6.1 SCE-4-LRMP

This section defines the protocols by which an LRM communicates with an RI.  The protocols include LRM-RI Registration Protocol, LRM-RI Create RO Protocol and so on.
6.1.1 LRM-RI Registration Protocol
The LRM-RI Registration Protocol is a complete security information exchange and handshake between the RI and the LRM and is generally only executed at first contact, but may also be executed when there is a need to update the exchanged security information, or when DRM Time in the LRM is deemed inaccurate by the Rights Issuer. This protocol includes negotiation of protocol parameters and protocol version, cryptographic algorithms, exchange of certificate preferences, optional exchange of certificates, mutual authentication of Device and RI, integrity protection of protocol messages.

Successful completion of the Registration protocol results in the establishment of an RI Context in the LRM containing RI-specific security related information such as agreed protocol parameters, protocol version, and certificate preferences. An RI Context is necessary for execution of the other protocols in the SCE-4-LRMP suite. 
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Figure x: The 4-pass LRM-RI Registration Protocol
6.1.1.1 LRM-RI Hello Request
The LRM-RI Hello Request message is sent from the LRM to the Rights Issuer to initiate the 4-pass LRM-RI Registration protocol. This message expresses LRM information and preferences.
6.1.1.1.1 Message description
TBD, to keep consistent with GEN TS
6.1.1.1.2 Message syntax
TBD, to keep consistent with GEN TS
6.1.1.2 LRM-RI Hello Response
The LRM-RI Hello Response message is the second message of  the 4-pass LRM-RI Registration protocol and is sent from the Rights Issuer to the LRM in response to an LRM-RI Hello Request message. The message expresses RI preferences and decisions based on the values supplied by the LRM.
6.1.1.2.1 Message description
TBD, to keep consistent with GEN TS
6.1.1.2.2 Message syntax
TBD, to keep consistent with GEN TS
6.1.1.3 LRM-RI Registration Request
An LRM sends the LRM-RI Registration Request message to an RI to request registration with the RI. The message is sent as the third message in the 4-pass LRM-RI Registration protocol.
6.1.1.3.1 Message description
TBD, to keep consistent with GEN TS
6.1.1.3.2 Message syntax
TBD
6.1.1.4 LRM-RI Registration Response
The LRM-RI Registration Response message is sent from the Rights Issuer to the LRM in response to an LRM-RI Registration Request message. This message completes the Registration protocol, and if successful, enables the LRM to establish an RI Context for this RI.
6.1.1.4.1 Message description
TBD, to keep consistent with GEN TS
6.1.1.4.2 Message syntax
TBD, to keep consistent with GEN TS
6.1.2 LRM-RI Create RO Protocol
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Figure x: The 2-pass LRM-RI Create RO Protocol
6.1.2.1 LRM-RI Create RO Request

An LRM sends the LRM-RI Create RO Request message to an RI to request creating one or more RO for a designated DRM2.x Device.
6.1.2.1.1 Message description
TBD
6.1.2.1.2 Message syntax
TBD

6.1.2.2 LRM-RI Create RO Response
An RI sends the LRM-RI Create RO Response message to an LRM to indicate the result of creating one or more RO for a designated DRM2.x Device
6.1.2.2.1 Message description
TBD
6.1.2.2.2 Message syntax
TBD
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