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1 Reason for Change

The purpose of this CR is to enable Guest device transfer Rights back to the original source User Domain device from which Rights is transferred to the Guest device. 
The current draft of SCE LRM has defined Guest device as recipient only device while it is not reasonable to the user. The Rights temporarily Moved to guest device SHALL be Moved back to the original User Domain device. Regarding the concept of guest device, it is just to confine the moving scope of Rights, so to enable Rights only moved back to the original User Domain device is a good solution. 
This CR also provides a method to ensure that Rights is transferred back to the real original User Domain device, Before transferring Rights to the guest device, User Domain device encrypted the REK of RO by User Domain device’s public key and then send the encrypted REK along with Rights to the guest  device. The encrypted REK SHALL be transferred along with Rights back to the User Domain device to enable the User Domain device to confirm whether it is just the original Rights sender by decrypting the REK. If decryption of REK is successful, then accept current Rights back.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author requests that the CR be agreed 
6 Detailed Change Proposal
Change 1:  modification to Rights transfer between Guest and User Domain device 
Move Operations

Devices MUST be currently paired with each other (as specified in Section ‎5.3.4) in order to successfully complete a Move operation relative to Imported-Rights-Objects created by an LRM.  Guest Devices SHALL NOT perform outbound Move operations except Movement back to the User Domain device which is  original Rights sender to the guest device  on Imported-Rights-Objects digitally signed by an LRM corresponding to a DEA with which they are currently registered as Guest Devices.  Because Guest Devices are NOT permitted to perform outbound Move operations except Movement back to the User Domain device which is original Rights sender to the guest device of such Rights, flow to compliant Devices is effectively restricted.    Both the Source Device and Guest Device SHALL Move only those Imported-Rights-Objects that include a Move Permission.  Imported-Rights-Objects MUST be verified as having been created by an LRM corresponding to a DEA with which the Devices are currently registered.  Furthermore, a Rights Object MAY be transferred to a Guest Device accompanied by less information over the Secure Authenticated Channel than if the Rights Object is transferred to a User Domain Device.  This can preclude a Device from successfully Moving the Rights Object to a compliant User Domain Device even if the Device is a User Domain Device at the time at which it acts as Source Device.  Therefore, Rights Objects received by compliant Guest Devices via a Move operation MAY be relatively limited in their usage in that Permissions MAY be further constrained, e.g., usage MAY be “temporary,” where “temporary” is defined within the LRM-signed portion of the Imported-Rights-Object.

Partial Rights Moves SHALL be permitted, i.e., if an Imported-Rights-Object corresponds to Stateful Rights, the Source Device MAY retain part of the remaining Rights Object usage.
7.2.1.3 Import and Transfer Operations on ROs
Figure 1 depicts a high-level representation of Import via an LRM and subsequent Rights transfer via pairings acquired from a DEA corresponding to that LRM.
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Figure 1 – Import and Subsequent Transfer Operations on ROs
Consistent with OMA DRM V 2.0/2.1, the AES-WRAP of the CEK under the RO encryption key (REK) MUST be included within the <rights> element data that is signed by the LRM, where AES-WRAP includes an inherent integrity check that rejects the recovered value of CEK as invalid if the input value of REK is invalid. REK MAY be required for successful User Domain-level Rights delivery, where the CEK and encrypted REK which is encrypted by User Domain device using the User Device’s public key suffices for guest-level Rights delivery. Because a Guest Device does not receive REK and can not decrypt the encrypted REK , and thus cannot retrieve CEK from the AES-WRAP of CEK under REK, the <rights> element MAY include hash(CEK) as a means of enabling direct verification of the validity of CEK by the recipient Guest Device. The REK or CEK value MUST be delivered under the pairing-based SAC discussed in Section ‎5.3.4.1. When Rights is transferred from Guest Device to User Domain Device along with  the encrypted REK of the RO, the User Domain device SHALL confirm whether itself is just the real original Rights sender by decrypting the encrypted REK. If decryption is successful, then accept the Rights back.
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