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1 Reason for Change

This CR provides descriptions of the fields in the Proxy Leave User Domain messages, to specify how the RI and DA/DEA should interact when a DRM v2.x Device is removed from a User Domain.

Additionally, the CR introduces the Device certificate chain in the Proxy Leave User Domain message, for authentication of the Device by the DA/DEA. The DA/DEA gives consent to the request of the Device to leave the Domain by sending a ProxyLeaveUserDomainResponse message with the status field set to "Success". The RI forwards the consent to the Device by sending a normal LeavDomainResponse message.
R01 bases the CR on OMA-TS-SCE_DOM-V0_4-20080214, to ensure consistency with agreed OMA-DRM-2007-0538. Additionally, the revision has the following changes:

· add text to describe the complete process so that a DRMv2.0 Device Leaves the User Domain completely via all involved RIs
· addition of tables describing the messages proxyLeaveUserDomainRequest and proxyLeaveDomainResponse;

· removal of the (RI) certificateChain parameter from the proxyLeaveUserDomainRequest message;

· addition of the triggerNonce parameter to the leaveDomainRequest message;
· include explanation of the <signature> element of the ProxyLeaveUserDomainResponse
· some editorial changes.

2 Impact on Backward Compatibility

The Proxy Leave User Domain Protocol allows backward compatibility of DRM v2.x Devices with Shared Key User Domains.

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

Change 1:  Add reference for DRMGEN-SCE

2.1 Normative References

	[OMADRM20]
	The OMA DRM 2.0 enabler as described in “Enabler Release Definition for DRM V2.0, 
Approved Version 2.0”, OMA-TS-DRM-DRM-V2_0-20060303-A, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMDRM20]
	“DRM Specification, Approved Version 2.0”, 
OMA-TS-DRM-DRM-V2_0-20060303-A, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMREL20]
	“DRM Rights Expression Language, Approved Version 2.0”, 
OMA-TS-DRM-REL-V2_0-20060303-A, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDCF20]
	“DRM Content Format, Approved Version 2.0”, 
OMA-TS-DRM-DCF-V2_0-20060303-A, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	
	

	[DRMRD-SCE]
	“Secure Content Exchange Requirements, Draft Version 1.0”, 
OMA-RD-SCE-V1_0-20060908-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMAD-SCE]
	“Secure Content Exchange Architecture, Draft Version”, 
OMA-AD-SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDRM-SCE]
	“DRM Specification – SCE Extensions, Draft Version”, 
OMA-TS-DRM-DRM-SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMREL-SCE]
	“DRM Rights Expression Language – SCE Extensions, Draft Version”, 
OMA-TS-DRM-REL-SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDCF-SCE]
	“DRM Content Format – SCE Extensions, Draft Version”, 
OMA-TS-DRM-DCF-SCE-Vx_y-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMLRM-SCE]
	 “DRM Local Rights Management, Draft Version”, 
OMA-TS-DRM-LRM- SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDOM-SCE]
	“DRM User Domains, Draft Version”, 
OMA-TS-DRM-DOM-SCE-Vx_y-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMA2A-SCE]
	“DRM Agent-to-Agent transfer, Draft Version”, 
OMA-TS-DRM-REL- SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMGEN-SCE]
	"SCE Generic Mechanisms",
OMA-TS-SCE_GEN-Vx-y-D, Open Mobile AllianceTM
URL:http://www.openmobilealliance.org/

	
	

	
	


Change 2:  Add text to complete the Leave User Domain via all involved RIs.
6.2.4.2 DRM2.x Device Indirectly Leaves User Domain

A DRM2.x Device can indirectly leave via the RI a User Domain as indicated by figure xxx. When the DRM2.x Device performs this procedure, the DA/DEA deletes the association of this Device to the User Domain. However, a DRM2.x Device may have been joined to this User Domain via multiple RIs. Therefore, after successfully processing a ProxyLeaveUserDomainRequest, the DA/DEA MUST send an RDP Trigger {ProxyLeaveUserDomain} to all RIs that have a valid context  for this User Domain related to this DRM2.x Device. See section 6.2.4.4 "DA/DEA Indirectly Trigger DRM2.x Device Leave User Domain" for more details. The DA/DEA SHALL NOT allow the 2.0/2.1 Device to join the User Domain over any RI as long as it has not performed the Proxy Leave User Domain protocol with the 2.0/2.1 Device over all RIs for which the 2.0/2.1 Device still has a Domain context associated with this User Domain.
To request leaving a Domain, the DRM2.x Device sends the RI a LeaveDomainRequest message to convey the information about the target Domain that it will leave. When the RI determines that the target Domain is a User Domain, it sends the DA/DEA a ProxyLeaveUserDomainRequest message to forward the DRM2.x Device request as indicated by the preceding LeaveDomainRequest message. After processing the ProxyLeaveUserDomainRequest message, the DA/DEA returns a ProxyLeaveUserDomainResponse to the RI to convey its reaction to the request. The RI subsequently returns a LeaveDomainResponse to the DRM2.x Device to forward the reaction indicated by preceding ProxyLeaveUserDomainResponse. 

For more detail of this procedure, please refer to the following two sections. Please note, the LeaveDomainRequest and LeaveDomainResponse messages have been described in [DRM2.x]. 
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Figure xxx Sequence Diagram – DRM2.x Device indirectly and partially leaves a User Domain
Change 3:  Adjust Proxy Leave User Domain Request to include the original leaveDomainRequest message (including Device signature) and the Device certificate chain.

6.2.4.2.1 Proxy Leave User Domain Request

<element name="proxyLeaveUserDomainRequest" type="gen:Request"/>
<element name="proxyLeaveUserDomainReqInfo" type="rdp:ProxyLeaveDomainRequestInformation" substitutionGroup="gen:reqInfo"/>
<complexType name="ProxyLeaveDomainRequestInformation"> 

  <complexContent>

    <extension base="gen:RequestInformation">

      <sequence>        
        <element name="leaveDomainRequest" type="roap:DomainRequest"/>
        <element name="deviceCertificateChain" type=" roap:CertificateChain " minOccurs="0"/>


      </sequence>

    </extension>

  </complexContent>
</complexType>
Change 4:  Include userDomainIdentifier and deviceID in the Proxy Leave User Domain Response.

6.2.4.2.2 Proxy Leave User Domain Response

<element name="proxyLeaveUserDomainResponse" type="gen:Response"/>
<element name="proxyLeaveUserDomainRspInfo" type="rdp:ProxyLeaveDomainResponseInformation" substitutionGroup="gen:rspInfo"/>
<complexType name="ProxyLeaveDomainResponseInformation">
  <complexContent>

    <extension base="gen:ResponseInformation">

      <sequence>        
        <element name="userDomainIdentifier" type="dom:DomainIdentifier"/>
        <element name="deviceId" type="roap:Identifier"/>

      </sequence>

    </extension>

  </complexContent>
</complexType >
Change 5:  Explanation of the fields in the messages, and how they are processed.

6.2.4.2.3 Sending ProxyLeaveUserDomainRequest

Upon receipt of a LeaveDomainRequest message, the RI SHOULD determine whether the target Domain indicated by the <domainID> element is a User Domain. If so, the RI MUST send a ProxyLeaveUserDomainRequest message to the DA/DEA. 
	Parameter
	ProxyLeaveUserDomainRequest

	reqID
	M

	resID
	M

	nonce
	M

	certificateChain
	M

	leaveDomainRequest
	M

	deviceCertificateChain
	O

	signature
	-


Table x: ProxyLeaveUserDomainRequest Message Parameters


The ProxyLeaveUserDomainRequest message SHALL contain the following fields:

reqID: this field MUST contain the RI ID.

resID: this field MUST contain the DA/DEA ID.

nonce: this field MUST contain the same value as the <nonce> element in the LeaveDomainRequest message.

certificateChain: this field MUST contain the certificate chain of the RI. The value of the <certificateChain> parameter SHALL be a certificate chain including the RI's certificate. The chain SHALL not include the root certificate. The RI certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it.
The proxyLeaveUserDomainRequest message MUST contain a <reqInfo> element (as defined in [DRMGEN-SCE]), which MUST contain a proxyLeaveUserDomainReqInfo element. The proxyLeaveUserDomainReqInfo element has the following subfields:
leaveDomainRequest: this parameter MUST contain the leaveDomainRequest message as received by the RI from the Device.

deviceCertificateChain: if the leaveDomainRequest message does not include the <certificateChain> field, this parameter MUST be present. The value of the <deviceCertificateChain> parameter SHALL be a certificate chain including the Device's certificate. The chain SHALL not include the root certificate. The Device certificate MUST come first in the list. Each following certificate MUST directly certify the one preceding it.
signature: this element SHOULD NOT be included in the message for this version of the specification. 
6.2.4.2.4 Sending ProxyLeaveUserDomainResponse
After reception of the ProxyLeaveUserDomainRequest message, the DA/DEA MUST perform the default processing, as specified in [Gen], section xxx, and MUST perform the following checks:

· Verify the validity of the Device's certificate chain. This certificate chain is contained in either the <certificateChain> element in the <leaveDomainRequest> element, or in the <deviceCertificateChain> element in the <ProxyLeaveUserDomainRequest> message. The certificate chain validation includes verification of the revocation status. If the certificate chain validation fails, the DA/DEA MUST send to the RI a ProxyLeaveUserDomainResponse message with the <status> field set to "InvalidCertificateChain".

· Verify the signature in the <signature> element in the <leaveDomainRequest> element. If the signature verification fails, the DA/DEA MUST send the RI a ProxyLeaveDomainResponse message with the <status> field set to "SignatureError".

· If the UserDomainIdentifier is unknown to the DA/DEA, the DA/DEA MUST send to the RI a ProxyLeaveUserDomainResponse message with the <status> field set to "InvalidDomain".
· If present, the field <signature> SHALL be ignored by the DA/DEA.
When the DA/DEA allows the Device to leave the User Domain, it MUST return a ProxyLeaveUserDomainResponse message to the RI to convey its reaction to the request. Before sending the ProxyLeaveUserDomainResponse message the DA/DEA MUST delete the association of this Device to the User Domain. The <status> field in the proxyLeaveUserDomainResponse message SHALL be set to "success". 

	Parameter
	Proxy Leave User Domain Response

	
	Status = “Success”
	Status  ≠ “Success”

	status
	M
	M

	reqID
	M
	M

	resID
	M
	M

	nonce
	M
	M

	certificateChain
	O
	O

	userDomainIdentifier
	M
	-

	deviceID
	M
	-

	signature
	M
	-


Table x: ProxyLeaveUserDomainResponse Message Parameters

Each ProxyLeaveUserDomainResponse message MUST contain the following fields:

reqID: this field MUST contain the RI ID.

resID: this field MUST contain the DA/DEA ID.

nonce: this field MUST contain the same value as the <nonce> element in the preceding ProxyLeaveUserDomainRequest message.

The DA/DEA MUST include in the proxyLeaveUserDomainResponse message a <rspInfo> element (as defined in [DRMGEN-SCE]), which MUST contain a <proxyLeaveUserDomainRspInfo> element. The <proxyLeaveUserDomainRspInfo> element contains the following fields:
userDomainIdentifier: this field MUST contain the User Domain Identifier of the User Domain from which the Device is removed.
deviceID: this field MUST contain the Device ID of the Device that is to be removed from the User Domain.
signature: this element MUST contain a signature over this message. The signature method is as follows:

· The message except the Signature element is canonicalized according to Section 5.3.3 from [DRMDRM20].

· The result of the canonicalization, d, is considered as input to the signature operation.
· The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

6.2.4.2.5 Sending 
LeaveDomainResponse

When receiving a ProxyLeaveUserDomainResponse, the RI MUST return a ROAP LeaveDomainResponse to the DRM2.x Device to forward the reaction from the DA/DEA.
If the <status> field in the ProxyLeaveUserDomainResponse does not contain "Success", the LeaveDomainResponse message SHALL only contain the <status> field, which MUST be set to the same value as the <status> field in the associated ProxyLeaveUserDomainResponse message.

When receiving a ProxyLeaveUserDomainResponse including the <status> field set to "Success", the RI MUST verify the included DA/DEA signature. If the signature verification fails, the RI MUST send a ROAP LeaveDomainResponse message including only the <status> field, which MUST be set to "DomainAccessDenied". If the signature verification was successful, the parameters 
in the ProxyLeaveUserDomainResponse message SHALL be set to the following value:

status: this field MUST contain the value "Success".

nonce: this field MUST contain the same value as the <nonce> field in the LeaveDomainRequest message.
domainIdentifier: this field MUST contain the same value as the <UserDomainIdentifier> field in the preceding ProxyLeaveUserDomainResponse message.
extensions: there are currently no extensions defined.
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