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1 Reason for Change

This CR provides descriptions of the fields in the Proxy Join User Domain Trigger, and the Proxy Leave User Domain Trigger. The triggers are used by the DEA to trigger an RI to join or leave a DRM v2.x Device to or from a Domain.

2 Impact on Backward Compatibility

The Proxy Join User Domain and Proxy Leave User Domain protocols allow DRM v2.x Devices to participate in Shared Key User Domains.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

6.2.4.3 DA/DEA Indirectly Triggers DRM2.x Device Join User Domain

A DA/DEA can indirectly trigger a DRM2.x Device indirectly join a User Domain as indicated by Figure xxx.

The DA/DEA sends a RDP Trigger {ProxyJoinUserDomain} to the RI, so that the RI knows to trigger which Device to join which User Domain. After some necessary process on the trigger, the RI subsequently sends a ROAP Trigger {JoinDomain} to the DRM2.x Device. Then the DRM2.x Device conducts a procedure as indicated by section 6.2.4.1 to join indirectly the target User Domain.

For more detail of this procedure, please refer to the following section. Please note, the message other than the RDP Trigger {ProxyJoinUserDomain} has been described by [DRM2.x] and section 6.2.1.4 above.
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Figure xxx Sequence Diagram – DA/DEA indirectly triggers DRM2.x Device join a User Domain

6.2.4.3.1 RDP Trigger {Proxy Join User Domain}
<element name="proxyJoinUserDomainTrigger" type="gen:DrmTrigger"/>
<element name="proxyJoinUserDomainTriggerInfo" type="rdp:ProxyJoinDomainTriggerInformation" substitutionGroup="gen:triggerInfo"/>
<complexType name="ProxyJoinDomainTriggerInformation"> 

  <complexContent>

       <sequence>        
        <element name="userDomainIdentifier" type= "dom:DomainIdentifier"/>
        <element name="userDomainAlias" type="string" minOccurs="0"/>
        <element name="deviceID" type="roap:Identifier" maxOccurs="unbounded"/>

      </sequence>

  </complexContent>
</element>

The proxyJoinUserDomainTrigger is of the gen:DrmTrigger type. This type has the following elements:

resID: this element MUST contain the DA/DEA ID.

resAlias: this element SHOULD NOT be included.

nonce
: this element SHOULD NOT be included.
reqURL: this element contains an URL, which SHALL be used by the RI to post the ProxyJoinUserDomainRequest message to.
The proxyJoinUserDomainTrigger MUST contain a <triggerInfo> element (as defined in [DRMGEN-SCE]), which MUST contain a <proxyJoinUserDomainTriggerInfo> element. The <proxyJoinUserDomainTriggerInfo> element has the following subelements:
userDomainIdentifier: the User Domain ID.

userDomainAlias: if present, the <userDomainAlias> element contains a String value that will be used by the DRM Agent whenever it refers to the User Domain in a message to the user.
deviceID: this element can appear multiple times. Each <deviceID> element contains the Device ID of a Device that is to join the User Domain.
6.2.4.3.2 Processing RDP Trigger {Proxy Join User Domain}

When the RI receives from the DA/DEA a proxyJoinUserDomainTrigger, it MUST send to each Device which has a Device ID that is in the list of deviceIDs in the Proxy Join Domain Trigger a Join Domain Trigger as specified in [OMADRM20]. The elements in the Join Domain Trigger SHALL contain the following values:

riID: this element SHALL contain the RI identifier of the RI that sends the Join Domain Trigger.

riAlias: this element MAY be included. If included, it SHALL contain the RI Alias (as specified in [OMADRM20]) from the RI that sends the Join Domain Trigger.

nonce: this element SHALL only be included if the proxyJoinUserDomainTrigger contains a <nonce> element. In that case, the <nonce> element in the Join Domain Trigger SHALL contain the same value as the <nonce> element in the proxyJoinUserDomainTrigger.
roapURL: this element SHALL contain the URL which the DRM Agent is to use the when initiating the ROAP Join Domain protocol.
domainID: this element SHALL contain the same value as the <userDomainIdentifier> element in the proxyJoinUserDomainTrigger.
domainAlias: this element MUST be included if <userDomainAlias> element is included in the proxyJoinUserDomainTrigger. When included in the Join Domain Message, it MUST contain the same value as the <userDomainAlias> element in the proxyJoinUserDomainTrigger message.
version: this element SHALL be as specified in [OMADRM20].

proxy: this element SHALL be as specified in [OMADRM20].
The <signature> and <encKey> elements SHALL NOT be included in the Join Domain Trigger.
The RI MAY also initiate the Proxy Join User Domain protocol by sending a Join Domain Trigger, without receiving a Proxy Join Domain Trigger first. In this case, the elements in the Join Domain Trigger SHALL contain the same values as specified above, except for:
nonce: this element SHALL NOT be included.

domainID: this element SHALL contain the User Domain ID of the User Domain to which the Device is to join.

domainAlias: this element MAY be included. If it is included, it MUST contain the User Domain Alias associated with the User Domain to which the Device is to join.
6.2.4.4 DA/DEA Indirectly Trigger DRM2.x Device Leave User Domain

A DA/DEA can indirectly trigger a DRM2.x Device indirectly leave a User Domain as indicated by Figure xxx.

The DA/DEA sends a RDP Trigger {ProxyLeaveUserDomain} to the RI, so that the RI knows to trigger which Device to leave which User Domain. After some necessary process on the trigger, the RI subsequently sends a ROAP Trigger {LeaveDomain} to the DRM2.x Device. Then the DRM2.x Device conducts a procedure as indicated by section 6.2.4.2 to leave indirectly the target User Domain.

For more detail of this procedure, please refer to the following section. Please note, the message other than the RDP Trigger {ProxyLeaveUserDomain} has been described by [DRM2.x] and section 6.2.1.4 above.
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Figure xxx Sequence Diagram – DA/DEA indirectly triggers DRM2.x Device leave a User Domain
6.2.4.4.1 RDP Trigger {Proxy Leave User Domain}

<element name="proxyLeaveUserDomainTrigger" type="gen:DrmTrigger"/>
<element name="proxyLeaveUserDomainTriggerInfo" type="rdp:ProxyLeaveDomainTriggerInformation" substitutionGroup="gen:triggerInfo"/>

<complexType name="ProxyLeaveDomainTriggerInformation"> 

  <complexContent>

       <sequence>        
        <element name="userDomainIdentifier" type= "dom:DomainIdentifier"/>

        <element name="userDomainAlias" type="string" minOccurs="0"/>

        <element name="deviceID" type="roap:Identifier"/>
      </sequence>

  </complexContent>
</element>

The proxyLeaveUserDomainTrigger is of the gen:DrmTrigger type. This type has the following elements:

resID: this element MUST contain the DA/DEA ID.

resAlias: this element SHOULD not be included.

nonce: this element SHALL be included, and SHALL contain a nonce chosen by the DA/DEA.
reqURL: this element contains an URL, which SHALL be used by the RI to post the ProxyLeaveUserDomainRequest message to.
The proxyLeaveUserDomainTrigger MUST contain a <triggerInfo> element (as defined in [DRMGEN-SCE]), which MUST contain a <proxyLeaveUserDomainTriggerInfo> element. The <proxyLeaveUserDomainTriggerInfo> element has the following subelements:
userDomainIdentifier: the User Domain ID.

userDomainAlias: if present, the <domainAlias> element contains a String value that will be used by the DRM Agent whenever it refers to the User Domain in a message to the user.
deviceID: this element SHALL contain the Device ID of the 2.x Device that is to leave the User Domain.
6.2.4.4.2 Processing RDP Trigger {Proxy Leave User Domain}

When the RI receives from the DA/DEA a proxyLeaveUserDomainTrigger, it MUST send to the Device indicated by Device ID in the Proxy Leave Domain Trigger a Leave Domain Trigger as specified in [OMADRM20]. The Leave Domain Trigger has the following elements:

riID: this element SHALL contain the RI identifier of the RI that sends the Leave Domain Trigger.

riAlias: this element MAY be included. If included, it SHALL contain the RI Alias (as specified in [OMADRM20]) from the RI that sends the Leave Domain Trigger.

nonce: this element SHALL contain the same value as the <nonce> element in the <proxyLeaveUserDomainTrigger>. If the value of the triggerNonce attribute in the subsequent Leave Domain Request from the Device is not equal to the value of the <nonce> element in the Leave Domain Trigger, the RI MUST discard
 the received Leave Domain Request. RIs MUST follow the guidelines for nonces as expressed in Section 5.3.10 of [OMADRM20].
roapURL: this element SHALL contain the URL which the DRM Agent is to use the when initiating the ROAP Leave Domain protocol.

domainID: this element SHALL contain the same value as the <userDomainIdentifier> element in the proxyLeaveUserDomainTrigger.

domainAlias: this element MUST only be included if the <userDomainAlias> element is included in the proxyLeaveUserDomainTrigger. If included, it MUST contain the same value as the <userDomainAlias> element in the proxyLeaveUserDomainTrigger message.

version: this element SHALL be as included specified in [OMADRM20].

proxy: this element SHALL be included as specified in [OMADRM20].

enckey: 
this element SHALL be included and SHALL contain a MAC key wrapped with the current DDK. The value of the "Id" attribute of this element SHALL equal the value of the "URI" attribute of the <ds:RetrievalMethod> child element of the <signature> element.
signature: this element and its subelements SHALL be included as is specified for the Leave Domain Trigger in [OMADRM20].
The Leave Domain Trigger SHALL have an "Id" attribute. The value of the "Id" attribute is chosen by the RI. The value of the "URI" attribute of the <ds:RetrievalMethod> child element of the <signature> element SHALL be the same as the value of the "Id" attribute.












�Either this or only one Device per trigger.


Additionally, complications might occur since it should be possible to initiate the Join User Domain protocol from the Device side, and the DRM v2.0 TS says that if a nonce element is included, the subsequent Join Domain message SHALL include the nonce.


�This seems to disable LeaveDomainRequests initiated by the Device, if once a Leave Domain Trigger was sent.
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