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1 Reason for Change

The SCE ETR is missing the A2A test requirements.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Qualcomm recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Add abbreviations to section 3.3

	A2A
	Agent to Agent

	AD
	Architecture Document

	LRM
	Local Rights Manager

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	REL
	Rights Expression Language

	RO
	Rights Object

	
	


Change 2:  Add new mandatory requirements to section 5.1.1

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented in the client/server

NOTE:  This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	REL-M-01
	Parsing of <move> element and eventual associated constraints.
	Required to test that an RO is only Moved when a <move> permission allows it.

	
	REL-M-02
	Forward compatibility of permissions and constraints.
	Required to test whether unknown permissions are ignored and known permissions with unknown constraints are not granted.

	
	REL-M-02
	Forward compatibility, unknown REL elements.
	Required to test whether unknown xml-elements at <any>-locations are ignored.

	
	REL-M-03
	Ignoring permissions with unknown proximity constraints.
	Required to test that an unknown proximity constraint does not cause the parser to fail, and does not result in not granting permissions that are not associated with that proximity constraint.

	
	A2A-M-01
	DRM Requestor performing an A2A Hello operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs an A2A Hello operation with a DRM Agent. Tests MUST include:

· Setting Version to something other than 1.0.

· Sending a Trust Anchor that is not in common with the DRM Agent.

	
	A2A-M-02
	DRM Requestor performing an A2A Hello operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs an A2A Hello operation with a Render Agent. Tests MUST include:

· Setting Version to something other than 1.0.

· Sending a Trust Anchor that is not in common with the Render Agent.

	
	A2A-M-03
	DRM Requestor performing a MAKE transaction with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a MAKE transaction with a DRM Agent. Tests MUST include:

· Sending a Trust Anchor that is not in common with the DRM Agent.

· Sending an invalid certificate chain.

· The DRM Agent having an expired CRL.

· The DRM Requestor being revoked in the DRM Agent’s CRL.
· Sending the wrong random number.

· Malformed encrypted data.

· The wrong protocol version.

	
	A2A-M-04
	DRM Requestor performing a MAKE transaction with a Render Agent.
	Required to test that a DRM Requestor correctly performs a MAKE transaction with a Render Agent. Tests MUST include:

· Sending a Trust Anchor that is not in common with the DRM Agent.

· Sending an invalid certificate chain.

· The DRM Agent having an expired CRL.

· The DRM Requestor being revoked in the DRM Agent’s CRL.

· Sending the wrong random number.

· Malformed encrypted data.

· The wrong protocol version.

	
	A2A-M-05
	DRM Requestor performing a CRL Query operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a CRL Query operation with a DRM Agent. Tests MUST include:

· The DRM Agent sending an empty CrlIdList in the response.

	
	A2A-M-06
	DRM Requestor performing a CRL Query operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a CRL Query operation with a Render Agent. Tests MUST include:

· The Render Agent sending an empty CrlIdList in the response.

	
	A2A-M-07
	DRM Requestor performing a Put CRL operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Put CRL operation with a DRM Agent. Tests MUST include:

· The DRM Requestor sending an invalid CRL.

	
	A2A-M-08
	DRM Requestor performing a Put CRL operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a Put CRL operation with a Render Agent. Tests MUST include:

· The DRM Requestor sending an invalid CRL.

	
	A2A-M-09
	DRM Requestor performing a Get CRL operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Put CRL operation with a DRM Agent. Tests MUST include:

· The DRM Requestor sending an invalid CRL Id.

	
	A2A-M-10
	DRM Requestor performing a Get CRL operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a Put CRL operation with a Render Agent. Tests MUST include:

· The DRM Requestor sending an invalid CRL Id.

	
	A2A-M-11
	DRM Requestor performing a Put RO operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Put RO operation with a DRM Agent. Tests MUST include:

· Replaying a PutRoRequest.
· The DRM Requestor sending an RO that is too large to be saved in the DRM Agent.
· The DRM Requestor sending an RO that has been tampered.

· The DRM Requestor sending StateInformation that exceeds that in the original RO.

	
	A2A-M-12
	DRM Requestor performing a Share RO operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Share RO operation with a DRM Agent. Tests MUST include:

· Replaying a ShareRoRequest.

· The DRM Requestor sending an RO that is too large to be saved in the DRM Agent.

· The DRM Requestor sending an RO that has been tampered.
· The DRM Requestor sending an RO that does not have the <adhoc-share> permission.

	
	A2A-M-13
	DRM Requestor performing a Lend RO operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Lend RO operation with a DRM Agent. Tests MUST include:

· Replaying a LendRoRequest.

· The DRM Requestor sending an RO that is too large to be saved in the DRM Agent.

· The DRM Requestor sending an RO that has been tampered.

· The DRM Requestor sending an RO that does not have the <lend> permission.

	
	A2A-M-14
	DRM Requestor performing a Lend Release RO operation with a DRM Agent.
	Required to test that a DRM Requestor correctly performs a Lend Release RO operation with a DRM Agent. Tests MUST include:

· Replaying a LendReleaseRoRequest.

· Sending an invalid LendingHandle.

	
	A2A-M-15
	DRM Requestor performing a Render operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a Render operation with a Render Agent. Tests MUST include:

· Replaying a RenderRequest.

· Sending an invalid AssetId.

	
	A2A-M-16
	DRM Requestor performing a Render  Status operation with a Render Agent.
	Required to test that a DRM Requestor correctly performs a Render Status operation with a Render Agent. Tests MUST include:

· Replaying a RenderStatusRequest.

· Sending an invalid LendingHandle.
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Table 1: Applicability Table for Enabler Specific Mandatory Test Requirements
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