Doc# OMA-DRM-2008-0123R02-CR_SCE_AD_Proposed_Changes_from_Qualcomm.doc[image: image4.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2008-0123R02-CR_SCE_AD_Proposed_Changes_from_Qualcomm.doc
Change Request



Change Request

	Title:
	SCE AD Proposed Changes from Qualcomm
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM

	Doc to Change:
	OMA-AD-SCE-V0_9_0-20070423-D.doc

	Submission Date:
	03 Apr 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Aram Perez, Qualcomm, aramp@qualcomm.com

	Replaces:
	n/a


1 Reason for Change

The document OMA-DRM-2008-0118-Qualcomm_Comments_on_the_SCE_Enabler.doc provides the SCE CONR comments from Qualcomm. This CR contains the proposed changes for comments QB002 – QB005 in that document.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Qualcomm recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Comment QB002 – Change section 5.2 as follows:

5.2. Architectural Diagram

Figure 1 provides an overview of the architecture:
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Figure 1: Architecture overview

All entities and protocols are described in subsequent sections. 

The SCE requirements require the SCE enabler to allow deployment of the DEA either in the network or on a User’s equipment, separate from the DA. This version of the SCE enabler does not address the interface between DA and DEA, whether or not the DEA is in the network. 
Change 2:  Comment QB003 – Remove Section 5.3.3

5.3.7. 
 

Change 3:  Comment QB004 – Change Section 5.3.4 as follows:

5.3.7. Domain Enforcement Agent (DEA)

The main responsibility of the Domain Enforcement Agent (DEA) is to manage a User Domain based on a given User Domain Policy that has been assigned to the DEA by a DA. The DEA ensures that the User Domain conforms to the limits as specified in the User Domain Policy. In this version of the SCE enabler, some of the DA functionality may be performed by the DEA.
The ultimate goal is to enable a User to define a set of Devices (the User Domain) once with the DEA and acquire Rights Objects for this set of Devices from various sources: RI’s or LRM’s. In this way the User is assured that Content for his/her User Domain can be freely exchanged between his/her Devices and accessed on all of them, regardless of where the Content was purchased or from where it was imported.
Change 4:  Comment QB005 – Change Section 5.3.7 – 5.3.13 as follows:

5.3.7. SCE-2-DMP

The Domain Management Protocol SCE-2-DMP is used by the DEA to manage a User Domain. Using this protocol, the DEA will add and remove Devices to/from the User Domain. Functionally the SCE-2-DMP protocol is quite similar to the domain management protocols in the OMA DRM 2.0-ROAP 1.0 protocol. New functionality may include allowing a DEA to specify to a Device which RI’s and LRM’s are allowed to provide Rights for the User Domain.

5.3.8. SCE-3-RDP

The RI-DEA Protocol SCE-3-RDP is used by the DEA and RI to enable a Rights Issuer to issue Rights Objects for a User Domain managed by the DEA. Using this protocol, the DEA and RI will agree on a Domain Policy and exchange the secrets the RI needs to create RO’s for the User Domain.

5.3.9. SCE-4-LRMP

The Local Rights Manager Protocol SCE-4-LRMP protocol is used to enable an LRM to import Rights to an OMA DRM V2.x-only Device or into an OMA DRM V2.x Domain (that is managed by an RI). Possible robustness rules and backward compatibility issues (see section on Security Considerations) require that such importing of Rights is partly implemented in the LRM and partly implemented in an RI. The Local Rights Manager Protocol SCE-4-LRMP protocol is used to enable the required split in deployment and collaboration between an RI and an LRM.

5.3.10. SCE-5-LRMP

The Local Rights Manager Protocol SCE-5-LRMP is used to enable an LRM to import Rights into a User Domain. 

5.3.11. SCE-6-LRMP
The SCE-6-LRMP interface is used to transfer Imported-Rights-Objects to a DRM Agent. The interface is typically used by DRM Agents to request Rights for Imported Content. This interface is similar to the SCE-7-A2AP interface.

5.3.12. SCE-7-A2AP
The Agent to Agent SCE-7-A2AP interface is used to exchange Rights and corresponding information to a DRM Agent. The interface is typically used by other DRM Agents.  This interface is similar to the SCE-6-LRMP interface.

5.3.13. SCE-8
The SCE-8 interface is used to exchange Rights to a DRM Agent. In contrast to the interfaces SCE-7-A2AP and SCE-6-LRMP, the SCE-8 interface will only provide a Data Specification for the data that is exchanged in this interface. In this way the Content and Rights can be exchanged between Devices via any protocol. The mechanism is similar to the Domain concept in OMA DRM 2.0.
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