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1 Reason for Change

This CR fulfils AP 905, and addresses comment DOM041:

	DOM 041
	10.04.2008
	E
	4.2.1
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121

Comment: there should be normative text about what a User Domain context is.
Proposed Change: change the sentence "The User Domain Context MAY consist of:" to "The User Domain Context MUST contain at least:"
	Status: OPEN


This CR defines the User Domain Context by making the text in section 4.2.1 normative.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

Change 1:  Make the text in section 4.2.1 normative
4.2 User Domain Management

4.2.1 Joining a User Domain

In order to install and consume a User Domain RO, a DRM Agent needs to register with a DA/DEA that manages the User Domain that the RO refers to and join that User Domain. A DRM Agent joining a User Domain is the process of a DA/DEA authorizing a particular DRM Agent to be able to use ROs for this User Domain. The result of a successful execution of the dmpRegistrationProtocol (section Fehler! Verweisquelle konnte nicht gefunden werden.) of a DRM Agent with a DEA, is the establishment in the DRM Agent of a DA/DEA Context for the given DA/DEA. The dmpRegistrationProtocol is a generic registration protocol ([GEN, section xxx]), without extensions. This means that the DA/DEA Context consists only of the identities of the DRM Agent and DA/DEA and the negotiated protocols. 

The result of a successful execution of the DMP Join Domain Protocol (section Fehler! Verweisquelle konnte nicht gefunden werden.) is the establishment in the DRM Agent of a User Domain Context for the given User Domain. The User Domain Context MUST contain at least:

· User Domain Info. This consists of:

Identity of this User Domain, including the domain generation;

The alias of the User Domain – used in communication with the user to refer to the User Domain. The User Domain Alias is only present in the User Domain context if it was included in the dmpJoinDomainResponse message;
Expiry time of the User Domain Context.
· Key material

In case of Shared-Key management: the Master Domain Key (MDK), or set of MDKs in case hash-chains are not used.

· User Domain Tokens. Used by the DA/DEA to authorize certain entities to perform certain tasks in relation to the User Domain. A User Domain Token consists of:

Identity of the entity

The authorized roles of the entity. An entity may be authorized to act as a RI, LRM, DEA or DRM Agent in relation to a User Domain.

Expiry date – date when the authorization expires.

Please not that the technical implementation (including its security) of the User Domain Context is outside of scope of this specification. A DRM Agent MAY join multiple User Domains managed by one or more DA/DEAs. Consequently the DRM Agent MAY at any time maintain several DA/DEA Contexts and also per DA/DEA Context several User Domain Contexts.
Change 2:  Modify section 5.2.3.3 to specify the inclusion of the <udomInfo> element

5.2.1.1 dmpJoinDomainResponse

A dmpJoinDomainResponse message is sent from a DA/DEA to a DRMAgent as the last message of the 2-pass dmpJoinDomain protocol. A dmpJoinDomainResponse message is also sent from a DA/DEA to a DRM Agent as the first message of the 1-pass dmpJoinDomain protocol.
<element name="dmpJoinDomainResponse" type="gen:Response"/>

If the dmpJoinDomainRequest is not successful, then the response MUST be formatted as specified in [GEN]. Otherwise the message MUST be formatted as specified in Table 3:

	element / attribute
	usage
	Value

	status
	M
	“Success”

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	ocspResponse
	O
	Default, as specified in [GEN], section xyz

	resInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 3: dmpJoinDomainResponse message elements

The dmpJoinDomainResponse message MUST have a <resInfo> element. The <resInfo> element MUST contain:

· one or more <pMDK> elements;

· a <udomInfo> element.
Additionally, the <resInfo> element MAY contain any number of <udomToken> elements.

<element name="pMDK" type="ProtectedMasterDomainKey" />

<complexType name="ProtectedMasterDomainKey">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>




<element name="daID" type="roap:Identifier"/>




<element name="mac" type="base64Binary"/>


</sequence>


</complexType>

<element name="udomInfo" type="dom:UserDomainInfo"/>


<complexType name="UserDomainInfo">



<sequence>




<element name="udomID" type="dom:UserDomainIdentifier"/>




<element name="domainAlias" type="String80" minOccurs=”0”/>



<element name=”notAfter” type=”gen:dateTimeorInfinite”/>



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>

</complexType>
<element name="udomToken" type="UserDomainToken" />


<complexType name="UserDomainToken">



<sequence>




<element name="body" type="gen:UserDomainTokenBody"/>




<element name="signature" type="ds:SignatureType" minOccurs="0"/>



</sequence>


</complexType>


<complexType name="UserDomainTokenBody">



<sequence>







<element name="udomID" type="dom:UserDomainIdentifier" />




<element name="subId" type="gen:Identifier"/>







<element name="isAgent" type="boolean" minOccurs="0"/>




<element name="isRI" type="boolean" minOccurs="0"/>




<element name="isLRM" type="boolean" minOccurs="0"/>




<element name="isDEA" type="boolean" minOccurs="0"/>




<element name="expires" type="dateTime" minOccurs="0"/>




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>



<attribute name=”id” type=”ID” use=”required” />


</complexType>

If Hash Chains are supported by both the Device and the DA/DEA, only the <pMDK> element corresponding to the most recent Domain Generation SHOULD be included, otherwise a <pMDK> element for all Domain Keys for all Domain Generations MUST be included (including their domain identifiers as “Id” attributes) 
Upon receipt of a dmpJoinDomainResponse, the DRM Agent MUST perform the default processing, as specified in [Gen], section xxx. If successful it MUST update the User Domain Context (UDC) by installing the received <udomInfo> element, <pMDK> elements and <udomToken> elements, as specified below. The <notAfter> element in the <udomInfo> element expresses, in UTC, the expiry time of the User Domain Context. The value “Infinite” indicates infinite lifetime of the User Domain Context.
A <pMDK> element MUST contain an <encKey> element, a <daID> element and a <mac> element. The <encKey> element contains a MAC key (KMAC) and a Master Domain Key (MDK), wrapped as specified in section x.x. The child of the <ds:KeyInfo> element inside the <encKey> element SHALL be the <roap:X509SPKIHash> element, identifying a particular DRM Agent's public key through the hash of the subjectPublicKeyInfo value in its certificate. The <daID> and <mac> elements are necessary for key confirmation purposes. The <mac> element provides key-confirmation through a MAC on the canonical version according to Section x.x of the <pMDK> element (excluding the <mac> element itself) using the MAC key KMAC wrapped in the <encKey> element. The MAC algorithm to use is negotiated in the registration phase and stored in the DA/DEA Context. DRM Agents MUST verify that:

· The value of the <encKey> element's “Id” attribute is equal to the value of the <domID> element in the preceding dmpJoinDomainRequest message, save for the Domain Generation part.

· The value of the <daID> element is equal to the value of the <resID> element of the dmpJoinDomainResponse message itself. 

· The MAC is valid. 

If these verifications are positive then the DRM Agent MUST unwrap the MDK and store it as part of the User Domain Context. 

A <udomToken> element provides DA-signed proof of a relation of a specific kind between a certain entity, identified by the <subId> element, and the User Domain. When interacting with a DEA or when installing User Domain Rights Objects created by a certain RI or LRM, the DRM Agent will be required to check the validity of the User Domain Tokens for that entity. A <udomToken> element MUST contain a <signature> element and a <body> element, which MUST contain a <udomID> element, a <subID> element and MAY contain an <isAgent> , <isRI>, <isLRM> or <isDEA> element, specifying the relations between the entity and the User Domain. The <signature> element is of type ds:SignatureType from [XML-DSIG]. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <body> element by having the same value as the “id” attibute of the <body> element. In compliance to the rules of canonicalisation specified in Section x.x, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalisation algorithm without comments. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The DRM MUST verify that:

· the signing key is associated with the DA/DEA identified in the <udomID> element.

· the signature is valid.
If these verifications are positive then the DRM Agent MUST store the information in the <udomToken> as part of the User Domain Context.
The <resInfo> element MAY contain the Hash Chain Support extension. When this extension is present it indicates that the DA/DEA is using the technique of generating Master Domain Keys through hash chains. The DA/DEA MUST NOT include this extension in the rdpJoinDomainResponse unless the same extension was received in the preceding rdpJoinDomainRequest. If the Device receives the Hash Chains Support extension then it needs only store the latest Master Domain Key for a given User Domain.

Change 3:  Remove definition of <udomInfo> element from section 6.2.3.3 (because it is moved to section 5.2.1.1)

6.2.3.3 Use Domain Response
The rdpUseDomainResponse message is sent from the DA/DEA to RI in response to an rdpUseDomainRequest message. The message expresses User Domain Info, Key material and User Domain Token, and MUST be formatted as specified in Table x.
<element name="rdpUseDomainResponse" type="gen:Response"/>

	element / attribute
	usage
	value

	status
	M
	Default, as specified in [GEN], section xyz

	reqID
	M 
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	resInfo
	M
	Specified below. 

	signature
	M
	Default, as specified in [GEN], section xyz


Table 7: Use Domain Response message elements
The rdpUseDomainResponse message MUST have a <resInfo> element. The <resInfo> element MUST contain:

· a <udomInfo> element (as specified in section 5.2.1.1), containing the User Domain ID, the User Domain Context expiry time and in most cases the Domain Alias;
· a <pDDK> element, containing the DDK for this User Domain and this RI.
Additionally, the rdpUseDomainResponse MAY contain any number of <udomToken> elements as specified in section 5.2.3.3, containing User Domain Tokens for this User Domain and this RI.








<element name="pDDK" type=" ProtectedDiversifiedDomainKey” />


<complexType name=" ProtectedDiversifiedDomainKey ">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>




<element name="daID" type="roap:Identifier"/>




<element name="mac" type="base64Binary"/>



</sequence>


</complexType>
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