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1 Reason for Change

The purpose of this CR is to propose a partial resolution of Consistency Review Comment DOM 136.
R01 removes the two Notes – Change bars used to keep track of removed Notes so that appropriate text can be added later into the main body of DOM TS and/or LRM TS with respect to shared-key management and pairing-key management.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Add appendix to address missing certificate profile
Appendix D.
Certificate Profiles (Normative)

D.1
Domain Enforcement-Agent/Authority Certificates
The profile for DA and/or DEA certificates follows the profile for "X.509-compliant server certificate" in [CertProf] with the following modifications:

	Signature
	MUST be RSA with SHA-1

	Serial Number
	MUST be less than, or equal to, 20 bytes in length

	Issuer Name
	MUST be present and MUST use a subset of the following naming attributes from [CertProf] – countryName, organizationName, organizationalUnitName, commonName, and stateOrProvinceName.

	Subject Name
	MUST be present and MUST use a subset of the following naming attributes from [CertProf] – countryName, organizationName, organizationalUnitName, commonName, and serialNumber.

The structure and contents of a Domain Enforcement Agent/Domain Authority subject name shall be as follows:

[countryName=<Country of manufacturer>]

[organizationName=<Manufacturer company name>]

[organizationalUnitName=<Manufacturing location>]

[commonName=<Model name>]

serialNumber=<Unique identifier for Domain Enforcement Agent/Domain Authority, as assigned by the Certificate Issuer.
The serialNumber attribute MUST be present. The countryName, organizationName, organizationalUnitName, and commonName may be present. Other attributes are not allowed and must not be included. For all naming attributes of type DirectoryString, the PrintableString or the UTF8String choice must be used.

Note that the maximum length (in octets) for values of these attributes is as follows: countryName – 2 (country code in accordance with ISO/IEC 3166), organizationName, organizationalUnitName, commonName, and serialNumber – 64.
Example:

C="US";O="DRM Devices 'R Us"; CN="DRM Device Mark VI"; SN="1234567890"

	Extensions
	The extKeyUsage extension SHALL be present, and contain (at least) the oma-kp-domainAuthority or the oma-kp-domainEnforcementAgent key purpose object identifier:

oma-kp-domainAuthority OBJECT IDENTIFIER ::= {oma-kp <tba>}
oma-kp-domainEnforcementAgent OBJECT IDENTIFIER ::= {oma-kp <tba>}

CAs MUST set this extension to critical.

If the keyUsage extension is present (recommended), then the digitalSignature bit shall be set. When present, this extension shall be set to critical.

CAs MAY include the certificatePolicy extension, indicating the policy the certificate has been issued under, and possibly containing a URI identifying a source of more information about the policy.

CAs are recommended to not include any other extensions, but may, for compliance with [RFC3280], include the authorityKeyIdentifier extension. 

CAs MUST NOT include any other critical extensions.


SCE DRM Agents processing Domain Enforcement-Agent/Authority certificates MUST meet the requirements on clients processing "X.509-compliant server certificates" defined in [CertProf].  In addition, SCE DRM Agents:

MUST be able to process Domain Enforcement-Agent/Authority certificates up to 1500 bytes long;

MUST be able to process Domain Enforcement-Agent/Authority certificates with serial numbers 20 bytes long; and

MUST recognize the presence of the oma-kp-domainAuthority and oma-kp-domainEnforcementAgent object identifiers defined above in the extKeyUsage extension in Domain Enforcement-Agent/Authority certificates.  If one (or both) of these is present, then the SCE DRM Agent MUST consider the subject certified by the certificate to be a Domain Authority and/or Domain Enforcement Agent while processing information received from it.



a) 
b) 

(Editor’s note: the oma-kp-domain object identifier needs to be assigned by a naming authority.)
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